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1 Introduction 

1.1 Foreword 

This thesis is the result of a M.Sc. project for TNO ICT and the Software and Systems 
Engineering Master at the University of Groningen, The Netherlands. It describes a 
Software Engineering solution for deploying distributed applications on a conceptual 
infrastructure used for connecting sensors in levees at remote locations to researchers 
that use the sensor data to connect their experiments. It uses mobile, wireless 
communication nodes as a means to form an ad-hoc wireless network in areas without 
traditional wired infrastructure.  
 
The architecture described in this thesis deals with unique domain requirements 
associated with sensor networks, the ad-hoc wireless network topology and code 
mobility. It is therefore of interest to those interested in state-of-the-art architectures for 
software deployment on an ad-hoc wireless network. 
 
The architecture was conceptualized and evaluated using the Architectural Tradeoff 
Analysis Method (ATAM) and a throw-away software prototype which partially 
implements the architecture using an off-the-shelf framework. 

 

1.2 Problem Statement 

The IJkdijk is an international project in which TNO Information and Communication 
Technology, a department of The Netherlands' National Institute for Applied Sciences, 
has a significant stake. Currently, the field testing facility for this project is being built 
in Bellingwolde, The Netherlands. TNO ICT surrounds the IJkdijk Project with 
additional Research and Development efforts, especially in the field of sensor 
telecommunication. 
 
The IJkdijk is a key example of an intelligent infrastructure at remote locations where 
current telecommunication infrastructures are absent. Major components of the IJkdijk 
Project will be state-of-the-art Wireless Sensor Networks (WSNs) in which individual 
sensors typically have a communication range that cannot bridge the physical distance 
between the network data sinks and remote systems that will process the sensor data. 
Additionally, sensors are deployed in application-specific ways and need unique 
network functions. Therefore, a flexible and multi-application infrastructure solution 
that bridges the gap between sensor networks and data endpoints is required. This 
infrastructure will be called a Sensor Telecommunication System (STS). 
  
The Sensor Telecommunication System will be used by stakeholders that use various 
network applications and middleware platforms for a range of IJkdijk experiments. 
These stakeholders are not telecommunication experts, and are expected to have 
concurrent interest for sensor data. Individual network nodes should therefore provide a 
suitable development and deployment environment, and be suitable for multi-user 
operation. It can be argued that a software abstraction of a node's system and network 
resources, which range from antennae to operating system, can provide the necessary 
flexibility and multi-user, multi-application environment. 
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This level of abstraction implies that the communication node itself becomes software 
for the end user. Engineering the Sensor Telecommunication System will therefore 
require the application of knowledge from the Software and Systems Engineering field. 
This M.Sc. Project will use this knowledge as a foundation to explore and compare a 
number of architectural solutions for deploying software on the Sensor 
Telecommunication System. After outlining the key stakeholders, their business drivers 
and the associated requirements, a software architecture will be created, evaluated and 
implemented as a proof-of-concept architecture for an appropriate platform. 

 

1.3 Research Questions 

The problem statement shows that the abstraction of the network hardware leads to the 
hardware interfaces being defined by software. The goal of this thesis is to engineer this 
software; hence, this M.Sc. project becomes a Software Engineering project.  
 
To prove that a deployment architecture such as the one outlined in the problem 
statement is viable, and to prove the necessity of this MSc. project, a number of 
questions have to be asked. More specifically, to create a sound scientific foundation for 
this thesis, a number of research questions have to be formulated. 
 
The following main research question can be formulated:  
 

How can a system be engineered that matches the system outlined in the 
problem statement using software engineering? 

 
Since this research question is very broad, it is natural that it brings forward a number 
of sub-questions. These sub-questions are: 
 

How can the domain to which the main research question applies be defined and 
described? Is it possible that the current state of research and technology in this 
domain can be of influence to the final solution? [Q1] 
 
Who will make use of the system, and what do they require from the system? What 
are the stakeholder’s concerns and key drivers for the system? [Q2] 
 
Which software solutions are possible answers to the main question, how do these 
solutions map to the requirements and what were the design decisions that 
contributed to these solutions? What software architecture can be created using 
the results from the previous sub-question? [Q3] 
 
Do the stakeholder’s concerns and key drivers reflect in the software architecture? 
How can the software architecture be verified and validated to satisfy the 
stakeholder’s concerns and key drivers? [Q4] 

 
The ultimate goal of this thesis is to answer the main research question. To answer the 
main research question, these sub-questions will be answered in the different sections 
between the Introduction, in which the research questions have been identified, and the 
Conclusion, in which the main research question will be answered. Since the project is 
essentially a Software Engineering project, the questions will be answered by using a 
methodology common to that discipline. This method will be described in the next 
subsection. 
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1.4 Methodology 

The basic principle of engineering requires a process to produce results. Therefore, an 
adequate Software Engineering process must be chosen that is suited to answer the main 
research question formulated by this thesis. The well-known and widely-used textbook 
on Software Engineering [Sommerville 2001] defines four fundamental process 
activities which are common to all software processes: Specification, Development, 
Validation and Evolution. The process which will be used in this thesis will therefore 
have to include these process activities. 
 

Specification: The functionality of the software and constraints on its operation must 
be defined. This implies that sub-questions [Q1] and [Q2] will have to be answered. 
To this end, the problem domain must be adequately described, and software 
requirements must be elicited and defined. 
 
Development: The software to meet the specification must be produced. Implicitly, 
the software must be designed and implemented as stated by [Q3]. Since the focus of 
this thesis is to create a proof-of-concept architecture, a finished product will not be 
developed. Rather, a prototype which incorporates a number of elements from the 
design will be built as the end product. 
 
Validation: The software must be validated to ensure that it does what it is supposed 
to do. The architecture will be tested to ensure that it matches the requirements in the 
specification, as stated by [Q4]. 
 
Evolution: The software must evolve to meet changing and unexpected needs. This 
implies that, given a change in the defined requirements, the end product must 
change as well. 
 

Since the scope of this project is to research whether a software architecture is possible 
and viable, the goal of the system is not to provide a full-scale implementation of the 
software architecture that is deemed the best fit to answer the research question outlined 
in the previous subsection. Rather than that, emphasis will be placed on the evaluation 
of the architecture outlined in the thesis, both through working with a formal evaluation 
methodology and by analyzing a partial implementation of the system. 

 

1.4.1 ATAM Architecture Evaluation 
The formal methodology used for both creating and evaluating the software architecture 
is the Architectural Tradeoff Analysis Method (ATAM). Defined by [Kazman et al. 
2000], it is a technique for analyzing software architectures based on the quality goals - 
also known as quality attributes - and the interactions between these attributes - so-
called tradeoffs. Quality attributes are measures of the quality of software and range 
from security to usability to modifiability. 
 
The ATAM is a means of determining whether a specific architecture is suitable for a 
system before it has been built. Therefore, it limits necessary changes to the system to 
requirements and architecture only, limiting the relatively high cost of changing 
parameters while the system is being implemented. 
 
The purpose of the ATAM is defined to be to assess the consequences of architectural 
decisions in light of quality attribute requirements. Its aims are to record any risks, 
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sensitivity points and tradeoff points found in the architectural analysis. Risks are design 
decisions which have not yet been made. Sensitivity points are design decisions which 
are highly correlated to quality attributes. Tradeoff points are found in the architecture 
when changing a design decision affects several quality attributes in a different way. 
 

Scenarios

Identify
Architectural 
Approaches

Analyze
Architectural 
Approaches

Tradeoffs

Sensitivity Points

Risks

Utility Tree
Key Drivers

Software 
Architecture

Quality Attributes

 
Figure 1 - ATAM Evaluation Flow 

The starting point for the ATAM is a statement of quality attributes and an architectural 
specification. The ultimate goal of ATAM is the refinement of these two sections and 
the answering of the question if the architectural specification specifies the quality 
attributes. 
 
A typical ATAM evaluation is done by several project stakeholders, the flow of which 
is addressed in Figure 1. The flow follows the steps outlined below: 
 
Presentation 

 

1. Present the ATAM: the method is described to the participating stakeholders. 
2. Present key drivers: the main key drivers are elaborated. 
3. Present architecture: the architectural specification is presented. 
 

Investigation and Analysis 
4. Identify architectural approaches. Architectural approaches are styles and 

patterns used in the architectural specification. 
5. Generate quality attribute utility tree. This tree links quality attributes to 

scenarios: the quality attributes that resemble system utility are elicited and 
specified down to the level of scenarios. They are then annotated with stimuli 
and responses and prioritized. 

6. Analyze architectural approaches. The high-priority factors identified in the 
previous step are the basis of the analysis of those architectural approaches 
which are related to these factors. Risks, sensitivity points and tradeoff points are 
identified. 

 
Testing 

7. Brainstorm and prioritize scenarios. The scenarios found in Step 5 form the 
foundation of a wider scenario elicitation and prioritization process involving all 
stakeholders. 

8. Analyze architectural approaches. This step repeats Step 6, but uses the 
prioritized scenarios from Step 7 as a basis for analysis. Additional risks, 
sensitivity points and tradeoff points may be identified. 
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Present Results 
9. Present results. The evaluation team presents the information to the stakeholders 

and may write a report detailing the ATAM artefacts and strategies to mitigate 
risks. 

 
To summarize, the actual ATAM analysis depends on quality attributes, scenarios, and 
architectural approaches. Its outputs are sensitivity points, tradeoff points and risks. 
Figure 2 describes the interactions between these concepts. 
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Figure 2 - ATAM Concept Interactions 

The ATAM will be used as a foundation in this M.Sc. project to create an initial 
architecture and refine it according to the steps outlined above. Additionally, the quality 
attributes and scenarios derived in the process will be used to analyze a partial 
implementation, a so-called prototype, of the system. 

 

1.5 Thesis Structure 

The structure of this thesis is inherently connected to the outlined methodology and 
research questions. Each section will contain a relevant part of the software engineering 
process and will answer a relevant part of or a complete sub-question.  
 

Domain: The first section of this thesis will focus on the problem domain. In this the 
IJkdijk Project and its stakeholders will be described. Additionally, state-of-the art 
technology and research in relevant neighbouring domains will be explored and 
described. This section concludes with a formal model of the domain. 
 
Requirements: The second section will first define the key drivers that define the 
project. Subsequently, quality attributes will be derived from the key drivers, after 
which use-case, exploratory and growth scenarios will be defined. These scenarios 
resemble the requirements the quality attributes place on the system architecture. 
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Architecture: In this section, the system architecture will be introduced, and the 
architectural approaches used in the architecture will be identified and described. 
 
Architectural Analysis: This section analyzes the architectural approaches found in 
the Architecture section and derives risks, sensitivity points and tradeoff points. It 
will also comment on how the discovered risks have influenced the architecture from 
inception to finalization. 
 
Prototype: This section contains a description of the prototype, and includes a listing 
and description of implementation decisions made, such as the technologies used to 
convert the system architecture into software. It also analyzes the prototype 
according to the quality attributes and scenarios derived in previous sections. 

 
Table 1 contains the thesis structure and links the structure to steps in the ATAM. 
 

 

Section Description ATAM 
Domain Defines problem domain, research areas and stakeholders. 

Concludes with a domain model. 
 

Requirements Defines key drivers, quality attributes and scenarios. Step 2 
Architecture Defines architectural approaches and architectural views. Step 3, 4, 5 
Architectural 
Analysis 

Analyzes architectural approaches and derives risks. Step 5, 6, 7, 8 

Prototype Describes the prototype and technology used to implement 
the prototype. Analyzes the prototype according to the risks 
discovered in the architectural analysis. 

 

Table 1 - Thesis Structure 
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2 Domain 

This section is dedicated to finding which domain the main research question applies to, 
and to finding the current state of research and technology in this domain as required by 
the first research question [Q1]. 

 

2.1 Definition and Methodology 

The domain encompasses the focal point of this M.Sc. project. This domain has 
associated research areas. These areas will have a major impact in determining the 
system requirements and architecture and must therefore be adequately described. 
 
To provide this project with the necessary context, the domain will be described in 
terms of the project itself and the project stakeholders. Secondly, key research areas will 
be identified, described and linked to this project. 

2.2 The IJkdijk Project 

Recently, the subject of climate change and its profound implications for the world as w 
know it have been the subject of an increasing debate. [Kabat et al. 2002] note that in 
many parts of the world, variability in climatic conditions is already resulting in major 
impacts. These impacts are wide ranging, and the link to water management problems is 
obvious and profound. 
 
The Netherlands is a densely-populated country of which large parts are under sea level, 
among which are the world-famous “polders”. Influences such as the aforementioned 
climate changes are becoming an increasing threat to these areas, which are increasing 
in economic and social value due to urbanization. Therefore, the Netherlands have a 
need to invest heavily in water management infrastructure in the near future to reduce 
the risk of flooding to an acceptable level. 
 

 
Figure 3 - Scale Model of the IJkdijk 

Recent advances in the field of sensor technology, such as in the area of wireless sensor 
networks, have lead to the assumption that technology can play a major role in reducing 
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the costs associated with large-scale infrastructure investments. Based on this 
assumption, a number of European companies and institutions have committed to the 
IJkdijk Project1, in which new technology on levee management and flood prevention 
will be researched and applied. 
 
The IJkdijk, which is literally translated as “calibration levee”, comprises a real-life 
testing facility, the layout of which is shown in Figure 3. Located near Bellingwolde, 
Groningen, The Netherlands, this testing facility is currently being built and features a 
levee testing basin monitored by a central control building with connections to wired 
infrastructure. The testing facility will be used to evaluate sensor technology with the 
ultimate goal of building an early warning system for levee failures. In lieu of the usage 
of advanced sensor technology, this M.Sc. project serves as a software engineering 
basis for future research and development in sensor technology. 

2.3 Stakeholders 

[Sommerville 2001] defines a stakeholder to be a term that is used to refer to anyone 
who should have some direct or indirect influence on the system requirements. Since 
the IJkdijk project is still in its first stages, the stakeholders for this M.Sc. project are 
not known. Therefore, it is assumed that the main stakeholders for the IJkdijk project 
are TNO Information and Communication Technology, and the IJkdijk End Users. 
 
This subsection will describe the aforementioned stakeholders and a number of their 
concerns will be listed. These concerns will serve as the main key drivers for this M.Sc. 
project. and as a foundation for a scenario on which use-cases and requirements can be 
defined. 

2.3.1 TNO Information and Communication Technology 
TNO was founded by law in 1932, and serves as the national applied research institute 
of The Netherlands. At present, TNO counts 5000 employees which work in five 
different core areas. One of these core areas is Information and Communications 
Technology (ICT). TNO ICT is a department of TNO that has part of its ancestry in 
KPN Research, which was acquired in 2003. TNO ICT employs over 400 people in 
Delft, Enschede and Groningen. 
 
The main goal of TNO ICT is to help customers to successfully innovate with ICT. 
These customers are found in the information and technology telecom business, where a 
competitive market in areas such as mobile telephony and broadband internet has lead 
to more focused Research and Development expenditure for new services and new 
service platforms. TNO ICT performs technical, social and financial research in these 
areas. TNO also works for public and semi-public entities, whose interests mainly in the 
social aspects of ICT. TNO also helps small and medium size businesses, who search 
for answers on the importance of ICT in their business. 
 
Alongside consulting and research for customers, TNO ICT researches new 
technologies and services. TNO ICT also aims to be a bridge between the commercial 
sector, the public sector and educational entities such as universities, and employs many 
part-time academicians. 
 

 
1 The IJkdijk Project – http://www.ijkdijk.nl/ 
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TNO ICT is a major participant in the IJkdijk Project and provides infrastructural and 
technical knowledge for IJkdijk ICT. TNO ICT is the stakeholder that drives research 
and development and can be seen as an important technology provider for this project. 

2.4 IJkdijk End Users 

The IJkdijk Consortium is made up of the companies which participate in the IJkdijk 
Project. Some of the companies involved are interested in running experiments with 
sensor network data from the IJkdijk. The sensor data can be anything from structural 
integrity data to water level and humidity data. The companies that are interested in 
experimenting with sensor data can be considered future end users of the deployment 
system.  
 
As mentioned before, not all end users are specifically known at the time of writing of 
this thesis. Therefore, assumptions have to be made about the end users. The main 
assumption is that end users will run data-centric, sensor-network specific applications 
on the network. 
 
Additionally, the end users may want to access the same sensor data at the same time. 
They also might not be versed in deploying and programming the infrastructure to get 
the data from the sensor networks to their laboratories, and therefore rely on TNO ICT 
to deploy and manage the shared Sensor Telecommunication System prototype. 
 
The end users rely on a shared infrastructure, but want to use their own applications to 
get the data they require. For instance, one end user wants to use a multi-agent system 
to retrieve data, while the other user just wants the data to flow through a certain path  
from sensors to the laboratory. To determine what kind of applications end users are 
expected to deploy on the system, a closer look must be taken at the research areas of 
interest to the end users. 

 

2.5 Research Areas 

Due to the fact that end users will mainly be focused on technology associated with 
sensors, key research areas associated with this particular domain must be identified. 
These areas will be explored in terms of a general definition, requirements and 
challenges and state-of the art applications. 
 
Since there is such a strong emphasis on sensor technology, and considering the current 
state-of-the-art technology in the sensor domain, the area of Wireless Sensor Networks 
will also be explored. Since the expected users of the system are expected too deploy 
their own, customized applications inspired from their field of knowledge, the Wireless 
Sensor Network Middleware area will be explored. 

2.5.1 Wireless Sensor Networks 
One of the focal points in IJkdijk research is the area of Wireless Sensor Networks 
(WSNs). [Akyildiz et al. 2002] mention that recent advances in micro-electro-
mechanical systems (MEMS) technology, wireless communications, and digital 
electronics have enabled the development of low-cost, low-power, multifunctional 
sensor nodes that are small in size and communicate untethered in short distances. 
These tiny sensor nodes, which consist of sensing, data processing, and communicating 
components, leverage the idea of sensor networks based on collaborative effort of a 
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large number of nodes. The IJkdijk will be equipped with this state-of-the-art sensor 
technology to provide data on probable levee collapses and other levee failures that 
could lead to flooding. Low-power operation is essential since the sensors may be 
buried in the levee core. 
 
The market research bureau Gartner states in its Hype Cycle for Emerging 
Technologies for July 2006 that sensor network technology will reach full maturity in 
ten years. Also, [Chong and Kumar 2003] mention that although wireless sensor 
network technology is considered to be emerging, research on the technology has been 
done in for over thirty years, and it is already considered to be one of the most 
important technologies for the 21st century. 
 

Data 
Flow

Wireless 
Sensor

 
Figure 4 - A Wireless Sensor Network in the IJkdijk Project 

Figure 4 shows an example of a wireless sensor network in the IJkdijk project. The 
wireless sensors collect both pressure and humidity data, which is collected at a base 
station. From there, the data is consumed by interested parties. 

 

2.5.1.1 Challenges 
Considering the nature of this M.Sc. project, it is prudent to address the Software 
Engineering challenges of this particular domain. Although Wireless Sensor Networks 
are examples of large-scale networks, they are not exactly similar to existing networks 
such as the Internet. Research by [Estrin et al. 1999] identifies two main design features 
for architecture for sensor networks: it must be data-centric and application-specific. 
The architecture is focussed on getting data to the end user, and very specific to the end 
user application. Typical applications for sensor networks focus on sensor data and 
location rather than the sensor identity, and are vastly differing in the sensing tasks they 
have to perform. 
 
Besides application-specific tasks of a sensor network node, the entire network requires 
an adaptation to dynamical system requirements. [Blumenthal et al. 2003] note that the 
development focus changes from the single result of a sensor node to the cumulative 
result of the network. Therefore, the area of Wireless Sensor Networks is characterized 
by a challenging combination of requirements. These requirements are the following: 
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Self-organization: the scale of a Wireless Sensor Network can be very large: research 
expects a typical network to encompass thousands of sensors nodes, or even more 
[Estrin et al. 1999]. The massive scale does not allow for centralized network 
organization and associated topologies. Therefore, the network must have the 
capability to organize itself. 
 
Cooperative Processing: data from individual sensors has to be interpreted by the 
network as whole, as individual nodes are lacking the processing power, memory and 
power needed to process large amounts of data on their own. Research by 
[Intanagonwiwat et al. 2002] has proven that in-network data aggregation can 
produce significant savings in energy consumption. Therefore, a sensor network 
needs a mechanism which allows cooperative data processing and aggregation. 
 
Security Mechanisms: environmental conditions can disable the operation of part of 
the network. Also, eavesdropping on sensitive sensor data, malicious code injection 
and intentional sabotage can prove to be catastrophic for mission-critical networks. 
Therefore, a network has to contain mechanisms to counter these factors. 
 
Energy Optimization: The power efficiency requirements on a network are very 
strict, up to the point that the life span of battery-run networks is not measured in 
days or months, but rather in years. [Schurgers et al. 2002] show that energy 
efficiency is crucial to achieving satisfactory network lifetime. Therefore, the 
network has to be optimized for energy conservation. 

 

2.5.1.2 State-of-the art Applications 
The potential uses of Wireless Sensor Networks are expanding rapidly, since wireless 
sensor networks can be used in the vast application areas of monitoring and controlling. 
Current real-world applications include environmental applications such as habitat and 
seismic monitoring as described by [Szewczyk et al. 2004, Werner-Allen et al. 2005], 
social applications such as emergency service assistance as described [Malan et al. 
2004] and localization as described by [Lorincz and Welsh 2004]. Among the plethora 
of parties which are aiding the development of hardware and software platforms or 
which have introduced their own hardware platforms are institutions such as Berkely 
and Harvard, start-ups and spin-offs such as Crossbow and Moteiv, but also a number 
of industrial heavyweights such as Intel and Sun. 

2.5.2 Wireless Sensor Network Middleware 
The current research and technology in the area of wireless sensor networks mainly 
focuses on fundamentals such as protocol research, and has not yet reached the stage 
where it discusses subjects such as proven Software Engineering approaches and 
architectures. This implies that programming the network currently requires 
programming individual sensor nodes, which in its turn currently requires low-level 
programming skills and is only supported by rudimentary hardware abstraction. 
Developing technology that enables end-users to use familiar and easily accessible 
technology to develop, deploy, control and interconnect large-scale data-collecting 
networks will ultimately aid the adoption of wireless sensor networks. 

2.5.2.1 Challenges 
[Römer 2004] recognizes that there is a strong need for programming abstractions that 
simplify tasking sensor networks, and for middleware which supports such 
programming abstractions. The term middleware refers to the software layer between 
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the operating system - including the basic communication protocols - and applications 
(Figure 5). [Geihs 2001] notes that this software infrastructure can also be used to 
facilitate the interaction among distributed software modules. Wireless sensor network 
middleware differs from traditional distributed middleware solutions in the sense that it 
must be designed with the unique domain requirements in mind. 
 
The scope of middleware for wireless sensor networks is not restricted to the sensor 
network alone, but also covers devices and networks connected to the networks. As 
described by [Römer et al. 2002], middleware for sensor networks should therefore 
provide a holistic view on both WSN and traditional networks, which is a challenge for 
architectural design and implementation. 
 

Application

Middleware

Operating System
 

Figure 5 - Middleware 

 

2.5.2.2 State-of-the-art Applications 
There are a number of existing applications of middleware principles in the wireless 
sensor network domain. These applications differ in the general approach they take to 
abstract the network or part of the network. This sub-section will discuss sensor 
network middleware from the bottom up: from sensor middleware, to sensor network 
middleware, to inter-network middleware. 
 
On the level of a single sensor node, the middleware abstracts the operating system, 
hardware, and communication primitives - usually resembled by layers found in [Day 
and Zimmermann 1983]’s OSI Reference Model - serves as layer between the node 
operating system, of which TinyOS is the most commonly used example, and the end-
user applications (Figure 6). Currently, only one middleware approach exists on the 
sensor level. 
 
The concept of virtualization allows a guest system to run on a hardware abstraction 
layer, a so-called virtual machine, which was initially defined as a software abstraction 
with the looks of a computer system’s hardware - the “real machine”, according to 
[Rosenblum 2004]. Since a virtual machine is essentially a software layer between its 
host and its guests, a virtual machine could be considered to be middleware or closely 
related to it. 
 
Nowadays, the term “virtual machine” is used in a range of abstractions: from hardware 
virtualization, in which the virtual machine accommodates a guest operating system, to 
application virtualization, in which the virtual machine separates the host operating 
system from the guest application. An example of the former is a VMWare virtual 
machine; an example of the latter is the Java virtual machine. 
 
A key attribute of current virtual machines is the protection of the host and guest 
resources. This is usually accomplished by providing a protected sandbox environment 
for the guest, in which the guest is protected from the outside world. The sandbox 

  



M.Sc. Thesis - Analysis and Software Design of a Sensor Telecommunication System 
 

13
 

 

serves a dual purpose: it keeps the guest from potentially harming the host and other 
guests, but also prevents the guest from being harmed by the host or other guests. 
 
In the hardware-resource limited domain of the single sensor node, two different virtual 
machine applications exist. Maté, devised by [Levis and Culler 2002], is a byte-code 
interpreter on TinyOS-based sensors. The Maté virtual machine runs on top of TinyOS 
and provides further abstraction from the TinyOS hardware primitives by allowing 
users to specify their own reduced instruction set. [Simon et al. 2006], researchers at 
Sun, have developed the Squawk virtual machine for use on the Sun SPOT sensor 
boards. Out-of-the-box, a Sun SPOT does not run an operating system. Instead, the 
Squawk virtual machine includes device drivers for the hardware, essentially removing 
the need for an operating system. Both the Maté and Squawk virtual machines run 
multiple applications on one virtual machine, since the sensor hardware cannot handle 
multiple virtual machines running simultaneously. 
 
Figure 6 shows the differences between Maté and Squawk. The Generic model shows 
the middleware and operating system running on top of the OSI Reference Model 
layers. Maté follows the Generic model by separating operating system and 
middleware; the Squawk virtual machine performs both operating system and 
middleware functions. 
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Figure 6 - Middleware Applications for a Single Sensor Node 

On the network level, the middleware layer is situated between the network of nodes 
and the network applications. Such middleware layers have both uses in creating a 
suitable and general-purpose development and deployment environment and in 
maximizing scalability, robustness and/or energy efficiency. The current solutions can 
be categorized into different approaches. Descriptions of each approach and 
descriptions of current implementations are listed below. 
 

Sensors as Objects: A sensor is considered to be an object and is abstracted in such a 
sense that end-users that are familiar with Object-Oriented Programming (OOP) can 
easily task individual sensors or the network. An example of this approach is JSense, 
described by [Santini et al. 2006]. In JSense, each sensor is considered to be a Java 
Object. A hardware-abstracting application framework on the target sensor platform 
acts as distributed middleware. A centralized Java-based programming environment 
translates the usage of sensor Objects into platform-specific command packets which 
are sent to each individual sensor. When a command packet is received, the packet is 
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interpreted by the JSense component and, if necessary, replied to. Currently, sensors 
running TinyOS can be enhanced with a JSense component, which acts as an 
additional abstraction layer for TinyOS hardware primitives for different sensors and 
actuators. 
 
The Network as Database: The sensor network is considered to be a relational 
database on which queries can be run. An example of this particular abstraction is 
TinyDB, a database system devised by [Madden et al. 2005]. The sensor node 
operating system runs a small part of the middleware logic on top of the TinyOS 
operating system. The end user application queries, which, in a way, can be seen as 
application code, are distributed over the whole network. Thus, the nodes in the 
network cooperate to find an answer to the user queries. 
 
Agents and Active Networks: Agents roam the sensor network looking for 
information they are tasked to find. [Wooldridge 2002] defines agents to be computer 
systems with two important capabilities: they are capable of autonomous action and 
interacting with other agents. Agents can be seen as Smart Messages, of which the 
origins are rooted in the active networks initiative. [Tennenhouse et al. 1997] 
describe such networks as a novel approach to network architecture in which the 
switches of the network perform customized computations on the messages flowing 
through them. In line with this concept, [Kang et al. 2004] have devised a smart 
message: a user-defined distributed program which executes on nodes of interest, 
named by their properties, and uses an explicit lightweight migration to reach these 
nodes. Agent application code is injected into the network and can hop from node to 
node to fulfil its task. The application code is usually executed in a protected 
environment. 
 
The Network as Virtual Machine: The network is considered to be a single virtual 
machine. The application running on the network virtual machine is automatically 
partitioned and divided over the virtual machines running on the sensor nodes. An 
example of application of this principle in the Wireless Sensor Network domain is 
MagnetOS, described by [Barr et al. 2002]. This system provides a single image of a 
unified Java virtual machine across the components of the system. 

 
A common factor in wireless sensor network middleware is the projection of part of the 
middleware and the applications running on top of the middleware to a subset of the 
middleware and / or applications running on individual nodes (Figure 7). It can be 
shown that the real-world examples from the listed middleware approaches support this 
model. 
 
JSense includes its runtime component on top of the node guest operating system. This 
component maps to the JSense Java abstraction layer. TinyDB includes portions of its 
code on the node guest operating system to allow for collaborative network answers to a 
network query. An agent-based framework such as the Smart Messages frameworks 
sees network application code roaming through the network and dynamically executing 
on guest nodes. Several virtual machines on the network nodes form the MagnetOS 
network virtual machine. All these examples feature network to node projection, and 
are proof that, in the wireless sensor network domain, network applications and 
middleware are either directly or indirectly mapped to node applications and 
middleware. Thus, it can be said that sensor network middleware becomes middleware 
for sensor node middleware. 
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Figure 7 - Generic Model for Sensor Network Middleware 

Middleware also serves as a means of interconnecting different data-collecting sensor 
networks. [Shneidman et al. 2004] argue that a core challenge in this domain is that of 
the infrastructure that connects many disparate sensor networks to the applications that 
desired data from them. Current research in the wireless sensor network field mostly 
focuses on single applications and sensor network middleware rather than high-level 
solutions such middleware that connects a multitude of sensor networks. However, 
there are a few exceptions to this rule. 
 

Hourglass, devised by [Shneidman et al. 2004], is an Internet-based infrastructure 
for connecting a wide range of sensors, services and applications in a robust fashion. 
It is being developed by the EECS department at Harvard University. Hourglass is a 
Data Collection Network (DCN) which can chain services into a data conduit - a so-
called circuit. Services can serve as a data consumer, producer, or both, and can be 
grouped into service providers, which capture a single administrative domain, i.e. the 
data-producing sensor network, the intermediate processing or the end-user 
consumer. Services are provided on top of the existing TCP/IP Transport Layer; 
Hourglass is essentially middleware that provides abstraction for the OSI Transport 
Layer, and subsequently those layers below it.  
 
Another example of software infrastructure which connects sensor networks is 
JDDAC, which is a distributed Java environment for managing industrial-grade 
sensors and transducers, and the data streams which originate from these sensors and 
transducers. JDDAC is actively maintained by Sun and is in use in the San Fransisco 
Bay Area for monitoring water conditions throughout the bay. 
 
Developed at Microsoft Research by [Santanche et al. 2006], The SenseWeb project 
is a “mash-up” of MSN Virtual Earth and real-life sensor data. The toolkit associated 
with the project provides data publishing, a geographical database, a data aggregator 
to combine sensor and map data, and a client-side Graphical User Interface (GUI). It 
does not include elaborate data processing primitives like the Hourglass project, but 
it allows a practical view into what inter-network middleware is capable of. 

 
Middleware for connecting multiple sensor networks is closely related to distributed 
middleware initiatives for Grid computing. [Foster et al. 2001] mention that the term 
“the Grid” was coined in the mid 1990s to denote a proposed distributed computing 
environment for advanced science and engineering. Grid computing is also known as 
metacomputing. [Foster and Kesselman 1997] define metacomputers to be execution 
environments in which high-speed networks are used to connect supercomputers, 
databases, scientific instruments and advanced display devices, perhaps located at 
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geographically distributed sites. Since sensor networks are in fact scientific instruments, 
and end-users use advanced computing system to process the data, it can be argued that 
networks of sensor networks can be seen as Grid networks.  
 
Inspired by Grid middleware toolkits such as [Foster and Kesselman 1997]’s Globus, 
which provides the necessary protocols for Grid computing, second-generation Grid 
middleware such as [Grace et al. 2004]’s GRIDKIT is being developed to suit the 
needs of inter-sensor networks and environmental informatics. 
 
To summarize, a multitude of middleware platforms related to the sensor network 
research areas exist today. Therefore, this project must take these middleware platforms 
into account when drawing up the system specifications. 

 

2.6 Domain Model 

The previous subsections have provided a clear picture of the project, its stakeholders 
and associated research areas. These subsections provide valuable pointers towards a 
good understanding of the domain. Therefore, certain assumptions can be made about 
the domain. In turn, these assumptions lead to a domain model of the IJkdijk project. 
 
First of all, it can be assumed that the IJkdijk will contain sophisticated sensor systems 
to monitor the state of the levees. Considering state-of-the-art sensor technology, it can 
also be assumed that those sensors form wireless sensor networks. The analysis of such 
networks and the middleware associated with them shows that end users can be 
assumed to be interested in processing and acquiring the sensor data. 
 
Since the wireless sensor networks are located at remote locations, end users of this data 
cannot directly collect the data from the networks itself. Therefore, the sensor data must 
be collected and processed through a data collection network which connects the 
wireless sensor networks to the monitoring station where the end users are located. Note 
that multiple end users use the same data collection network at the same time. Also, the 
data collection network must be managed and controlled. Therefore, it is assumed that a 
network operator will manage the network. Both the network operator and end users are 
located at the IJkdijk monitoring stations. 
 
The analysis of wireless sensor network middleware showed that typical sensor 
networks applications are closely related to higher-level applications. It also explored 
the various applications used to collect sensor data. Therefore, it can be assumed that 
different end users have different application requirements for the data collection 
network, and that they deploy their own data collection application on the network. 
 
These assumptions can be visualized in a domain model. In Software Engineering, a 
domain model is typically an object-oriented representation of the problem domain 
without listing the actual processes which occur in the domain. Figure 8 shows the 
domain model for the IJkdijk project in UML format. UML is rapidly becoming the de-
facto modelling standard in modern object-oriented software design [Larman 1998]. 
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Figure 8 - Domain Model 

The domain model above shows the total problem domain. Since the domain classes of 
the IJkdijk itself, Wireless Sensor Networks, the Sensor Data they produce and the 
Monitoring Station the data flows to will not be directly addressed by this M.Sc. 
project, the focus of this project is on the Data Collection Network and Data Collection 
Applications, and associated processes such as application execution and deployment. 
From here on, these two classes will be jointly defined to be a Sensor 
Telecommunication System. The precise scope and the requirements for such a system 
will be addressed in the next section. 

 

2.7 Summary 

This section has introduced the problem domain for this M.Sc. project. Main research 
areas were highlighted, and the main challenges and state-of-the art applications in 
these areas were shown. Finally, the analysis of the IJkdijk Project, the associated 
research areas and stakeholders introduced the Sensor Telecommunication System 
concept. A model of the domain was introduced to show the system that is to be 
designed in the context of the overall problem domain. To summarize, the domain has 
been defined and described, and a link has been made between the current research and 
technology and a possible final solution as required by research question [Q1]. 
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3 Requirements 

A prerequisite for finding the system requirements is to define and describe the domain 
of the project. Now that this prerequisite has been fulfilled, this section is the 
concluding step to answering research question [Q2] and discovering who will make 
use of the system, their concerns, and their requirements. Following the definition of 
key drivers and quality attributes, scenarios will be defined to serve as a basis for 
finding a suitable software architecture and thus answering the third research question. 

 

3.1 Definition and Methodology 

While [Sommerville 2001] describes requirements as the description of a system’s 
services and constraints, they are more often referred to as the demands on these 
services and constraints. The requirements serve as both a very important basis in 
defining the system architecture and as a means of limiting the scope of this project, and 
should therefore be defined precisely and adequately: as complete and consistent as 
possible. This implies that the demands on all required services and constraints must be 
defined without contradictory definitions. Since it is practically impossible to guarantee 
both completeness and consistency without some form of process, a formal 
requirements engineering process will be followed to guarantee a best-effort 
requirements specification. 
 
The requirements for the system described in this thesis are elicited according to the 
procedures outlined in the Architectural Tradeoff Analysis Method mentioned in the 
first section of this thesis. First of all, the business drivers, also known as key drivers, 
are distilled by taking into account the business description of what the stakeholders 
require of the system. Therefore, this section starts with a re-hash of the domain model, 
which is derived from this project’s problem statement. The key drivers follow from the 
domain model and are described informally. 
 
Secondly, the quality attributes are derived from the key drivers. Quality attributes, 
otherwise known as non-functional requirements, are those requirements which are not 
directly concerned with the specific functions delivered by the system. Functional 
requirements are statements of the services the system should provide, how the system 
should react to particular inputs and how the system should behave in particular 
situations.  
 
This section describes the quality attributes found in the key drivers and provides a 
utility tree to contextualize the next step of the ATAM. Such a tree splits the overall 
“goodness” of the system, known as utility, into quality attributes. These quality 
attributes are broken down into specific sub-factors, which are then followed by 
scenarios, which can be defined as the concrete and measurable goals of the quality 
attribute.  
 
The ATAM defines three types of scenarios: use-case scenarios, growth scenarios and 
exploratory scenarios. A use-case models a system interaction. It identifies the actors 
involved in an interaction and names the type of interaction [Sommerville 2001]. The 
ATAM defines a use-case scenario to be as describing a user’s intended interaction with 
the completed, running system [Kazman et al. 2000]. A growth scenario represents 
anticipated future changes to a system, while exploratory scenarios serve as a means to 
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expose the limits and boundary conditions of the system by “pushing the envelope”. 
This section concludes with a description of the scenarios described in the utility tree. 

3.2 Business Use Cases 

The domain model provided in the previous section shows that the Sensor 
Telecommunication System serves as a connection between remotely located wireless 
sensor networks and traditional, wired infrastructure at the monitoring station. The 
system will be used by multiple end users concurrently and managed by a network 
operator. The end users have different and possibly conflicting business concerns and 
rely on the dependability of the system to deploy a multitude of applications, ranging 
from simple applications that process and forward wireless sensor network packets to 
multi-agent system frameworks. These applications have differing requirements. 
 
The Sensor Telecommunication System must provide an environment where multiple 
end users can deploy applications of varying requirements upon. This implies that key 
drivers - concerns which apply for all stakeholders - must be defined. Both application 
requirements and system requirements are taken into account. First of all, the two main 
use-cases of the system must be defined. These use-cases form a business use-case 
model, defined by [Kruchten 2003] to be a model of the business's intended functions 
used as an essential input to identify roles and deliverables in the organization. The 
intended functions for the Sensor Telecommunication System are application 
deployment and network management.  
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Figure 9 - Business Use-Case Model 

Use cases have become a fundamental feature of the UML notation for describing 
object-oriented system models [Sommerville 2001]. An UML use-case model features 
actors, use-cases, connections between actors and use-cases and connections between 
use-cases and use-cases. Figure 9 shows the business use-case model for the Sensor 
Telecommunication System and the relation between use-cases and the main actors of 
the system. 

 

3.3 Key Drivers 

Now that the business use cases have been outlined, assumptions can be made about 
non-functional requirements that are closely related to these use cases. First of all, the 
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IJkdijk, and thus the Wireless Sensor Networks, are situated in a remote area where 
physical access to the infrastructure is difficult and thus expensive. Since the placement 
of new network infrastructure between levee and monitor station, and let alone re-
booting or programming the infrastructure on location is a task that is heavily dependant 
on the environmental conditions, the system should be easily deployable, and preferably 
remotely manageable and programmable. 
 
Secondly, the applications running on the system may be of vital importance to flood 
prevention. Adverse environmental conditions are but one cause of failures in remote 
areas. More common causes are failing applications and systems, which are often not 
easily solved if the systems are located in the middle of nowhere. Therefore, the system 
must be dependable. 
 
Thirdly, the system should be easy to use. End users are not expected to be fully versed 
in cumbersome, low-level programming of network infrastructure. Also, the adaptation 
of the system requires the learning curve of the system to be low: a new user should be 
able to learn to use the system within an acceptable time and be able to adapt his or her 
application to use the system within acceptable time. 
 
Finally, the system must be future-proof and should be able to be easily modified to 
work as a part of larger systems such as a national emergency monitoring system or an 
existing telecommunication network. 
 
These three key drivers address quality attributes and associated scenarios for the 
system in an informal manner. These attributes and requirements will be formally 
defined in the following sub-sections. 

 

3.4 Quality Attributes 

The key drivers contain implicit mentions to a number of quality attributes. The ATAM 
specifies that these quality attributes should be defined more formally, and 
characterized. This characterization involves asking educated questions about each 
quality attribute, which often results in a split into sub-factors and a concretization of 
these sub-factors, which ultimately form scenarios. 
 
The following sub-sections, one per quality attribute, contain such quality attribute 
characterizations, which give a complete overview of the quality attributes, the split 
into sub-factors, the rationale behind the quality attributes and questions that can be 
raised about the quality attribute, and are each summarized with the characterization in 
table format. 

3.4.1 Deployability 
One of the key drivers notes the system should be easy to deploy. Since the system is all 
about deploying applications and managing their deployment, the deployability quality 
attribute therefore plays a major role in determining scenarios for the system. Both the 
system itself and the applications can be characterized by this quality attribute, and 
feature in the table below. 
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QA 1 Deployability 
Sub-factors None 
Rationale End users must be able to deploy their applications on the network according to their 

specifications and requirements. 
Attribute-
Specific 
Questions 

• If the infrastructure that supports the system is updated with new components, 
how soon should the system be deployed on those components? 

• How long should an end user wait when deploying, undeploying or re-deploying 
an applications with specific requirements? 

 

3.4.2 Dependability 
One key driver implicitly mentions the dependability quality attribute. This quality 
attribute relates to the trustworthiness of a system and has four principal dimensions 
[Sommerville 2001]: availability, reliability, safety and security. Two of these 
dimensions, reliability and security, are accentuated in the mentioned key driver. The 
table below characterizes the dependability mentioned in the key drivers. 
 
QA 2 Dependability 
Sub-factors • Security 

• Reliability 
Rationale • End users, and thus their applications, often have interests that may or may not 

interfere with the interests of their fellow system users. Therefore, the system 
must feature measures to ensure trust between user and system, and application 
and system. 

• The system must be able to reliably run multiple applications concurrently. 
Applications have shared interests in system resources and may occasionally 
freeze, and cause a part of the system to malfunction. Neither situation must 
pose a threat to the overall up-time of a system. 

Attribute-
Specific 
Questions 

• (Security) Is data integrity and confidentiality a system-level concern or an 
application-level concern? In short, who is responsible? 

• (Security / Reliability) Should the system include mechanisms that isolate 
applications from each other and system functions with a potential dependability 
risk? 

• (Security) How long should it take to establish trust between user and system, 
and application and system, if the user or application initiates authentication and 
authorization procedures? 

• (Reliability) Does a subsystem failure have effect on the applications dependent 
on the subsystem? If so, how long should it take for the system to recover? 

 
Security is an assessment of the extent that the system protects itself from external 
attacks that may be accidental or deliberate. [Sommerville 2001] mentions three kinds 
of external attacks possible: a Denial of Service (DoS) attack in which the system 
forcibly becomes unavailable, the corruption of programs and data and the disclosure of 
confidential information. 
 
Since the Sensor Telecommunication System is a multi-user, multi-application system, 
security is a major cornerstone of guaranteeing overall reliability, data integrity and 
confidentiality. In short, a trust relationship between the system, the applications 
running on the system and the user must exist. Trust can be established mutually by first 
confirming identity (authentication) and access rights (authorization). Integrity and 
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confidentiality can either be the responsibility of the system or the responsibility of 
those that use the system to run their applications. 
 
Reliability relates to the probability that a system will deliver services as specified. 
Probability is a numerical measure and therefore, reliability can be measured 
quantitatively. The most common measure of reliability is up-time, which symbolizes 
the time or percentage of time the system should function correctly. 

 

3.4.3 Usability 
The key drivers include the notion of an “easy-to-use” system. The related usability 
quality attribute is defined by the ISO 9241-11 (1998) Guidance on Usability to be the 
extent to which a product can be used by specified users to achieve specified goals with 
effectiveness, efficiency and satisfaction in a specified context of use. Usability is an 
abstract term that can either be measured quantitatively or analyzed qualitatively, 
depending on the usability attributes at hand. The two most important usability sub-
factors for the system described in this thesis are learnability and adaptability. 
 
Learnability is the measure of how long it takes for a new user to become productive 
with the system. Adaptability is the measure of how closely a system is tied to a single 
line of work [Sommerville 2001]. Taking in mind that the line of work is a 
methodology or a “way to work”, adaptability is a measure of how easy it is for users to 
apply familiar methodologies to working with the system. 
 
Both the learnability and adaptability sub-factors attribute-specific questions, 
specifically about the acceptable duration of learning and adapting. These questions are 
formalized along with a description of the quality attribute and the rationale behind the 
quality attribute in the table below. 
 
QA 3 Usability 
Rationale If the system is to become widely accepted, a multitude of end users must adopt the 

system. If a system is not usable for most, if not all end users, adoption is not 
guaranteed. 

Sub-factors • Adaptability 
• Learnability 

Attribute-
specific 
Questions 

• (Learnability) What is the accepted learning curve of a user that wants to use the 
system for the first time? 

• (Adaptability) How long should it take a user to convert his or her application to 
a format compatible with the system, given that the user wants to deploy the 
application? 

3.4.4 Modifiability 
One key driver explicitly mentions that the system should be easily modified. This 
implies that the modifiability quality attribute is of importance to the stakeholders 
involved in this project. Modifiability is often linked to growth of the system and 
therefore plays an important role in defining the growth scenarios for the system. 
 
The modifiability attributes required by the project stakeholders mainly deal with 
extending the system to work with other systems and non-standard infrastructural 
components. If pressed enough towards the field of telecommunication, such additions 
will universalize the system. Along with the expected wish to increase overall reliability 
by introducing redundancy, these characterizations can be found in the table below. 
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QA 4 Modifiability 
Sub-factors None 
Rationale • The system should be easily modified into a system that fits within existing 

infrastructure. 
• The system should be easily extended with infrastructure components which do 

not have the capabilities of the existing infrastructure. 
• The system should be easily modified to include redundancy. 

Attribute-
Specific 
Questions 

• What effort is required to modify the system to work with existing 
infrastructure? 

• What effort is required to add a non-standard infrastructural component to the 
system? 

• What effort is required to add redundancy to the system? 
• What effort is required to universalize the system? 

 

3.5 Scenarios 

A scenario is both a tool for the elicitation of formal system requirements as for 
exercising system architecture in regard of the formal system requirements. Many 
methodologies exist for formally using scenarios for these purposes [Kazman et al. 
1996]. Scenarios are used by the ATAM to formally specify the system requirements, 
and are evolutionary in nature. As the architecture matures, the scenarios are elaborated.  
 
The scenarios in this section are closely related to the quality attributes, and, more 
specifically, to the attribute-specific questions. They are subdivided into use-case 
scenarios, growth scenarios and exploratory scenarios, as mentioned in Section 3.1. 
Each scenario is formalized in table format, containing a unique identifier, the quality 
attribute the scenario is related to, the stimulus the scenario acts upon, the response that 
follows the stimulus - the external factor that initiates the scenario - and, if applicable, 
the latency between stimulus and response. Also, scenarios are prioritized in importance 
- high, medium or low. 
 
The priority serves as a guideline for which scenario to implement first; higher-
prioritized scenarios are implemented before lower-prioritized scenarios. The latency 
and priority for each scenario are determined by discussion with the main stakeholder, 
TNO ICT. 

3.5.1 Use-case Scenarios 
The first use-case scenario is derived from the deployability quality attribute, and more 
specific, from the attribute-related question of how long it should take for an 
infrastructural component to be added to the system. 
 
UCS 1  
Quality Attribute Deployability 
Stimulus An infrastructural component is connected to the system 
Response The infrastructural component is added to the system 
Latency 1 minute 
Priority High 
 
The second use-case scenario is also derived from the deployability quality attribute. It 
answers the attribute-specific question of how long it should take for an end user to 

  



M.Sc. Thesis - Analysis and Software Design of a Sensor Telecommunication System 
 

24
 

 

deploy, re-deploy or undeploy an application. The scenario defines a deployment 
request and distinguishes between processing a deployment request and the actual 
deployment of the application.  Note that all deployability-related scenarios are 
prioritized as high, since deploying applications is the main goal of the system. 
  

UCS 2  
Quality Attribute Deployability 
Stimulus Deployment request: 

• Application 
• Deployment, re-deployment or undeployment 
• Deployment requirements, if applicable 

Response The system processes the request, and the application is deployed on the 
relevant infrastructural component of the system 

Latency 1 minute for processing, 1 minute for the deployment action 
Priority High 
 
The third use-case scenario is derived from the dependability attribute, and more 
specifically, from the security sub-factor. The scenario deals with the question of 
mutual trust between system, user and application. Since the main stakeholder for this 
project has indicated that trust is not a number one implementation concern, but should 
be considered in the design, the priority of this scenario can be classified as low. 
 
UCS 3  
Quality Attribute Dependability (Security) 
Stimulus Trust establishment request: 

• Application, user or infrastructural component 
• Authentication credentials 
• Authorization credentials 

Response A trust relationship between the system and the initiator is established  
Latency 10 seconds 
Priority Low 
 
The fourth use-case scenario is again derived from the dependability attribute, and is 
related to both the security and reliability sub-factors. This scenario does not list latency 
and is prioritized as high by the main stakeholder. 
 
UCS 4  
Quality Attribute Dependability (Security and Reliability) 
Stimulus An application is deployed 
Response An excluded execution space is presented for the application  
Latency N/A 
Priority High 
 
The fifth use-case scenario is also one that is derived from the dependability attribute, 
and the reliability sub-factor. It deals with the case where an infrastructural component - 
on which a number of deployed applications are dependent - fails. It specifies the 
latency and priority, which is high. 
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UCS 5  
Quality Attribute Dependability (Reliability) 
Stimulus An infrastructural component is disconnected from the system 
Response The applications dependent on the infrastructural component are re-deployed  
Latency 5 minutes 
Priority High 

 

 
The sixth use-case scenario addresses learnability, a sub-factor of the usability attribute. 
It answers the attribute-specific question about the average learning curve of a new 
user. Since the system is to be widely adopted, this scenario is prioritized as high. The 
latency is measured in “person time”, resembling the effort an average user has to put 
into learning the system. 
 
UCS 6  
Quality Attribute Usability (Learnability) 
Stimulus A new end user initiates the learning of basic system principles 
Response The end user gains knowledge of basic system principles   
Latency 1 person day 
Priority High 
 
The seventh and final use-case scenario again addresses usability. The adaptability sub-
factor leads to the attribute-specific question of how long it should take a user to adapt a 
legacy application for deployment on the system. Since end users are expected to use 
their existing sensor applications on the system, the priority of this scenario is high. 
 
UCS 7  
Quality Attribute Usability (Adaptability) 
Stimulus An end user initiates the conversion of a legacy application 
Response The end user completes the conversion of the legacy application 
Latency 1 person day 
Priority High 

3.5.2 Growth Scenarios 
Growth scenarios are often closely related to the modifiability quality attribute. Such is 
also the case with the first growth scenario, which addresses redundancy. Redundancy 
can be desirable as it generally increases reliability, but is considered low priority given 
the time constraints on and scope of this project. 
 
GS 1  
Quality Attribute Modifiability 
Stimulus The system is extended with redundancy of several different infrastructural 

components. 
Response The implementation of redundant components is completed successfully. 
Latency 1 person week 
Priority Low 
 
The second growth scenario examines the situation where a non-standard infrastructural 
component, defined to be one that has different capabilities than the original 
components of the system, is added. Since it is likely that the ever-moving field of 
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Wireless Sensor Network technology will bring forward new components, the priority 
of this scenario can be listed as high. 
 
GS 2  
Quality Attribute Modifiability 
Stimulus A non-standard infrastructural component is added to the system. 
Response The addition of the new component is completed successfully. 
Latency 1 person week 
Priority High 

 

 
The third and final growth scenario expects the system to be integrated in a larger 
infrastructural solution. Its priority is low, again considering time and scope. 
 
GS 3  
Quality Attribute Modifiability 
Stimulus The system is modified to fit into an existing infrastructure. 
Response The modification is completed successfully. 
Latency 1 person month 
Priority Low 

3.5.3 Exploratory Scenarios 
The single exploratory scenario deals with the express wish of the largest stakeholder to 
examine the use of the system as a one-size-fits all telecommunication solution. Since 
this falls outside the scope of this project, the priority of this scenario can be considered 
to be low. 
 
ES 1  
Quality Attribute Modifiability 
Stimulus The system is universalized to a one-size-fits-all telecommunication solution. 
Response The universalization is completed successfully. 
Latency 1 person year 
Priority Low 
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3.6 Utility Tree 

Utility

Deployability

Dependability

Usability

Security

Reliability

Learnability

Adaptability

Modifiability

UCS 1: Add an 
infrastructural component 

in 1 min (H)

UCS 2: Deploy 
application in 2 min (H)

UCS 5: Re-deploy 
applications on 

component failure within 
5 min (H)

GS 3: Add compatibility 
with other deployment 
systems in 1 person 

month (L)

ES 1: Extend system to 
universal system (L)

GS 1: Add system 
redundancy 1 person 

week (L)

GS 2: Add infrastructural 
component with non-

standard capabilities in 1 
person week (H)

UCS 3: Establish trust 
between system, 

component, application  
and user in 10 s (L)

UCS 4: Provide a 
secluded execution 

environment (H)

UCS 6: Learn basic 
system principles within 1 

day
(H)

UCS 7: Prepare legacy 
application for 

deployment within 1 day 
(H)

 
Figure 10 - Utility Tree 

The utility tree in Figure 10 shows the “goodness”, or utility, of the system. Directly 
associated with the level that the system works as intended, utility is also is directly and 
to the quality attributes relevant for this project. From the quality attributes and sub-
factors of Section 3.4, the scenarios of Section 3.6 are derived. Thus, the utility tree 
shows the relation between these quality attributes and scenarios. 
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3.7 Use-Case Model 

While the utility tree implicitly shows the relationship between key drivers and 
scenarios, it does not show the relationship between the main system use cases and 
these scenarios. The use-case model for the system, shown in Figure 11, shows the 
relationship between the original business use-cases and the scenarios derived from the 
key drivers. 
 

Use-Case Model

Sensor Telecommunication System

Deploy 
Application

Manage Network

Network OperatorEnd User

Legend

Actor

 

Scenario
association

 
UCS 1: Add 

infrastructural 
component

 

UCS 2: Deploy 
application

 

UCS 3: 
Establish trust

 

UCS 4: Secudely 
execute application

<< uses >>

<<uses>>

 

UCS 5: Re-deploy 
application on 

failure

<<extends>>

 

UCS 6: Learn 
basic system 

principles  

UCS 7: Deploy 
legacy application

<<extends>>

<<dependency>>

<<uses>>

 

GS 1: Add 
redundancy

 

GS 2: Add non-
standard 

component

 

GS 3: Add 
compatibility

 

GS 4: 
Universalize 

system

Business Use-
Case

 
Figure 11 - Use-Case Model 

The use-case model shows the system's intended functions and its environment, and 
serves as a contract between the customer and the developers. The use-case diagram is 
used as an essential input to activities in analysis, design, and test [Robillard et al. 
2003]. This model concludes the Requirements section and will be further elaborated in 
the next section of this thesis. 

 

3.8 Summary 

This section has discovered the stakeholders and their concerns as required by research 
question [Q2] and has provided key elements in drawing up the architecture for the 
system, and for further architectural analysis as required by research question [Q3]. 
These elements include key drivers, quality attributes and scenarios. The architectural 
analysis will serve to elaborate both the scenarios and utility tree found in this section. 
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4 Architecture 

This section is dedicated towards providing a possible system’s architecture as posed by 
research question [Q3]. The foundation for the system architecture has been provided in 
the previous section. 

 

4.1 Definitions and Methodology 

The architecture of the software of the system defines the building blocks that form the 
software as specified by the requirements. More formally, [Sommerville 2001] defines 
the architectural design to be the initial design process of identifying sub-systems and 
establishing a framework for sub-system control and communication. The output of this 
design process is defined to be the software architecture. 
 
This section first starts by describing the architectural views which make up the 
architecture. Each view addresses different stakeholder concerns, and each view lists 
implicit architectural decisions or approaches. This section also elaborates the 
scenarios from Section 3.5 with additional architectural knowledge, and also provides 
an extended utility tree. 

4.1.1 Architectural Views 
A software architecture can be visually rendered in a set of diagrams, or software 
blueprints. These diagrams can range from the system’s anatomy in terms of objects 
and their relations to abstractions of the communication processes in the system. 
 
The “4+1” view model of software architecture, proposed by [Kruchten 1995], provides 
five distinct architectural views. These views can be used to separately address the 
concerns of different stakeholders in the project and each include a different subset of 
the system architecture. In time, many more architectural views and accompanying 
architectural styles have emerged. Architectural styles, also known as patterns or 
design patterns systematically name, explain, and evaluate an important and recurring 
design in object-oriented systems [Gamma et al. 1995]. 
 
This subsection uses some of the architectural views and styles described by [Clements 
et al. 2002]. Viewtypes define the element types and relationship types used to describe 
the architecture of a software system from a particular perspective, while styles are a 
specialization of element and relation types, together with a set of constraints on how 
they can be used.  The views in this subsection are visual representations of 
architectural styles. 

4.2 Architectural Stakeholders 

To identify which views to use, the architectural stakeholders for this project must be 
defined. The main stakeholders for this project are the End Users and Network 
Operator. For the purposes of this section, the Architect and Analyst stakeholders are 
introduced, which each have different concerns for the system architecture. For 
instance, the Architect requires complete knowledge of the system, while the Analyst 
requires different views to examine the quality attributes defined in Section 3.4. Table 2 
lists the architectural stakeholders and their concerns. 
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Stakeholder Architectural Concerns 
End User • Interfaces for application deployment 

• Application deployment workflow 
Network 
Operator 

• Interfaces for network management 
• Application deployment workflow 
• System component deployment 
• Network modifiability 

Architect • Pervasive architectural knowledge 
Architectural 
Analyst 

• Deployability: deployment workflow, system component deployment and 
interfaces 

• Dependability: system component decomposition and interfaces 
• Usability: system interfaces 
• Modifiability: system component decomposition and interfaces 

 

Table 2 - Architectural Stakeholder Concerns 

4.2.1 Required Views 
The set of architectural concerns listed in Table 2 can be addressed by a set of 
architectural views. Table 3 shows the purpose of the views, while the viewtypes and 
styles which make up each view and their elements and relations are listed in Table 4. 
Table 5 maps the defined views to different stakeholder concerns, and lists the required 
view level per stakeholder. 
 
View Purpose 
Decomposition Decomposition of the system into software modules and subsystems 
Layered Layering of modules and subsystems 
Client-Server Description of module and subsystem interfaces and how these interfaces are used 

for communication 
Deployment Identification of physical system components and assignment of software modules 

and subsystems to these components 
Context Shows what is in and what is out of the system under construction and the external 

entities with which it interacts 
Table 3 - Purpose of Architectural Views 

Viewtype View Elements and Relations 
Decomposition Module (element), is-part-of (relation) Module 
Layered Layer (element), is-allowed-to-use (relation) 

Component-
and-connector 

Client-Server Client, server (element), request/reply (relation) 

Allocation Deployment Software element, environmental element (element), allocated-to, 
migrates-to (relation) 

Context Context Actor, scenario (element),  partakes-in, uses, extends (relation) 
Table 4 - Architectural Views 

  



M.Sc. Thesis - Analysis and Software Design of a Sensor Telecommunication System 
 

31
 

 

 
Stakeholder Decomposition Layered Client-Server Deployment Context  
End User   s s o 
Network 
Operator 

o s s d o 

Architect d d d d d 
Analyst  d d d d d 
d = detailed information, s = some information, o = overview information 

 

Table 5 - Stakeholder View Requirements 

The following subsections will describe the four views identified, and include their 
primary representations and associated architectural approaches. Also, [Clements et al. 
2002] note that documenting behavior is a way to add more semantic information to 
elements and their interactions that have time-related characteristics. Therefore, those 
views which implicitly contain workflow elements will require behavioural 
information.  

4.3 Decomposition View 

[Clements et al. 2002] note that the decomposition view shows how system 
responsibilities are partitioned across modules and how those modules are decomposed 
into subsystems. This view can be used to achieve certain quality attributes: separating 
functionality leads to greater separation of concerns and thus a higher degree of 
modifiability, but can also be used to determine which modules can be re-used or be 
implemented by Commercial Off-The-Shelf (COTS) components. 

4.3.1 Primary Representation 
The primary representation of a view is usually a graphical representation of the view’s 
elements and their relationships. Figure 12 shows the primary representation of the 
decomposition view in UML notation. 
 

Decomposition View

System 
Component

Application 
Execution

System Control

Capability Model

Application 
Deployment

Network 
Management

Legend

Module Subsystem

Application 
Execution

WSN Gateway

 
Figure 12 - Decomposition View (Primary Representation) 

4.3.2 Elements and Relationships 
The scenarios elicited in Section 3.5 note that the main intended functions of the system 
are application deployment and network management. Table 6 shows the elements 
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shown in the primary representation and explains their functions in light of these 
functions. It also implicitly contains the required “is-part-of” relationship between 
modules and their subsystems. 
 
Module Subsystem Description 

Application Execution Provides the secluded execution environment 
as required by UCS 4 

Capability Model Used both for abstraction of system functions 
by applications and for matching deployment 
requirements to actual system capabilities 

System Component 

WSN Gateway Provides application access to wireless sensor 
networks 

Application Deployment Provides application deployment mechanisms System Control 
Network Management Provides management functions for the data-

collection network 

 

Table 6 - Decomposition View (Elements and Relations) 

4.3.3 Architectural Approaches 
 
AA 1 
The system will be partitioned into modules and subsystems according to the decomposition view. 

4.4 Layered View 

The layered view divides the identified modules and subsystems into layers. Each layer 
can be considered a virtual machine, and relationships between the layers determine 
which layer can use which other layer in the system. 

4.4.1 Primary Representation 
 

Layered View
System Component

Transport Layer

Physical Layer

WSN Gateway

WSN Base 
Station

Network 
Infrastructure

Network Layer

Data Link Layer

Computing 
Resources

Application Layer

Presentation Layer

Session Layer

Application

Application Execution

System Control

Network 
Adressing

Network Routing

802.15.4 MAC

802.15.4 
Packetizer

802.15.4 PHY

Capability Model

Network 
Infrastructure

Network 
Adressing

Network Routing

Network 
Management

Application 
Deployment

WSN
Network

Stack

System
Network

Stack

System MAC / 
PHY

System
Network

Stack

System MAC / 
PHY

Legend

Module Major Subsystem
allowed-to-use (internal)

Minor Subsystem
allowed-to-use (external)

 
Figure 13 - Layered View (Primary Representation) 
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4.4.2 Elements and Relationships 
The primary representation in Figure 13 shows elements as layers and “is-allowed-to-
use” relationships between these layers. It also shows the relationship between the 
decomposition view and the layered view: the modules and subsystems shown in the 
decomposition view return in the layered view of the system. 
 
Table 7 shows the layers, descriptions and typical representation methods. The layers 
have been chosen according to the OSI Reference Model described by [Day and 
Zimmermann 1983]. These seven layers can be sub-divided into host layers, which 
contain the actual system logic, and media layers, which enable the different system 
components to communicate with each other. 
 

 

Layer  Description 
Application Top-level layer where the applications and application deployment 

logic reside 
Presentation Presents an image of the lower-lying layers to the applications running 

on the application layer. It also contains elements of the application 
deployment logic 

Session Contains the high-level communication logic for the lower-lying 
layers. Also contains the network management logic 

Host 

Transport Handles network routing for the session layer 
Network Handles logical addressing for the transport layer 
Data Link Handles physical addressing for the data link layer 

Media 

Physical Actual system hardware (network card, RAM and CPU) 
Table 7 - Layered View (Layers) 

Since the layered view is, in this case, actually a layered decomposition of the system, 
the layers divide the modules into subsystems. Table 8 shows the layers, their 
subsystems and the subsystem’s intended function. 
 
Layer Subsystem Description 

Application Execution Application-level virtual machine 
Capability Model System abstraction libraries 

Application, 
Presentation 

Application Deployment Provides application deployment mechanisms 
WSN Gateway Communication logic for wireless sensor networks Session 
Network Management Provides component discovery, usage and management 

functions 
802.15.4 Packetizer Provides packet stream for IEEE 802.15.4 wireless 

sensor networks 
Transport 

Network Routing Provides routing functions for communication between 
system components and system control 

802.15.4 MAC, PHY MAC and PHY components of the IEEE 802.15.4 
communication stack 

System MAC, PHY MAC and PHY components of the system 
communication stack 

WSN Base Station Hardware component for wireless sensor access 
Computing Resources Hardware component for computing purposes: 

processor and memory 

Data Link, 
Physical  

Network Infrastructure System network hardware component 
Table 8 - Layered View (Subsystems) 
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A layer can be used by other layers. For a layered architecture to be truly layered and be 
truly modifiable, only higher layers can use lower layers, and not vice versa. Table 9 
shows the relevant relationships between the different layers in each module and their 
description. 
  

Layer Module Relationship Description 
Application, Application 
Execution 

Is allowed to use virtual machine 
instructions 

Application, External Is allowed to use application 

System 
Component 

Application Execution, 
Capability Model 

Is allowed to use system abstraction 
libraries 

Application 

System 
Control 

Application Deployment, 
External 

Is allowed to use application 
deployment logic 

System 
Component 

Capability Model, Lower-
Lying Layers 

Is allowed to use WSN stack, 
computing resources and system 
network stack 

Application Deployment, 
Network Management 

Is allowed to use component 
discovery and usage logic 

Presentation 

System 
Control 

Network Management, 
External 

Is allowed to use component 
management 

Session System 
Control 

Network Management, 
Lower-Lying Layers 

Is allowed to use system network 
stack 

Table 9 - Layered View (Relationships) 

4.4.3 Motivation 
A layered system has good modifiability properties as the modification of one layer 
should not imply that adjacent layers should also be modified, as noted by [Clements et 
al. 2002]. Also, the layered system introduces communication layers for internal and 
external use. 

4.4.3.1 Application-Level Virtual Machine 
As it has been shown in Section 2.5.2 that virtual machines have been successfully 
implemented in domains which relate to this project, the layered view explores the 
possibility of using an application-level virtual machine for fulfilling other quality 
requirements. An application-level virtual machine provides an abstraction of the host 
system which is essentially limited to a limited bytecode instruction set. A 
contemporary application-level virtual machine such as the Hotspot Java Virtual 
Machine, included in Sun’s Java distribution, loads guest application bytecode and 
associated libraries, verifies the bytecode, interprets the bytecode and converts the 
bytecode instructions to machine instructions.  
 
The loading, verifying and execution process is an important step in ensuring both 
reliability and security. Dependability throughout this process relies on a pervasive 
model, which implies that security is present throughout all the stages loading, verifying 
and execution of application bytecode. For instance, bytecode is checked for illegal 
instructions both at the pre-verification stage and at run-time. This mechanism checks 
that bytecode does not break out of the confines of its execution stack to ensure that it 
cannot harm the system and other applications. Higher-layer libraries provide an 
abstraction layer for system resources; Java features standard class libraries which 
enable the user to access resources which range from the network stack to data 
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structures. Such an abstraction layer would be well-suited for this project, with the 
condition that it uses a layered structure to abstract system and network resources. 
 
By providing applications their own, isolated bytecode stack, a contemporary 
application-level virtual machine provides a sandbox. As mentioned before, one of the 
purposes of a sandbox is to provide a means to isolate an application from both other 
applications and system functionality. This fact is vital for dependability requirements, 
as application isolation implies both security and reliability. Another function of the 
sandbox construct is to limit the system functions the application can access. For 
instance, a sandbox can limit the access to network resources and the system hard disk. 
Restricting the access of applications through a permission and policy model provides a 
further means to secure the system, as applications can only call resources they are 
allowed to use, and to make it more reliable, as providing unrestricted access to low-
level system functionality could compromise the integrity and up-time of the system. 

 

4.4.3.2 802.15.4 
The IEEE 802.15.4 Wireless Personal Area Network (WPAN) stack is widely used in 
the wireless sensor network domain and has entered other areas such as home 
automation in the guise of the industry Zigbee standard. Therefore, this stack will be 
used to communicate with wireless sensor networks. 

4.4.4 Architectural Approaches 
 
Approach Description 
AA 2 The modules and subsystems found in the decomposition will be partitioned into layers 

according to the layered view. 
AA 3 The application layer of the system component module will feature an application-level 

virtual machine. 
AA 4 The system will provide a wireless sensor network stack based on IEEE 802.15.4. 

4.5 Client-Server View 

The client-server view shows the interaction of elements which request each other’s 
services. Aside from showing the interfaces and calls between elements as a 
request/reply relationship, this view often includes a description of the element 
behavior. [Clements et al. 2002] note that the compartimentization of the system into 
common services increases reliability and modifiability. 
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4.5.1 Primary Representation 
Client-Server View

System

Network Management 
Service

Application 
Deployment Service

Application 
Execution Service
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<<infrastructure>>
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deploy
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System Network Stack
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Legend

Package Component
interface

socket

dependency

 
Figure 14 - Client-Server View (Primary Representation) 

 

4.5.2 Elements and Relationships 
The primary representation of the client-server view shows components as main 
elements and dependencies, interfaces and sockets as main relationships. It uses the 
UML 2.0 notation for component diagrams. An interface resembles a service which a 
component requires (reply); a socket resembles usage of that interface (request). The 
main elements and their functions are explained in Table 10. The element names are 
directly derived from the layered view. 
 
Element Description 
Network Management 
Service 

Fulfils the function of a service directory in a typical service-oriented 
architecture 

Application Deployment 
Service 

Acts as an interface for application deployment, monitors system 
component addition, change and removal and gives deployment action 
orders to the application execution service 

Application Execution 
Service 

Executes deployment action orders and executes applications 
accordingly, and provides an interface to the capability model 

System Network Stack Infrastructural component used for abstracting internal system 
communication 

Capability Model Infrastructural component used for abstracting lower-lying system 
component layers 

Table 10 - Client-Server View (Elements) 

Table 11 shows the relationships between the elements as interfaces and their 
parameters. Note that the only interfaces accessible for the outside are the find interface 
of the Network Management Service and the deploy and bind interfaces of the 
Deployment Monitor relationships. 
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Element Interface (Parameters) Description 
register (self) Interface for service registration Network Management 

Service find (service) Interface for service discovery; returns 
binding to interface 

bind (client) Interface for service binding Application 
Deployment Service deploy (application 

location, requirements) 
Main deployment interface. Returns 
interface to status. 

bind (client) Interface for service binding 
execute (application 
location) 

Application execution interface. Returns 
interface to status. 

Application Execution 
Service 

getCapabilities () Capability model report interface. Returns 
interface to capabilities. 

 

Table 11 - Client-Server View (Relationships) 

4.5.3 Motivation 
One of the main focal points of the Sensor Telecommunication System is application 
deployment. For the system to deploy an application with certain requirements, the 
system must know all the system components and their capabilities. Thus, system 
component discovery is essential for the system to function. 
 
Maintaining knowledge about the network and its components can be achieved in 
multiple ways. System components could simply broadcast their location and services 
they provide at a fixed interval to all interested parties. A more elaborate approach 
requires a system component to register itself with a central directory, or lookup 
service. This directory is maintained by the network operator. 
 
After registration, those that want to use the service can use the lookup service to find 
the service they are looking for and then create a bind relationship between the service 
on a remote system and a service object, proxy or interface on their local system. The 
interface transparently acts as the service itself, but performs its operations by 
communicating with the service which is still physically located on the system 
component. Thus, those that want to use the service need not worry about 
communication with the system component, which is handled by the interface itself. 
 
The register, find and bind relationships for services are the core elements of a service-
oriented architecture, which is a way of reorganizing software applications into a set of 
interacting services [Papazoglou 2003].  
 
Service-oriented architectures have been the object of quality attribute research. 
[O'Brien et al. 2005] summarizes the attention that must be given to certain quality 
attributes: while modifiability is positively emphasized, reliability, adaptability and 
especially security deserve attention when applying such a software architecture. 
 
A service-oriented architecture is highly modifiable, since new components can simply 
be plugged in as services. Additionally, most service-oriented frameworks provide a 
lease mechanism. Upon registration. services can automatically be granted a lease, 
which has to be renewed by the service at a set interval. This leasing mechanism 
ensures that services that are no longer connected to the directory can no longer be used 
by end users. 
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Additionally, some service frameworks allow services to be replicated across the 
network. This feature ensures that if a node or cluster of nodes loses connection to the 
rest of the network, an end user can still access all the network features of this node or 
these nodes, if connected to the node or one of the nodes. In this manner, the directory 
itself can be replicated across the network. 
 
A service-oriented architecture has multiple software layers and is therefore difficult to 
comprehend. However, a higher complexity is often traded off for ease-of-use: a layer 
that simplifies and abstracts complex systems brings better usability. One of the 
required attributes for the Sensor Telecommunication System is usability, and it is 
already been determined that the system is distributed, making it more complex to 
understand and program. 

 

4.5.4 Behaviour 
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Figure 15 - Client-Server View Behaviour (Component Addition) 

Client-Server View Behaviour (Application Deployment)
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Figure 16 - Client-Server View Behaviour (Application Deployment) 
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In the client-server view, the elements interact with each other by their relationships. 
However, the interaction sequence cannot be depicted by the primary representation and 
element and relationship descriptions. Hence, the behaviour of two important system 
functions, system component addition and service deployment, are modelled in Figure 
15 and Figure 16, respectively. These figures use UML sequence notation for modelling 
element communication. 

 

4.5.5 Architectural Approaches 
 
AA 5 
The system will be based on a service-oriented architecture and compartimentalized into services as 
described in the client-server view. 

4.6 Deployment View 

The deployment view shows the allocation of software components to hardware 
components, and the links between the hardware components. Its elements are 
hardware elements and software elements that are directly related to the client-server 
view. The relationship between these elements can be defined as allocated-to and 
linked-to. 

4.6.1 Primary Representation 
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Figure 17 - Deployment View (Primary Representation) 

4.6.2 Elements and Relationships 
Since the software components have already been described in the client-server view, 
Table 12 only contains hardware elements and their relationships. 
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Hardware Name Description 
Element Wireless Network Node A mobile system consisting of a software-

programmable wireless transmitter capable of 
802.15.4 and medium-range transmission and 
computing resources 

IP Internet Protocol link to existing infrastructure 
802.15.4 Wireless sensor network link 

Relationship 

Wireless Link Ad-hoc wireless network link, based on a routing 
protocol such as AODV 

 

Table 12 - Deployment View (Elements and Relationships) 

4.6.3 Motivation 
The deployment style shows the distribution of components; hence, it shows a 
distributed system. A distrubuted system is a system where the information processing 
is distributed over several components rather than a single machine [Sommerville 
2001]. Nowadays, most systems can be considered to be distributed; indeed, nearly 
every networked system can be considered as such. As shown by Section 2.5.1, 
Wireless Sensor Networks are also examples of such a system. 

4.6.3.1 Deployment 
A distributed architecture has its advantages and disadvantages; the combination of both 
can be seen as the trade-offs. [Coulouris et al. 2001] identify six important 
characteristics of distributed systems, five of which are especially important to the 
project: openness, concurrency, fault-tolerance and transparency. The disadvantages to 
such a system are complexity, security, manageability and unpredictability. [Clements 
et al. 2002] also note that the deployment view is used for analyses of performance, 
reliability, and security. 
 
One of the main advantages of a distributed system, and thus a distributed architecture, 
is openness, which can be described as the extent that a system can be extended by 
adding new non-proprietary resources to it. Openness is a major contributing factor to 
the modifiability quality attribute. Another advantage of a distributed architecture is 
concurrency. The Sensor Telecommunication System features multiple applications 
running alongside each other. Fault-tolerance resembles the system’s resilience to 
failure, and is a major contributor towards a reliable system. The network topology may 
rely on a single system control node connected to several system component nodes. 
Since the system control node may fail, and a system, an option can be to introduce 
redundancy of the system control node. Last but not least, transparency presents the end 
users with a clear view of the system without having to know what is going on under 
the bonnet, thus contributing towards usability. 
 
A disadvantage of a distributed architecture is its complexity. The cooperation of a 
number of heterogeneous systems is inherently more complex than the workings of a 
singe system, since all the systems feature different capabilities. Another disadvantage 
of a distributed architecture is security: a network can be eavesdropped upon, making 
the distributed system more unsafe than a single system.  The final two disadvantages of 
a system using a distributed architecture are manageability and unpredictability. 
Managing multiple systems with differing capabilities is a demanding task, as is dealing 
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with the unpredictability of a distributed system which most can recognize when 
dealing with the internet, possibly the largest distributed system in existence. 

4.6.3.2 Topology 
The notion of a distributed architecture requires a design decision regarding the network 
architecture. [Perkins and Royer 1999] argue that the advent of a new generation of 
wireless devices such as WiFi-enabled laptop computers, GPRS-enabled mobile phones 
and wireless sensors has lead to a surge of research into ad-hoc wireless networks, or 
Mobile Ad-hoc Networks (MANETs), which are collaborations of mobile nodes which 
do not rely on a centralized access point or existing infrastructure. 
 
[Shacham and Westcott 1987] note that the technology of packet switching over multi-
hop, multiple-access channels has evolved to the point at which its protocols can now 
support internetwork operation of medium-size networks whose infrastructural 
components, or nodes, possess some degree of mobility. This species of network is 
called an ad-hoc wireless network. Using a special class of network protocols, such as 
the one defined by [Royer and Toh 1999], ad-hoc wireless networks have no fixed 
topology, and allow the random addition and removal of network nodes. Furthermore, 
multiple links can be established over the network to form a mesh of nodes, thus 
allowing more reliable communication and higher throughput as argued by 
[Maxemchuk 1985]. Thus, an ad-hoc wireless network will be ideal for IJkdijk 
purposes: it is flexible, allows high data throughput and can span large areas. 
 
The mobile and wireless nature of an ad-hoc wireless network implies that the 
decentralized network topology is subject to frequent changes. Additionally, wireless 
connectivity between nodes in the network is prone to environmental circumstances. 
The variance in topology and connectivity imply that traditional implementations of 
addressing, routing and service discovery mechanisms are not suited for ad-hoc wireless 
networks. Therefore, researchers have focused on designing specialized routing 
algorithms such as Ad-hoc On-demand Distance Vector (AODV) by [Perkins and 
Royer 1999] and Distance-Sequenced Distance Vector (DSDV) by [Perkins and 
Bhagwat 1994]. 
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Figure 18 - Deployment View (Network Topology) 
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A major trade-offs exists in reliability versus modifiability. The wireless links, flexible 
topology of the network and the specialized routing protocols used are reason to assume 
that a lower degree of reliability brings forward a higher degree of modifiability: the 
network is designed to react to topology changes. Nevertheless, the unique situation 
calls for an ad-hoc wireless network, and the system will be designed using this 
infrastructure type as a base model. 
 
Figure 17 shows the primary representation of the deployment view in UML 
deployment notation. However, it does not show a vital element of the deployment 
view: the network topology. Since wireless links are used, topology is important for 
determining the distribution of hardware elements. Figure 18 is a depiction of this 
deployment in the context of the IJkdijk project and shows the network topology. 

 

4.6.4 Architectural Approaches 
 
Approach Description 
AA 6 The deployment and distribution of software components on hardware components will 

be accomplished according to the deployment view 
AA 7 The system will consist of several wireless network nodes that form an ad-hoc wireless 

network. An ad-hoc wireless network stack featuring a specialized routing protocol 
will be used as system network stack. 

4.7 Context View 

The “4+1” model includes the “+1” model, which is essentially a view of the scenarios 
that are prevalent in all architectural views. The context view resembles this “+1” view 
and shows the system’s intended functionality in regard to architectural stakeholders 
and their concerns. 
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4.7.1 Primary Representation 
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Figure 19 - Context View (Primary Representation) 

 

4.7.2 Elements and Relationships 
The elements in the context view are actors and scenarios, some of which are not 
implemented in the architecture but specified in the system requirements. Actors and 
scenarios are directly derived from the requirements specifications, and have 
associations and can depend on each other. Each scenario will be elaborated in the 
appropriate subsection. 

4.7.2.1 Use-Case Scenarios 
All scenarios discovered in Section 3.5 can be annotated with additional architectural 
knowledge. The use-case scenarios in this section are elaborations of the use-case 
scenarios of Section 3.5.1. They serve to bring further detail into those scenarios by 
including mentions of system components described in the previous subsection. They 
list the actors involved, flow of events, dependencies on other use-cases, their priority 
and their perceived risk to implement. 
 
In object-oriented design, an actor is something or someone who supplies an internal or 
external stimulus to the system. An actor is not necessarily the same entity as a 
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stakeholder, and can also be a system component. The first elaborated use-case scenario 
is directly derived from the first use-case and shows actors that resemble several 
elements of the client-server view. 
 
The risk factor of all the use-cases, excluding one, is medium. This risk factor arises 
when thinking of all the unknowns in developing a system of this nature. 
 

 

UCS 1  
Actors System Component (SC) 

Application Execution Service (AES) 
Network Management Service (NMS) 
Application Deployment Service (ADS) 

Flow of Events An SC is connected to the system and starts an AES (stimulus). The NMS 
adds the AES (response) within one minute (latency). The ADS queries the 
NMS (stimulus) in 30-second intervals (latency). It finds the AES and a 
binding is established between ADS and AES. The ADS initiates monitoring 
of the AES’ capabilities (response). 

Depends On UC 3.1 

Priority High 
Risk Medium 
 
The second use-case scenario is split into two parts: one for processing a deployment 
request, one for the actual deployment itself. It is dependent on a trust relationship, 
which will be defined in one of the following use-cases. 
 
UCS 2  
Actors End User (EU) 

Application Deployment Service (ADS) 
Application Execution Service (AES) 

Flow of Events 1. An EU specifies an application that is to be deployed, re-deployed or 
undeployed, along with deployment parameters, if required, to the ADS 
(stimulus). The ADS assigns the application for deployment, re-
deployment or undeployment and (un)assigns the application for 
execution to a AES within one minute (latency), if available. Else, the 
deployment request is placed on a queue (response). 

2. The ADS deploys, re-deploys or undeploys an application to a node 
(stimulus). The AES downloads the application from the specified 
location, starts or stops the application (response) within one minute 
(latency). 

Depends On UC 1, 3.2, 4 
Priority High 
Risk Medium 
 
The third use-case scenario is split in two: one part deals with establishing trust between 
system component and system control, the other with establishing trust between user, 
application and system. Two different parts of the system feature as parties in the 
respective trust relationships. 
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UCS 3  
Actors System Component (SC) 

Application Execution Service (AES) 
Network Management Service (NMS) 
Application Deployment Service (ADS) 
End User (EU) 

Flow of Events 1. An SC is added to the system, starts its AES and provides its trust 
credentials to the NMS (stimulus). The NMS verifies the credentials 
within ten seconds (latency) and establishes a trust relationship 
(response). 

2. An EU provides a deployment request to the deployment monitor, along 
with application and user trust credentials. The ADS verifies the 
credentials within ten seconds (latency) and establishes a trust 
relationship (response). 

Depends on UC 1 
Priority Low 
Risk Medium 

 

 
The fourth use-case scenario is the only use-case with a low perceived risk: virtual 
machine technology is readily available and thus relatively easy to implement. 
 
UCS 4  
Actors Application Execution Service (AES) 
Flow of Events An AES starts an application (stimulus). The application is provided with a 

secluded execution space within the computing resource (response). 
Depends On N/A 
Priority High 
Risk Low 
 
The fifth and final use-case is connected to the component failure described in the fifth 
use-case scenario. Note that a AES failure can be determined by a communications 
time-out; the AES might also simply be cut off from the rest of the network. 
 
UCS 5  
Actors Application Execution Service (AES) 

Application Deployment Service (ADS) 
Flow of Events An AES failure is detected by the ADS (stimulus). The ADS re-assigns the 

applications running on the AES, if any, for deployment with their original 
deployment requirements (response) within five minutes (latency). 

Depends On UC 2 
Priority High 
Risk Medium 
 
Note that the final two use-case scenarios related to the usability attribute are not 
annotated with architectural knowledge. This is due to the fact that learnability and 
adaptability have no direct relationship with architectural components. 

4.7.2.2 Growth and Exploratory Scenarios 
System redundancy has been interpreted in providing a redundant ADS and NMS. 
These two components are very critical to the ability to deploy and monitor the 
deployment; without them, applications cannot be accessed, deployed or managed. 
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“Infrastructural component” has been replaced with “SC”, and “deployment system” 
has been translated into being a similar service-oriented deployment framework. Since 
the main stakeholder is interested in the possible application of the system in a 
telecommunication scenario, the exploratory scenario is narrowed down to the level of a 
universal telecommunication system.  

4.7.3 Stakeholder Concerns 
In the primary representation, relationships between scenarios and actors are shown. 
However, they do not show the relationships between scenarios and stakeholder 
concerns. Figure 20 shows a utility tree which maps scenarios to quality attributes and 
thus is instrumental in determining if the architecture implements all stakeholder 
concerns. 
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Figure 20 - Context View (Utility Tree) 
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The tuples listed in the elaborated scenarios resemble priority and risk of 
implementation. The priorities follow from the parents, the risk follows from the 
estimated difficulty of implementing; the use-case risks follow from their descriptions 
in the previous subsection. The risks for the other scenarios are varying; for instance, 
high-risk technology is hard to learn, increasing the risk of failure for the usability 
attributes. Meanwhile, redundancy and adding non-standard capabilities are graded as a 
medium risk, while possible time-consuming rebuilds of the system are give a high risk. 

 

4.7.4 Architectural Approaches 
 
AA 8 
The scenarios in the context view are prevalent within all other architectural views. 

4.8 Summary 

This section has given an overview of a possible system software architecture and 
therefore answers research question [Q3]. It has provided a summary of architectural 
views and approaches which will serve as a basis for determining the suitability of the 
architecture for its intended goals. The architectural approaches are recapitulated in 
Table 13, and will serve as a part of the architectural analysis. 
 
Approach Description 
AA 1 Decomposition The system will be partitioned into modules and subsystems 

according to the decomposition view. 
AA 2 Layering The modules and subsystems found in the decomposition will be 

partitioned into layers according to the layered view. 
AA 3 Application-Level 

Virtual Machine 
The application layer of the system component module will 
feature an application-level virtual machine. 

AA 4 802.15.4 WSN Stack The system will provide a wireless sensor network stack based on 
IEEE 802.15.4. 

AA 5 Service-Oriented 
Architecture 

The system will be based on a service-oriented architecture and 
compartimentalized into services as described in the client-server 
view. 

AA 6 Deployment The deployment and distribution of software components on 
hardware components will be accomplished according to the 
deployment view 

AA 7 Ad-Hoc Wireless 
Network 

The system will consist of several wireless network nodes that 
form an ad-hoc wireless network. An ad-hoc wireless network 
stack featuring a specialized routing protocol will be used as 
system network stack. 

AA 8 Scenario 
Implementation 

The scenarios in the context view are prevalent within all other 
architectural views. 

Table 13 - Architectural Approaches 
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5 Architectural Analysis 

The previous section has provided a system architecture as implied by research question 
[Q3]. This section is a step towards finding the answer to research question [Q4]: it 
verifies the architecture according to the ATAM and discusses sensitivity points, 
tradeoff points and risks. 

 

5.1 Definitions and Methodology 

This section features an architectural analysis according to the ATAM, which requires 
three prerequisites. These are scenarios, attribute-specific questions and architectural 
approaches, which have been discussed in Sections 3 and 4. 
 
An ATAM analysis consists of identifying sensitivity points, tradeoff points and risks, 
which have been mentioned in Section 1.4.1. This section provides a more complete 
definition of these three elements of the ATAM by analyzing the scenarios identified in 
Section 4.7. 
 
According to [Kazman et al. 2000], a sensitivity point is a property of one or more 
components (and/or component relationships) that is critical for achieving a particular 
quality attribute response. They tell an architecture designer or analyst where to focus 
attention when trying to understand the achievement of a quality goal. 
 
A tradeoff point is defined to be a property that affects more than one attribute and is a 
sensitivity point for more than one attribute. Therefore, this subsection will elaborate 
those sensitivity points that influence more than one attribute into tradeoff points. 
 
[Kazman et al. 2000] specify risks to be potentially problematic architectural decisions. 
Non-risks are good decisions that rely on assumptions that are frequently implicit in the 
architecture: the risks have been averted by good design decisions.  The ATAM 
provides a reasoning structure to derive risks from scenarios, attribute-specific 
questions and architectural approaches. Risks are often derived from sensitivity points 
and tradeoff points; in the final ATAM results, sensitivity and tradeoff points must 
cumulate into risks. 

5.2 Scenario Analysis 

For a quality analysis of the architecture, the quality goals have to be defined in terms 
of system utility. Section has provided a utility tree listing these quality goals resembled 
by scenarios. Also, the architectural approaches and the system components have been 
discussed in Section 4. The descriptions of the architectural approaches contain some 
notion of quality attributes that are addressed by those approaches. However, no 
specifics are given. Therefore, the scenarios will be analyzed according to the 
sensitivity points, tradeoff points and risks that related architectural approaches imply in 
context of these scenarios. 

5.2.1 Deployability 
The three deployability scenarios are shown in the table below. It recapitulates the 
scenarios specified in Section 4.7 in terms of related quality attributes, stimuli, 
responses and latency, and lists the architectural approaches that might influence the 
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scenario. These architectural approaches are automatically assumed to bring forward 
sensitivity points and tradeoff points, which will be implicitly explained in turn. The 
tradeoff points and risks will be discussed in following subsections. 
 
UCS 1 Register AES with NMS and ADS  
Attribute Deployability 
Stimulus A system component is added to the network, and an AES is started on the system 

component 
Response The AES is registered with NMS and ADS 
Latency 1 minute 

 

 
UCS 2.1 Process Deployment Request  
Attribute Deployability 
Stimulus An end user initiates a deployment request with the ADS 
Response The ADS assigns the request for execution to an AES, or queues the request if no AES 

with matching deployment requirements is found 
Latency 1 minute 
 
UCS 2.2 Process Deployment Action  
Attribute Deployability 
Stimulus The ADS assigns a deployment request to an AES 
Response The AES executes the deployment request 
Latency 1 minute 
 
Approach Sensitivity Tradeoff Risk 
AA 3: Application-Level VM S1 T2 R1 
AA 5: Service-Oriented Architecture S2 T3 R2 
AA 6: Deployment S3  R3 
AA 7: Ad-Hoc Wireless Network S4 T4 R4 
Table 14 - Deployability Analysis 

The first architectural approach listed is related to the main quality attribute of this 
scenario and its latency. Although a virtual machine might have a positive influence on 
some quality attributes, the time to start up the virtual machine such as the AES might 
influence negatively the latency between stimulus and response of all three scenarios 
and therefore influences the deployability of the system. Therefore, this sensitivity point 
(S1) will be marked as a tradeoff point (T2). Since no choice of virtual machine 
technology has been made at this time, no concrete values can be given on the influence 
on latency. This sensitivity is therefore also marked as a risk (R1). 
 
Secondly, the division of the system into clients and servers require communication 
channels which might influence the latency, in turn also influencing registration and 
deployment latency. The use of a service-oriented architecture might positively 
influence other quality attributes, and this sensitivity point (S2) is therefore marked as a 
tradeoff point (T3). Again, no technological decision has been made, and the second 
risk (R2) is assigned. 
 
Thirdly, the choice of deployment which binds NMS and ADS to the same hardware 
component may positively influence communications latency (S3), since internal 
system bandwidth nearly always exceeds external system bandwidth, but the split 
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between NMS and ADS on the one hand and AES on the other might negatively 
influence communications latency. Since system deployability and reliability is related 
to the availability of NMS and ADS, and the choice for one system control node or 
system control node redundancy has not yet been made, an additional risk (R3) is 
introduced.  

 
The choice of an ad-hoc wireless communication channel has a positive influence on 
some quality attributes, but not on the latency of these scenarios (S4). Ad-hoc wireless 
links are less reliable than their wired counterparts, thus having a plausible negative 
effect on communication latency. Therefore, another tradeoff point emerges (T4), and 
due to the technological uncertainty on the ad-hoc wireless network stack that will be 
used, another risk is introduced (R4). 

5.2.2 Dependability 
The first two dependability scenarios deal with establishing trusts between different 
system components and external actors. They share most of the sensitivity points, 
tradeoff points and risks identified for the three deployability scenarios (S5, S6 and S7), 
since establishing trust requires communication between those entities that want to 
establish trust. 
 
UCS 3.1 Register AES with NMS and ADS  
Attribute Security 
Stimulus An AES is started and initiates trust establishment with the NMS 
Response A trust relationship between AES and NMS is established 
Latency 10 seconds 
 
UCS 3.2 Process Deployment Request  
Attribute Security 
Stimulus An end user initiates trust establishment for a specific deployment request with the ADS 
Response A trust relationship between end user, his or her application listed in the deployment 

request and the ADS is established 
Latency 10 seconds 
 
Approach Sensitivity Tradeoff Risk 
AA 5: Service-Oriented Architecture S5 T3 R2 
AA 6: Deployment S6  R3 
AA 7: Ad-Hoc Wireless Network S7 T4 R4 
AA 8: Scenario Implementation S8   
Table 15 - Dependability Analysis (1) 

A new sensitivity point (S8) is introduced in light of the final architectural approach. 
This approach implies that low-priority scenarios will not be implemented in the 
architecture. This implies that both of the above scenarios will not be implemented, thus 
possibly negatively influencing security. 
 
The third dependability scenario deals exclusively with the approach of an application-
level virtual machine. Such an application-level virtual machine might positively 
influence security and reliability of the system, but might have negative effects on other 
quality attributes. 
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UCS 3.2 Provide a secluded execution environment  
Attributes Security, Reliability 
Stimulus An AES starts an application assigned by a deployment request 
Response The application is provided with a secluded execution environment 
  

Approach Sensitivity Tradeoff Risk 
AA 3: Application-Level VM S9 T2 R1 
Table 16 - Dependability Analysis (2) 

The final dependability scenario is addressed by the same quality attributes as listed in 
the deployability scenarios and the first two dependability scenarios, as these scenarios 
are related and also affected by communications latency (S10 - S13). 
 
UCS 5 Re-deploy applications on AES failure 
Attribute Reliability 
Stimulus An AES failure is detected by the ADS 
Response The ADS re-assigns the applications running on the AES, if any, for deployment with 

their original deployment requirements 
Latency 5 minutes 
 
Approach Sensitivity Tradeoff Risk 
AA 3: Application-Level VM S10 T2 R1 
AA 5: Service-Oriented Architecture S11 T3 R2 
AA 6: Deployment S12  R3 
AA 7: Ad-Hoc Wireless Network S13 T4 R4 
Table 17 - Dependability Analysis (3) 

5.2.3 Usability 
The two usability scenarios are related to the learnability and adaptability quality 
attributes, respectively. The approaches that influence these attributes the most might 
play a positive role in quality attributes such as modifiability, but might not fare so well 
in regard of learnability and adaptability (S14 and S15). 
 
UCS 6 Learn basic system principles  
Attribute Learnability 
Stimulus An end user initiates the learning of basic system principles 
Response The end user gains knowledge of basic system principles   
Latency 1 day 
 
UCS 7 Prepare legacy application for deployment  
Attribute Adaptability 
Stimulus An end user initiates the conversion of a legacy application 
Response The end user completes the conversion of the legacy application 
Latency 1 day 
 
Approach Sensitivity Tradeoff Risk 
AA 2: Layering S15 T1  
AA 5: Service-Oriented Architecture S16 T3 R2 
Table 18 - Usability Analysis 
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A well-formed layered approach includes easy-to-use interfaces. Since this architecture 
primarily features only a few interfaces for deployment and management, the level of 
complexity of this architecture can be downplayed. The same applies for a service-
oriented architecture, although such an architecture might influence other quality 
attributes and no technology choices have been made yet.   

5.2.4 Modifiability 
The final four scenarios are related to the modifiability attribute. They are strongly 
influenced by those approaches that work towards a separation of concerns. 
 
GS 1  
Attribute Modifiability 
Stimulus The system is extended with a distributed system control node including NMS and ADS 
Response The implementation of redundancy is completed successfully. 
Latency 1 person week 
 
GS 2  
Attribute Modifiability 
Stimulus An infrastructural component with non-modelled capabilities is added to the system. 
Response The capability model is extended successfully. 
Latency 1 person week 
 
GS 3  
Attribute Modifiability 
Stimulus The system is modified to fit into an existing infrastructure. 
Response The modification is completed successfully. 
Latency 1 person month 
 
ES 1  
Attribute Modifiability 
Stimulus The system is universalized to a one-size-fits-all telecommunication solution. 
Response The universalization is completed successfully. 
Latency 1 person year 
 
Approach Sensitivity Tradeoff Risk 
AA 1: Decomposition S17   
AA 2: Layering S18 T1  
AA 4: 802.15.4 WSN Stack S19   
AA 5: Service-Oriented Architecture S20 T3 R2 
AA 6: Deployment S21  R3 
AA 7: Ad-Hoc Wireless Network S22 T4 R4 
AA 8: Scenario Implementation S23   
Table 19 - Modifiability Analysis 

The implementation priority of three of the listed scenarios shows that modifiability has 
not been a top priority in the architectural design. Sensitivity points S17, S20 and S21 
suggest that the separation of concerns induced by the respective architectural 
approaches might have a positive effect on modifiability. Additionally, the separation 
between control and execution nodes should simplify the process of creating system 
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redundancy. The ad-hoc wireless network makes it easy to add components, as they 
should be automatically integrated into the network. 
 
The inclusion of a single stack for sensor network communication might be an obstacle 
for communicating with non-standard networks. Since the capability model should be 
easily modifiable to add new stacks, this sensitivity point can be negated. 

 

5.3 Risks 

After scenario analysis, a number of risks have been identified which relate to 
architectural decisions or implementation decisions that have not yet been made. Risks 
in general are part of every software engineering project and must be carefully 
managed. [Sommerville 2001] specifies four activities in risk management: 
identification, analysis, planning and monitoring. 
 
The first two steps, which involve identifying the risks and analyzing their effect, are 
part of the ATAM. The third and fourth step, which involve planning and monitoring, 
are not part of the ATAM: it is up to architect and developer to plan and monitor the 
risks in the development process. [Sommerville 2001] defines three methods to plan for 
risks and their effects: avoidance strategies, minimization strategies and contingency 
plans. The first method reduces the probability that the risk itself will arise, the second 
method reduces the effects of the risk and the third method presents a “plan B” if the 
worst happens. 
 
The risks identified and analyzed in this section will be addressed by implementation 
decisions made while creating the prototype. This will be discussed in the next section 
of this thesis. 
 
The first risk identified in this subsection is related to the virtual-machine architectural 
approach. Since the technology choice has not been made, questions arise towards the 
suitability of a virtual machine for the listed quality attributes. 
 
R 1  
Description The deployability, reliability and security of the system rely on the application-level 

virtual machine used in the system implementation. A virtual machine with a non-
optimal balance of quality attributes could result in these quality requirements not 
being met. 

Planning Use a virtual machine with a proven security and reliability record, and with a low 
start-up and recovery time. 

 
The second risk is related to the use of a service-oriented architecture. Many 
implementation solutions exist for such an architecture in the form of elaborate 
frameworks. However, the choice of framework has not yet been made. 
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R 2  
Description The reliability, security, usability and modifiability of the system rely on the 

implementation framework used to implement the service-oriented architecture for the 
system. A non-optimal framework could result in these quality requirements not being 
met. 

Planning Use a framework which closely matches the listed quality requirements and which 
features an acceptable trade-off between modifiability on one hand and the other 
attributes on the other. 

 

 
The third risk is related to an architectural decision that has not been made on network 
topology. This risk will be directly addressed by making this choice. 
 
R 3  
Description The choice between a single system control node versus a decentralized, distributed 

system control has not yet been made. 
Planning Assume no redundancy for the prototype. The separation of concerns between control 

and execution logic should provide for easy modification if needed later on. 
 
The final risk is related to the ad-hoc network approach. As noted, the area of ad-hoc 
wireless networks is an area of active research, and no suitable network stack might 
exist  
 
R 4  
Description The reliability and modifiability of the system rely on the ad-hoc wireless network 

stack used in the system implementation. A stack with a non-optimal balance of quality 
attributes could result in the reliability requirements not being met. 

Planning Use an ad-hoc network stack with both reliability and modifiability guarantees. If such 
a stack does not exist, create the prototype under the assumption that the stack can be 
added later on. 

 
The risks cover all sensitivity points and tradeoff points. Therefore, the risk analysis, 
identification and planning can be deemed to be complete. Risk monitoring is outside 
the scope of this section, but will be addressed in the next section. 
 
As can be seen, the risk planning relies heavily on implementation decisions made. To 
this end, a prototype will be implemented using an off-the-shelf framework and virtual 
machine which closely matches the scenario requirements for the system. 

5.4 Summary 

This section has provided a verification and validation of the system architecture by 
analyzing the architecture and has identified and analyzed sensitivity points, tradeoff 
points and risks. It was shown that the planning of the risks requires making 
implementation decisions. Therefore, the verification and validation as required by 
research question [Q4] is not yet complete, and to that end, a prototype and its 
implementation will be described in the next section.  

  



M.Sc. Thesis - Analysis and Software Design of a Sensor Telecommunication System 
 

55
 

 

6 Prototype 

This section describes the prototype implementation of the software architecture for the 
Software Telecommunication System. It is the final step in answering research question 
[Q4] and thus in verifying and validating the architecture. 

 

6.1 Definitions and Methodology 

According to [Sommerville 2001], a software prototype can be either an evolutionary 
prototype, or a throw-away prototype. An evolutionary prototype is often used as a first 
step in a evolutionary software development process, and is often used to build a system 
based on incomplete requirements. As more requirements are added, the prototype 
ultimately evolves in the production-level software product. 
 
The prototype for this M.Sc. project can be categorized as a throw-away prototype, and 
will most likely be discarded at the end of the project. [Sommerville 2001]’s throw-
away prototype is most commonly used to verify, clarify and understand requirements 
and architecture, which is in line with the purposes of the ATAM. To be more precise, 
the prototype for this project will be used to verify if the risk mitigation and avoidance 
strategies found in the previous section of this thesis are applicable, and thus provide 
the final step in verifying and validating the software architecture. To this end, this 
section will contain implementation decisions, their relationships with risks and 
possible implications in the form of emerging risks. 
 
This section starts with a description of technologies that can be plausible used in the 
prototype. Next, the actual implementation will be discussed. Finally, the prototype will 
be evaluated against the scenarios and risks discovered. 

6.2 Technology 

This section lists implementation decisions in regard to the risks identified in the 
previous section. It motivates the implementation decisions with the background on the 
technology that can be used to implement the specified risk planning. It also mentions 
implementation risks associated with the use of the various technological solutions. 

6.2.1 Application-Level Virtual Machine 
The Java platform is an example of a platform which features an application-level 
virtual machine and a set of specified classes that provide interfaces with lower-lying 
system layers. The platform features pervasive security, which makes it ideal for the 
deployment of mobile code. Additionally, the Java programming language is the 
language that made object-oriented programming what it is today: it will be familiar for 
a broad user base, thus guaranteeing a high degree of usability. A layered diagram of 
the Java platform is depicted in . 
 
The Microsoft .NET platform and the associated programming language C# are a 
serious competitor for the Sun Java platform: the platform features a virtual machine 
which was inspired by the Java virtual machine, and features similar or better 
abstraction capabilities. Additionally, since the .NET virtual machine is of newer 
design, it packs a better security model [Paul and Evans 2002]. 
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A drawback of the .NET platform is its lack of cross-platform compatibility: it was 
designed exclusively for the Windows operating system. There are projects such as 
Mono which aim to change that, but these projects always lag behind the .NET platform 
in features and usability.  
 
While not directly related to the requirements elicited in the previous section, this fact 
implies that the user base of the platform is smaller than that of the Java platform, 
although large development communities such as MSDN exist. The smaller user base 
and target audience affects the usability quality attribute. Both the learnability and 
adaptability attributes can be argued to be less that of Java: an average user is more 
likely to adopt Java because of multi-platform support and will not want to be tied to a 
single line of work, in this case a platform, in the case of .NET. 
 

Java

Application Bytecode

Java Class Libraries

Java Virtual Machine

Computational 
Resources

Network 
Infrastructure

Legend

allowed-to-useSubsystem

 
Figure 21 - Java Layered Diagram 

The first implementation decision specifies that Java provides both a virtual machine 
and programming interfaces and comes a long way in guaranteeing dependability and 
usability. .NET is currently no alternative to Java: although it is superior in some areas, 
the use of Java increases the chances of new users adopting the system that is to be 
designed. It must be noted that in the future, .NET may prove to be a viable alternative 
to Java. However, this falls outside the scope of this M.Sc. project. 
 

 

ID 1 Use Java as the application execution environment 
Motivation Java provides a proven and dependable execution environment as required by R1, and 

provides well-known programming interfaces, thus addressing usability. 

6.2.2 Service-Oriented Framework 
Jini is a Java framework for implementing service-oriented architectures [Waldo 1999]. 
It is a framework for distributed computing frameworks, and aims at negating common 
misconceptions involved in architecting distributed systems, also known as Peter 
Deutch’s eight fallacies of distributed computing. These misconceptions are wrong 
assumptions about the network: “the network is reliable”, “latency is zero”, “bandwidth 
is infinite”, “the network is secure”, “topology doesn't change”, “there is one 
administrator”, “transport cost is zero”, and “the network is homogeneous”. 
 
Jini prescribes the use of the Service primitive for describing and implementing a 
service, and uses the Lookup, Discovery and Join primitives for service registration, 
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lookup and binding. It includes Lease and Event mechanisms for service renewal and 
distributed communication, respectively. In short, it simplifies the creation of a true 
service-oriented architecture using Java. Its services run in a Java virtual machine. 
 
Jini uses mobile code extensively and, in its most basic form, relies on Java RMI and 
JERI remoting technology to make Java Objects mobile across the network. For 
instance, a service proxy is a mobile object that the client of the service uses to interface 
to a service itself. The service proxy is provided through RMI or JERI. However, Jini is 
completely protocol-agnostic: it does not matter which back-end communication 
techniques are used. For instance, instead of using standard remoting frameworks, Jini 
can use virtually every other endpoint communication protocol. 
 
Jini is an extremely powerful framework, but brings a serious disadvantage: the steep 
learning curve. It takes an average user already versed in Java a lot of effort to 
comprehend and create a simple Hello World service. This is one of the reasons that 
Jini is not widely adopted today; however, efforts from the Jini community have 
recently shifted to making Jini more accessible, giving rise to easier-to-use frameworks 
which are based on Jini but hide its workings to the developers using the framework. 
 
An alternative for the use of Jini technology could be the use of Web Services, also 
known as WS-*. WS-* is a series of protocols and conventions for services across the 
World Wide Web and is maintained by the W3C consortium. The main advantage for 
using WS-* instead of Jini is the fact that it is completely platform-independent and 
therefore does not need Java to operate. However, Jini is a protocol-agnostic framework 
for developing service-oriented architectures, while WS-* is a collection of protocols. 
This essentially means that the two technologies are more complementary than 
competing: if necessary, Jini can use WS-* protocols such as SOAP for its back-end 
communication instead of the standard Java-based protocols, with the reservation that 
Java is currently still required for service implementation. 
 
In light of its aim to negate the eight fallacies, Jini offers distributed security 
mechanisms. Authentication and authorization can both be linked to JAAS (Java 
Authentication and Authorization Services), which can provide so-called security 
contexts which define the way users and code can access the system the users’ code is 
running on. Jini can also be integrated with existing communication security protocols 
such as HTTPS. Although security is not a primary architectural concern, this fact 
leaves room for later modification. 
 
The second implementation decision lists Jini as framework for the service-oriented 
architecture that describes the deployment framework for the Sensor 
Telecommunication System. Since the learning curve of Jini is quite steep, the focus 
should not be on an alternative for Jini, but on an implementation that uses Jini to 
partially or fully fulfil the quality attributes and scenarios in Section 3 and 4, and which 
handles the risks identified in Section 5. 
 

 

ID 2 Use Jini as the service-oriented framework 
Motivation Jini is based on Java. Furthermore, Jini addresses the pitfalls of distributed computing by 

providing a framework for service-oriented architectures, and addresses most quality 
factors required as listed in R2. 

Risks Jini may prove to be difficult to use. 
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Described by [Clarke 2002], Rio is an off-the-shelf Service Component Architecture, or 
SCA, built on top of Jini. Rio is aimed at simplifying service creation and deployment 
through the use of Service Beans, which act as deployable application containers.  
 

Jini / Rio – Layered Diagram
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Figure 22 - Jini / Rio Layered Diagram 

Figure 22 shows the layered diagram of the Jini / Rio service framework and associated 
components, while Figure 23 depicts the client/server relationships in the form of a 
component diagram. 
 

Jini / Rio – Component Diagram
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Figure 23 - Jini / Rio Component Diagram 

The Rio Cybernode service provides an execution environment for Service Beans. A 
Cybernode can run on computational resources such as PC’s, servers and printers, each 
with its own specific capabilities. For instance, a computational resource and thus the 
Cybernode running on it may have the capability to process, and the capability to 
communicate with a wireless sensor network in range. Capabilities may rely on Java 
class libraries: a 802.15.4 library may be needed if a computational resource has the 
capability to communicate with sensor networks. These libraries can be automatically 
downloaded from a specified code server. Capabilities are modelled using classes from 
the Rio API. 
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Rio handles user requirements according to Service Level Agreements (SLAs), which 
are essentially the requirements that the creator of a service puts on the capabilities of a 
computational resource. This can range from pure processing power to software and 
hardware requirements. Service Level Agreements are part of the so-called Operational 
String, which is specified in an XML file that, besides the Service Level Agreements, 
describes the service, its components and its connections, but also the deployments 
parameters. 

 

 
The Rio Service Monitor service ensures that the service components described in the 
Operational String are deployed to Cybernode or Cybernodes with matching 
requirements, and continually monitors if the Service Level Agreements can still be 
maintained on a particular Cybernode. If not, the Service Monitor associates the 
components of the Operational String to another Cybernode or multiple other 
Cybernodes, depending on the deployment requirements. In short, the Service Monitor 
guarantees service provisioning with Quality of Service (QoS). 
 

Jini / Rio – Deployment Diagram
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Figure 24 - Jini / Rio Deployment Diagram 

Consider a short example: a developer would like his or her application deployed on a 
machine with a certain amount of RAM free and a printer attached. He or she first 
encapsulates the application in a Service Bean and specifies the deployment 
requirements in a Service Level Agreement inside an Operational String. The Rio 
Service Monitor guarantees that the service ends up running inside a Cybernode with 
the requirements specified in the Agreement. Once these requirements are breached, the 
service is deployed to another Cybernode with the same requirements. 
 
The separation of functionality into services implies that the deployment of both Rio 
core services and user services is highly modifiable. A typical deployment situation, in 
which a number of nodes run Cybernode services and in which dedicated nodes exist 
for both lookup service and service monitor, is depicted by Figure 24. 
 
Rio is currently moving rapidly towards a new release and is used commercially in the 
GigaSpaces package, which features WS-* and .NET integration, and the real-time 
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RTTS telemetry system currently used in nearly all Formula One racing cars. It is also 
used in Sun’s Java RFID Toolkit. Existing POJOs (Plain Old Java Objects) can be 
easily encapsulated in a Service Bean, facilitating the integration of existing 
applications. Therefore, Rio could be a good choice regarding usability. 
  

A Rio installer and adequate API documentation is available. The Rio community is 
preparing tutorials to guide new users when creating Rio services. Currently, some 
tutorials are included in the installers. Installing Rio is done using a Java-based installer 
that is cross-platform and includes all prerequisite libraries. This implies that the 
installer should work out-of-the-box on any system with a compatible Java virtual 
machine installed. This makes deploying the framework itself quite easy to accomplish. 
 
The description of Rio shows that the Rio framework is a possible close fit to the 
system architecture: it provides a deployment environment for services. The third 
implementation decision specifies that Rio will be evaluated as a deployment 
framework in the prototype. 
 
ID 3 Use Rio as a COTS solution for the deployment framework 
Motivation ID 2 does not address usability in full; Rio builds on Jini to provide an easier-to-use 

service model. Furthermore, the listed deployment functionality and 
compartimentalization closely matches that of the system architecture. 

Risks • Rio may be difficult to use due to inadequate documentation. 
• Rio may not prove to be a good fit for the system architecture. 

6.2.3 Ad-hoc Wireless Network Stack 
An ad-hoc wireless network stack such as the one noted in the architecture can be 
implemented by using an existing wireless network stack. Current ad-hoc wireless 
stacks are built upon the IEEE 802.11.x stack which, also known for its application in 
so-called WiFi wireless networks. However, the functioning of such stacks in networks 
such as the Sensor Telecommunication System are largely unproven. Also, definitive 
specification of the hardware for the system nodes is not available. Therefore, no claims 
can be made about the fitness of a certain stack for network nodes in the Sensor 
Telecommunication System. The fourth implementation decision reflects these 
disadvantages and proposes not to include an ad-hoc wireless stack in the system 
prototype. 
 
ID 4 Do not use an ad-hoc wireless network stack 
Motivation R4 can be avoided by not using an ad-hoc wireless network stack: there are too many 

unknowns in regard to hardware 
Risks The prototype may not work in a real ad-hoc environment. 

6.2.4 Wireless Sensor Network Stack 
The TinyOS operating system, used on most 802.15.4 sensor network nodes available 
commercially, provides a series of Java tools to interact with sensor networks. These 
Java tools also provide communication functionality, thus enabling Java applications to 
use attached 802.15.4 base station nodes that act as a gateway to wireless sensor 
networks. The fifth implementation decision notes that the TinyOS toolkit might be 
used in the implementation of the prototype. 
 
ID 5 Use the TinyOS toolkit as WSN stack 
Motivation The TinyOS toolkit Java class libraries represent a wireless sensor network stack.  
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6.3 Implementation 

Since possible technologies have been explored and implementation decisions for the 
prototype have been made, it is time to effect the implementation decisions. This 
section will explore the test setup used, and will also provide diagrams and explanations 
with each software and hardware component used. 

 

6.3.1 Test Setup 
The test setup for the prototype consists of both hardware and software components. 
These components are listed in Table 20. 
 
Test Setup 
Hardware 
Lab Computer 700 MHz x86 CPU, 512 MB RAM, unlimited disk space, Windows XP SP2, 

user privileges 
WSN Base Station Tmote Invent wireless sensor node running TOSBase 
WSN Node Tmote Invent wireless sensor node running Delta 
Software 
Java Java 5 (JDK 1.5.0.9) 
Rio Rio 3.3 Beta (SVN Snapshot, with dependencies) 
TinyOS Tools Moteiv Boomerang (2.0.4) 
Table 20 - Test Setup 

The testing software is limited to the Java SDK, Rio distribution including all Jini 
libraries. The available testing hardware is limited to a single workstation running 
Windows XP with user privileges. The wireless sensor network hardware included two 
commercially available TinyOS-based wireless sensor network nodes with pre-installed 
programs. One node was configured as a base station that receives 802.15.4 packets and 
forwards them to the serial port, while the other provided real-time sensor reading 
packets by an example application. 

6.3.2 Components 
The prototype implementation builds upon Java, Jini and Rio as mentioned in the 
implementation decisions. The Rio framework was used as a base and extended to 
contain basic WSN functionality: Rio in itself is not automatically connected to the 
TinyOS Tools to access base stations. Therefore, several software components were 
programmed in the form of Rio services and capabilities. 
 
The first service is the BaseStation service, which is specified to deploy on every 
network node running a Rio Cybernode and persist: if the node fails and subsequently 
recovers, it is re-deployed to the node automatically. The service scans the node it is 
deployed on for installed sensor network base stations. If detected, a 
BaseStationCapability is added to the Cybernode and ComputeResource the service is 
running on. This capability specifies the type of base station connected to the network, 
and can be used as a deployment requirement for other services. The capability is 
automatically downloaded from a specified location, and it also downloads required 
TinyOS tools for WSN access. 
 
The second service provides an essential gateway to wireless sensor networks for Jini-
based services and applications. The TOSGateway service only deploys on Cybernodes 
which list a BaseStationCapability. It subsequently opens a listening connection to the 
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base station connected and dumps the packets received by the base station as Jini 
Events, on which services and clients can subscribe. It also includes a Watch that 
calculates the packet throughput. This Watch can also be used as a quality requirement 
for other services. 
 

Prototype – Components and Relationships
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Figure 25 - Prototype Components and Relationships 

Figure 25 shows the software components that extend the framework implied by the 
design decisions and relationships to off-the-shelf components: generalization (an 
extension of), dependency and composition (a part of). The off-the-shelf components 
and their relationships have been described in Section 6.2. Table 21 shows architectural 
components mapped to prototype implementation components, together with a 
description of the components. 
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Architecture Implementation Description 
Network 
Management 
Service 

Jini Lookup Service Features service discovery, binding and leasing. 

Application 
Deployment Service 

Rio Service Monitor Features application deployment according to user-
specified requirements. 

Application 
Execution Service 

Rio Cybernode Acts as an execution service for applications 
contained in Service Beans, and as an interface for 
monitoring node capabilities. 

System Network 
Stack 

Windows XP IP Stack Messaging stack with IP multicast support, which 
is required for Jini. 

Rio API Contains an extendible capability model. Capability Model 
BaseStationCapability 
(custom component) 

Extends the Rio capability model, and contains 
information on connected WSN base stations. 

BaseStationService 
(custom component) 

Deployed to all Cybernodes known to the Service 
Monitor. Dynamically adds BaseStationCapability 
to the capability model if a base station is detected. 

WSN Gateway 

TOSGatewayService 
(custom component) 

Deployed to all Cybernodes with a 
BaseStationCapability. Translates WSN packets 
into Jini Events. 

WSN Packetizer, 
802.15.4 Stack 

TinyOS Java Tools Contains the logic for accessing base stations, thus 
enabling the receiving of WSN data packets. 

 

Table 21 - Prototype Components 

6.3.3 Deployment 
The prototype was deployed on a single laboratory system, as a different hardware 
setup was not available. shows the deployment of the different software components on 
the laboratory system. 
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Figure 26 - Prototype Deployment 
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6.4 Analysis 

The analysis of the prototype is done on three areas. First of all, the prototype is tested 
against the main system scenarios. This analysis serves to validate the fulfillment of 
user requirements. Secondly, the prototype is checked against the architectural structure 
of the system. This analysis verifies if the prototype. The final analysis builds upon the 
architectural analysis and shows that the implementation decisions taken have validated 
the risk planning strategy outlined in the analysis of the system architecture, 

 

6.4.1 Scenarios 
The scenarios identified in Section 3.5 and shown in relation to the system architecture 
in Section 4.7 resemble the functionality the system must have or must have in the 
future. Not all scenarios are deemed to be as important as others and are therefore not 
implemented in the architectural design itself. The prototype is built on this very 
premise that low-priority, high-risk scenarios are not necessarily implemented. 
 
Scenario Fulfillment  
UCS 1 H, M Full Experiments show addition of deployed Cybernodes within one 

minute. Depends heavily on multicast speeds on the network. 
UCS 2 H, M Full Experiments show deployment of services within one minute if 

requirements are satisfied. Deployment requests are well within 
one minute. Depends heavily on multicast speeds on the network. 

UCS 3 L, M Unknown Security was not implemented, as it has low priority. However, Jini 
supports security contexts and it should not be difficult to 
implement, given time. 

UCS 4 H, L Full Jini uses the secure and reliable Java virtual machine to run 
services. 

UCS 5 H, M Full Re-deployment can be guaranteed within reasonable time by 
setting a Rio service to be persistent. Depends on available 
Cybernodes and multicast speeds on the network. 

UCS 6 H, H Partial Rio documentation is far from complete. 
UCS 7 H, H Partial Rio documentation is far from complete. 
GS 1 L, M Full Adding redundancy can be accomplished by editing Rio 

configuration files. 
GS 2 H, M Full The BaseStationCapability was engineered well within one week. 

This methodology can be applied to virtually any other capability. 
GS 3 L, H Full Jini is protocol-agnostic and has already been used in conjunction 

with WS-* and .NET (Gigaspaces). 
ES 1 L, H Unknown The framework flexibility, especially in the light of capabilities and 

scheduling, could be the basis for a universal telecommunication 
system. 

Table 22 - Prototype Scenario Fulfillment 

Table 22 analyzes the scenario fulfillment, listing the priorities per scenario. It lists 
experimental results obtained while testing the prototype, and is one indication of the 
fact that the prototype can validate the software architecture for the system to be 
sufficient. However, it must be noted that with an absence of an ad-hoc wireless 
communication stack and a lack of testing hardware, the latency of communication-
intensive scenarios in a close-to-production environment could not be verified 
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6.4.2 Architecture 
The prototype architecture can be verified to closely match the architectural views 
identified and described in Section 4. Similarities and dissimilarities between the 
system architecture and the prototype are shown in Table 23. 
  

Architectural View Prototype 
Decomposition Table 21 shows that all main architectural components mentioned in the 

decomposition view have been matched by implementation components. 
• Figure 21 and Figure 22 show that the prototype features layers similar to 

those described by the layered view. 
• In the prototype, network management and application deployment run as 

services on the same execution environment as the application execution 
service. 

• In the prototype, the WSN gateway can be seen as a user service and is 
thus located on a higher layer than that of the prototype.  

Layered 

Client / Server Figure 23 is similar to the primary representation of the client-server view, and 
shows that the service-oriented architecture returns in the use of Jini and Rio 
in the prototype. 

Deployment Figure 24 shows that the prototype was deployed on a single node instead of 
distinct nodes for application execution on one hand and management and 
deployment on the other. However, the use of the Rio framework implies that 
the prototype can be easily deployed in the fashion described in the 
architecture. 

Table 23 - Prototype Architectural View Fulfillment 

The dissimilarities listed are not of a nature to discard the prototype as a means for 
verifying the architecture: the architecture itself features an adequate separation of 
concerns which is fully reflected by the prototype. 

6.4.3 Risks 
The risks, and more precisely, the risk planning, show that the validation of the system 
architecture relies on the implementation decisions made in the process of creating the 
prototype. Therefore, the risk planning must be analyzed for feasibility against the 
prototype implementation. 
 
Risk Planning Prototype 
R1 Use a virtual machine with a proven 

security and reliability record, and with 
a low start-up and recovery time. 

ID 1 (use Java as the application execution 
environment) has proven to fulfil the scenario 
associated with VM and dependability. 

R2 Use a framework which closely matches 
the listed quality requirements and 
which features an acceptable trade-off 
between modifiability on one hand and 
the other attributes on the other. 

ID 2 (use Jini as the service-oriented framework) 
and ID 3 (use Rio as a COTS solution for the 
deployment framework) have proven to fulfil 
scenarios associated with deployability, 
dependability and modifiability, and partially 
fulfil scenarios associated with usability. 

R4 Use an ad-hoc network stack with both 
reliability and modifiability guarantees. 
If such a stack does not exist, create the 
prototype under the assumption that the 
stack can be added later on. 

ID 4 (do not use an ad-hoc wireless network 
stack) avoids the problems of using unknown and 
unproven ad-hoc wireless network technology. 

Table 24 - Protype Risk Planning Fulfillment 
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Table 24 finalizes the analysis of the prototype. It shows that the provisions implied by 
risk planning that were implemented almost fully in the prototype, with the exception of 
planning related to risks that are associated to usability scenarios. 

6.5 Summary 

This section has provided the final verification step and the last step towards answering 
the main research question of this M.Sc. thesis itself. It has described and analyzed the 
prototype against scenarios, architecture and risks for both verification and validation 
purposes, therefore completing the verification and validation required by research 
question [Q3]. This analysis will be used to provide conclusions for this thesis. 
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7 Conclusions 

Since research, architectural design and prototype have been completed, it can be 
assumed that the main research question can be adequately answered. Recapitulating, it 
can be assumed that the main research can be solved by adequately answering the four 
elements of the main research question first. Therefore, this section concludes this 
M.Sc. thesis by recapitulating these research questions and providing answers for each. 
Following the answering of the sub-questions, the main research question is answered. 
Finally, some thoughts on possible future research will be brought forward. 

 

7.1 Research Questions 

On the road to answering the main research question, each sub-question will be 
revisited and answered in separate sub-sections. 

7.1.1 Domain 
How can the domain to which the main research question applies be defined and 
described? Is it possible that the current state of research and technology in this 
domain can be of influence to the final solution? [Q1] 
 
The first research question is related to the problem domain and the current state of 
research and technology in the domain. Section 2 shows that state-of-the-art research 
and technology in the domain of Wireless Sensor Networks can be readily extended to 
an infrastructure that connects the sensors to its end users. To that end, the concept of a 
Sensor Telecommunication System was introduced. 

7.1.2 Requirements 
What are the stakeholder’s concerns and key drivers for the system? [Q2] 
 
The second sub-question requires cataloguing the wishes of the stakeholders. The 
ATAM provided a sound basis to elaborate the main software engineering challenges 
and related quality attributes into scenarios. These scenarios, cumulating in a utility tree 
and use-case model, provide more insight in what the Sensor Telecommunication 
System is to required to be: a deployable, dependable, usable and modifiable system for 
wireless sensor network-related application deployment and execution. 

7.1.3 Architecture 
What software architecture can be created using the results from the previous sub-
question? [Q3] 
 
The system architecture described in Section 4 defines a possible software architecture 
for the system, along with a description and analysis of its architectural views and 
approaches. This architecture relies on an ad-hoc wireless network infrastructure, a 
service-oriented approach and the use of a virtual machine to ensure that all relevant 
quality attributes and scenarios are fulfilled. 

7.1.4 Verification and Validation 
How can the software architecture be verified and validated to satisfy the stakeholder’s 
concerns and key drivers? [Q4] 
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The fourth sub-question is oriented towards verifying and validating the architecture 
designed for the third sub-question. By using the ATAM and analyzing scenarios and 
architectural approaches, the scenarios and architectural approaches were iteratively 
refined. Also, sensitivity points, tradeoff points and risks were identified. All risks were 
found to be technology-related and therefore have a profound influence on the actual 
implementation of the system architecture. Therefore, a prototype was built to prove 
that those risks could actually be mitigated by the right implementation decisions. 
 
The prototype was built using the Rio framework. This framework is specialized in 
reliable deployment according to service-level agreements. Furthermore, its use of Jini 
technology ensures both the successful and transparent negotiation of the eight fallacies 
of distributed computing; fallacies which also extend to the risks discovered by the use 
of the ATAM. The prototype, based on Java, Jini, Rio and the TinyOS Java toolkit, and 
deployed on a single computer connected to a wireless sensor network, was deemed to 
fulfil all high-priority scenarios by an analysis of the prototype functionality. 
 
It should be noted that ATAM is often implemented using a team of all available 
stakeholders and ATAM specialists. Since this approach was not possible in this M.Sc. 
project, the scope of the ATAM output may not be complete. 

 

7.2 Main Conclusion 

How can a system be engineered that matches the system outlined in the problem 
statement using software engineering? The answers to the four sub-questions imply that 
it is not only possible to design a system that matches the system outlined in the 
problem statement by using established software engineering practices, but also that the 
use of these practices can provide proof of the viability of architectural approaches used 
in the design process at an early and exploratory phase. 
 
This thesis shows that the use of approaches such as a service-oriented architecture and 
virtualization for application deployment in a distributed, wireless infrastructure is 
deployable, dependable, usable and modifiable: the system architecture outlined in this 
thesis fulfils the main stakeholder requirements for a data-collection network which 
connects wireless sensor networks to end users. Although the software architecture and 
prototype have not been tested in expected real-world conditions, it can be argued that 
this thesis provides a sound theoretical foundation for the use of these architectural 
approaches in a context such as the IJkdijk Project. 

7.3 Future Work 

Although this thesis has provided a solid foundation for a Sensor Telecommunication 
Systems, some questions remain to be answered, and new questions and possibilities 
arise. This sub-section explores research and development that could be undertaken in 
the near or distant future. 
 
First of all, due to the limited time and hardware available and the prioritization of 
scenarios, the prototype built does not cover security and has not been field-tested in the 
difficult circumstances that can be expected in the case of the IJkdijk Project. Therefore, 
future study can reveal if the system architecture can hold its own for the levees of the 
future. Furthermore, this thesis only researches the applicability of the system for a 
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limited set of quality attributes. Further study should discover the suitability of the 
system in regard of attributes such as power efficiency, performance and scalability. 
 
Secondly, the use of established architectural approaches and software engineering 
practices can offer many benefits in the field of sensor information technology. For 
instance, a service-oriented architectural approach can provide service discovery and 
reliable operation under circumstances that often feature limited connectivity. Current 
wireless sensor network research mainly focuses on low-level development and single-
application solutions. Although this research is profound and important, research on 
standardization and higher-level software solutions should receive more attention to 
give wireless sensor networks the momentum they should gain for broader acceptance. 
This thesis shows that widely-accepted software engineering practices can extend to the 
wireless sensor network domain, and can therefore also be used in the design of 
wireless sensor network solutions that are to be used by a large number of developers 
and users and with a large number of applications. 
 
Finally, the use of the deployment system itself in the case of the exploratory scenario, a 
universal telecommunication system, is an interesting proposition. The use of generic 
hardware to provide virtually endless possibilities in protocol and network stack usage 
can effectively be guided by using virtualization technology. Research into such a 
system is an interesting future prospect. Extending into the realm of middleware and 
network programming, the system can be used for deploying components that are 
compiled by a compiler that compiles the behaviour of the network. The use of service-
level agreements in Rio ensures that components end up on the hardware that can match 
its requirements. 
 

 

  



M.Sc. Thesis - Analysis and Software Design of a Sensor Telecommunication System 
 

a
 

 

A References 

[Akyildiz et al. 2002] I.F. Akyildiz, W. Su, Y. Sankarasubramaniam, and 
E. Cayirc. Wireless sensor networks: A survey. Computer 
Networks, 38(4):393-422, 2002. 

[Barr et al. 2002] Rimon Barr, John C. Bicket, Daniel S. Dantas, Bowei 
Du, T. W. Danny Kim, Bing Zhou, and Emin Gün Sirer. 
On the need for system-level support for ad hoc and 
sensor networks. SIGOPS Oper. Syst. Rev., 36(2):1-5, 
2002. 

[Blumenthal et al. 2003] J. Blumenthal, M. Handy, F. Golatowski, M. Haase, and 
D. Timmermann. Wireless sensor networks - new 
challenges in software engineering. In Emerging 
Technologies and Factory Automation, 2003. 
Proceedings. ETFA '03. IEEE Conference, volume 1, 
pages 551-556, September 2003. 

[Chong and Kumar 2003] Chee-Yee Chong and S.P. Kumar. Sensor networks: 
evolution, opportunities, and challenges. Proceedings of 
the IEEE, 91(8):1247-1256, August 2003. 

[Clarke 2002] James B. Clarke. Rio: a dynamic self-healing services 
architecture using jini networking technology. volume 
4863, pages 28-38. SPIE, 2002. 

[Clements et al. 2002] Paul Clements, Felix Bachmann, Len Bass, David 
Garlan, James Ivers, Reed Little, Robert Nord, and Judith 
Stafford. Documenting Software Architectures: Views 
and Beyond. Addison-Wesley Professional, September 
2002. 

[Coulouris et al. 2001] George Coulouris, Jean Dollimore, and Tim Kindberg. 
Distributed systems (3rd ed.): concepts and design. 
Addison-Wesley Longman Publishing Co., Inc., Boston, 
MA, USA, 2001. 

[Day and Zimmermann 1983] J.D. Day and H. Zimmermann. The osi reference model. 
Proceedings of the IEEE, 71(12):1334-1340, December 
1983. 

[Estrin et al. 1999] Deborah Estrin, Ramesh Govindan, John Heidemann, and 
Satish Kumar. Next century challenges: scalable 
coordination in sensor networks. In MobiCom '99: 
Proceedings of the 5th annual ACM/IEEE international 
conference on Mobile computing and networking, pages 
263-270, New York, NY, USA, 1999. ACM Press. 

[Foster and Kesselman 1997] I. Foster and C. Kesselman. Globus: A metacomputing 
infrastructure toolkit. Intl J. Supercomputer Applications, 
11(2):115-128, 1997. 

[Foster et al. 2001] Ian Foster, Carl Kesselman, and Steven Tuecke. The 
anatomy of the grid: Enabling scalable virtual 
organizations. Int. J. High Perform. Comput. Appl., 
15(3):200-222, 2001. 

[Gamma et al. 1995] Erich Gamma, Richard Helm, Ralph Johnson, and John 
Vlissides. Design patterns: elements of reusable object-

 

  



M.Sc. Thesis - Analysis and Software Design of a Sensor Telecommunication System 
 

b
 

 

oriented software. Addison-Wesley Longman Publishing 
Co., Inc., Boston, MA, USA, 1995. 

[Geihs 2001] K. Geihs. Middleware challenges ahead. Computer, 
34(6):24-31, June 2001. 

[Grace et al. 2004] P. Grace, G. Coulson, G. Blair, L. Mathy, W. Yeung, 
W. Cai, D. Duce, and C. Cooper. Gridkit: Pluggable 
overlay networks for grid computing, 2004. 

[Intanagonwiwat et al. 2002] C. Intanagonwiwat, D. Estrin, R. Govindan, and 
J. Heidemann. Impact of network density on data 
aggregation in wireless sensor networks. In Distributed 
Computing Systems, 2002. Proceedings. 22nd 
International Conference on, pages 457-458, 2002. 

[Kabat et al. 2002] P. Kabat, R.E. Schulze, M.E. Hellmuth, and J.A. Veraart. 
Coping with impacts of climate variability and climate 
change in water management: A scoping paper. 2002. 

[Kang et al. 2004] Porlin Kang, Cristian Borcea, Gang Xu, Akhilesh 
Saxena, Ulrich Kremer, and Liviu Iftode. Smart 
messages: A distributed computing platform for networks 
of embedded systems. The Computer Journal, 47(4):475-
494, 2004. 

[Kazman et al. 1996] R. Kazman, G. Abowd, L. Bass, and P. Clements. 
Scenario-based analysis of software architecture. IEEE 
Software, 13(6):47-55, November 1996. 

[Kazman et al. 2000] R. Kazman, M. Klein, and P. Clements. Atam: Method 
for architecture evaluation, 2000. 

[Kruchten 1995] Philippe Kruchten. The 4+1 view model of architecture. 
IEEE Software, 12(6):42-50, 1995. 

[Kruchten 2003] Philippe Kruchten. The Rational Unified Process: An 
Introduction. Addison-Wesley Longman Publishing Co., 
Inc., Boston, MA, USA, 2003. 

[Larman 1998] Craig Larman. Applying UML and patterns: an 
introduction to object-oriented analysis and design. 
Prentice-Hall, Inc., Upper Saddle River, NJ, USA, 1998. 

[Levis and Culler 2002] Philip Levis and David Culler. Maté: a tiny virtual 
machine for sensor networks. SIGOPS Oper. Syst. Rev., 
36(5):85-95, 2002. 

[Lorincz and Welsh 2004] Konrad Lorincz and Matt Welsh. A robust, decentralized 
approach to rf-based location tracking. Technical Report 
TR-04-04, Harvard University, 2004. 

[Madden et al. 2005] Samuel R. Madden, Michael J. Franklin, Joseph M. 
Hellerstein, and Wei Hong. Tinydb: an acquisitional 
query processing system for sensor networks. ACM 
Trans. Database Syst., 30(1):122-173, 2005. 

[Malan et al. 2004] D. Malan, T. Fulford-Jones, M. Welsh, and S. Moulton. 
Codeblue: An ad hoc sensor network infrastructure for 
emergency medical care. In Intl. Workshop on Wearable 
and Implantable Body Sensor Networks, 2004. 

[Maxemchuk 1985] N F Maxemchuk. Regular mesh topologies in local and 
metropolitan area networks. AT&T TECH. J., 
64(7):1659-1686, 1985. 

 

  



M.Sc. Thesis - Analysis and Software Design of a Sensor Telecommunication System 
 

c
 

 

[O'Brien et al. 2005] Liam O'Brien, Len Bass, and Paulo Merson. Quality 
attributes and service-oriented architectures. Technical 
Report CMU/SEI-2005-TN-014, Software Engineering 
Institute, Carnegie Mellon University, Pittsburgh, PA, 
2005. 

[Papazoglou 2003] M.P. Papazoglou. Service-oriented computing: concepts, 
characteristics and directions. In Web Information 
Systems Engineering, 2003. WISE 2003. Proceedings of 
the Fourth International Conference on, pages 3-12, 
December 2003. 

[Paul and Evans 2002] Nathanael Paul and David Evans. Comparing java and 
.net security: Lessons learned and missed. 2002. 

[Perkins and Bhagwat 1994] Charles E. Perkins and Pravin Bhagwat. Highly dynamic 
destination-sequenced distance-vector routing (dsdv) for 
mobile computers. SIGCOMM Comput. Commun. Rev., 
24(4):234-244, 1994. 

[Perkins and Royer 1999] Charles E. Perkins and Elizabeth M. Royer. Ad-hoc on-
demand distance vector routing. WMCSA, 00:90, 1999. 

[Römer et al. 2002] Kay Römer, Oliver Kasten, and Friedemann Mattern. 
Middleware challenges for wireless sensor networks. 
SIGMOBILE Mob. Comput. Commun. Rev., 6(4):59-61, 
2002. 

[Römer 2004] Kay Römer. Programming paradigms and middleware for 
sensor networks. GI/ITG Fachgespräch Sensornetze, 
Karlsruhe, February 2004. 

[Robillard et al. 2003] Pierre N. Robillard, Philippe Kruchten, and Patrick 
d'Astous. Software Engineering Processes with the 
UPEDU. Addison-Wesley, 1st edition, 2003. 

[Rosenblum 2004] Mendel Rosenblum. The reincarnation of virtual 
machines. Queue, 2(5):34-40, 2004. 

[Royer and Toh 1999] E.M. Royer and Chai-Keong Toh. A review of current 
routing protocols for ad hoc mobile wirelessnetworks. 
IEEE [see also IEEE Wireless Communications] 
Personal Communications, 6(2):46-55, April 1999. 

[Santanche et al. 2006] Andre Santanche, Suman Nath, Jie Liu, Bodhi Priyantha, 
and Feng Zhao. Senseweb: Browsing the physical world 
in real time. In Demo Abstract, ACM/IEEE IPSN 2006, 
Nashville, TN, April 2006. Microsoft Research. 

[Santini et al. 2006] Silvia Santini, Robert Adelmann, Marc Langheinrich, 
Georg Schätti, and Steven Fluck. Jsense - prototyping 
sensor-based, location-aware applications in java. In 
Proc. of the 2nd Intl. Symposium on Ubiquitous 
Computing Systems (UCS2006), Seoul, Korea, October 
2006. 

[Schurgers et al. 2002] Curt Schurgers, Vlasios Tsiatsis, Saurabh Ganeriwal, and 
Mani Srivastava. Optimizing sensor networks in the 
energy-latency-density design space. IEEE Transactions 
on Mobile Computing, 1(1):70-80, 2002. 

[Shacham and Westcott 1987] N. Shacham and J. Westcott. Future directions in packet 
radio architectures and protocols. Proceedings of the 
IEEE, 75(1):83-99, January 1987. 

 

  



M.Sc. Thesis - Analysis and Software Design of a Sensor Telecommunication System 
 

d
 

 

[Shneidman et al. 2004] Jeff Shneidman, Peter Pietzuch, Jonathan Ledlie, Mema 
Roussopoulos, Margo Seltzer, and Matt Welsh. 
Hourglass: An infrastructure for connecting sensor 
networks and applications. Harvard Technical Report 
TR2104, 2004. 

[Simon et al. 2006] Doug Simon, Cristina Cifuentes, Dave Cleal, John 
Daniels, and Derek White. Java on the bare metal of 
wireless sensor devices: the squawk java virtual machine. 
In VEE '06: Proceedings of the 2nd international 
conference on Virtual execution environments, pages 78-
88, New York, NY, USA, 2006. ACM Press. 

[Sommerville 2001] Ian Sommerville. Software Engineering. Addison-Wesley 
Professional, 6th edition, 2001. 

[Szewczyk et al. 2004] Robert Szewczyk, Alan Mainwaring, Joseph Polastre, 
John Anderson, and David Culler. An analysis of a large 
scale habitat monitoring application. In SenSys '04: 
Proceedings of the 2nd international conference on 
Embedded networked sensor systems, pages 214-226, 
New York, NY, USA, 2004. ACM Press. 

[Tennenhouse et al. 1997] D.L. Tennenhouse, J.M. Smith, W.D. Sincoskie, D.J. 
Wetherall, and G.J. Minden. A survey of active network 
research. IEEE Communications Magazine, 35(1):80-86, 
January 1997. 

[Waldo 1999] Jim Waldo. The Jini architecture for network-centric 
computing. Communications of the ACM, 42(7):76-82, 
1999. 

[Werner-Allen et al. 2005] G. Werner-Allen, J. Johnson, M. Ruiz, J. Lees, and 
M. Welsh. Monitoring volcanic eruptions with a wireless 
sensor network. In Wireless Sensor Networks, 2005. 
Proceeedings of the Second European Workshop on, 
pages 108-120, January/February 2005. 

[Wooldridge 2002] Michael Wooldridge. An Introduction to MultiAgent 
Systems. John Wiley & Sons, February 2002. 

 

  



M.Sc. Thesis - Analysis and Software Design of a Sensor Telecommunication System 
 

e
 

 

B List of Figures 

Figure 1 - ATAM Evaluation Flow ...................................................................................4 
Figure 2 - ATAM Concept Interactions.............................................................................5 
Figure 3 - Scale Model of the IJkdijk ................................................................................7 
Figure 4 - A Wireless Sensor Network in the IJkdijk Project..........................................10 
Figure 5 - Middleware .....................................................................................................12 
Figure 6 - Middleware Applications for a Single Sensor Node .......................................13 
Figure 7 - Generic Model for Sensor Network Middleware ............................................15 
Figure 8 - Domain Model ................................................................................................17 
Figure 9 - Business Use-Case Model...............................................................................19 
Figure 10 - Utility Tree....................................................................................................27 
Figure 11 - Use-Case Model ............................................................................................28 
Figure 12 - Decomposition View (Primary Representation) ...........................................31 
Figure 13 - Layered View (Primary Representation).......................................................32 
Figure 14 - Client-Server View (Primary Representation) ..............................................36 
Figure 15 - Client-Server View Behaviour (Component Addition).................................38 
Figure 16 - Client-Server View Behaviour (Application Deployment) ...........................38 
Figure 17 - Deployment View (Primary Representation) ................................................39 
Figure 18 - Deployment View (Network Topology) .......................................................41 
Figure 19 - Context View (Primary Representation) .......................................................43 
Figure 20 - Context View (Utility Tree) ..........................................................................46 
Figure 21 - Java Layered Diagram...................................................................................56 
Figure 22 - Jini / Rio Layered Diagram ...........................................................................58 
Figure 23 - Jini / Rio Component Diagram .....................................................................58 
Figure 24 - Jini / Rio Deployment Diagram ....................................................................59 
Figure 25 - Prototype Components and Relationships.....................................................62 
Figure 26 - Prototype Deployment ..................................................................................63 
 

 

  



M.Sc. Thesis - Analysis and Software Design of a Sensor Telecommunication System 
 

f
 

 

C List of Tables 

Table 1 - Thesis Structure..................................................................................................6 
Table 2 - Architectural Stakeholder Concerns.................................................................30 
Table 3 - Purpose of Architectural Views........................................................................30 
Table 4 - Architectural Views..........................................................................................30 
Table 5 - Stakeholder View Requirements ......................................................................31 
Table 6 - Decomposition View (Elements and Relations)...............................................32 
Table 7 - Layered View (Layers).....................................................................................33 
Table 8 - Layered View (Subsystems).............................................................................33 
Table 9 - Layered View (Relationships) ..........................................................................34 
Table 10 - Client-Server View (Elements) ......................................................................36 
Table 11 - Client-Server View (Relationships)................................................................37 
Table 12 - Deployment View (Elements and Relationships)...........................................40 
Table 13 - Architectural Approaches...............................................................................47 
Table 14 - Deployability Analysis ...................................................................................49 
Table 15 - Dependability Analysis (1).............................................................................50 
Table 16 - Dependability Analysis (2).............................................................................51 
Table 17 - Dependability Analysis (3).............................................................................51 
Table 18 - Usability Analysis ..........................................................................................51 
Table 19 - Modifiability Analysis....................................................................................52 
Table 20 - Test Setup .......................................................................................................61 
Table 21 - Prototype Components ...................................................................................63 
Table 22 - Prototype Scenario Fulfillment.......................................................................64 
Table 23 - Prototype Architectural View Fulfillment ......................................................65 
Table 24 - Protype Risk Planning Fulfillment .................................................................65 
 

 

  


	1 Introduction
	1.1 Foreword
	1.2 Problem Statement
	1.3 Research Questions
	1.4 Methodology
	1.4.1 ATAM Architecture Evaluation

	1.5 Thesis Structure

	2 Domain
	2.1 Definition and Methodology
	2.2 The IJkdijk Project
	2.3 Stakeholders
	2.3.1 TNO Information and Communication Technology

	2.4 IJkdijk End Users
	2.5 Research Areas
	2.5.1 Wireless Sensor Networks
	2.5.1.1 Challenges
	2.5.1.2 State-of-the art Applications

	2.5.2 Wireless Sensor Network Middleware
	2.5.2.1 Challenges
	2.5.2.2 State-of-the-art Applications


	2.6 Domain Model
	2.7 Summary

	3 Requirements
	3.1 Definition and Methodology
	3.2 Business Use Cases
	3.3 Key Drivers
	3.4 Quality Attributes
	3.4.1 Deployability
	3.4.2 Dependability
	3.4.3 Usability
	3.4.4 Modifiability

	3.5 Scenarios
	3.5.1 Use-case Scenarios
	3.5.2 Growth Scenarios
	3.5.3 Exploratory Scenarios

	3.6 Utility Tree
	3.7 Use-Case Model
	3.8 Summary

	4 Architecture
	4.1 Definitions and Methodology
	4.1.1 Architectural Views

	4.2 Architectural Stakeholders
	4.2.1 Required Views

	4.3 Decomposition View
	4.3.1 Primary Representation
	4.3.2 Elements and Relationships
	4.3.3 Architectural Approaches

	4.4 Layered View
	4.4.1 Primary Representation
	4.4.2 Elements and Relationships
	4.4.3 Motivation
	4.4.3.1 Application-Level Virtual Machine
	4.4.3.2 802.15.4

	4.4.4 Architectural Approaches

	4.5 Client-Server View
	4.5.1 Primary Representation
	4.5.2 Elements and Relationships
	4.5.3 Motivation
	4.5.4 Behaviour
	4.5.5 Architectural Approaches

	4.6 Deployment View
	4.6.1 Primary Representation
	4.6.2 Elements and Relationships
	4.6.3 Motivation
	4.6.3.1 Deployment
	4.6.3.2 Topology

	4.6.4 Architectural Approaches

	4.7 Context View
	4.7.1  Primary Representation
	4.7.2 Elements and Relationships
	4.7.2.1 Use-Case Scenarios
	4.7.2.2 Growth and Exploratory Scenarios

	4.7.3 Stakeholder Concerns
	4.7.4 Architectural Approaches

	4.8 Summary

	5 Architectural Analysis
	5.1 Definitions and Methodology
	5.2 Scenario Analysis
	5.2.1 Deployability
	5.2.2 Dependability
	5.2.3 Usability
	5.2.4 Modifiability

	5.3 Risks
	5.4 Summary

	6 Prototype
	6.1 Definitions and Methodology
	6.2 Technology
	6.2.1 Application-Level Virtual Machine
	6.2.2 Service-Oriented Framework
	6.2.3 Ad-hoc Wireless Network Stack
	6.2.4 Wireless Sensor Network Stack

	6.3 Implementation
	6.3.1 Test Setup
	6.3.2 Components
	6.3.3 Deployment

	6.4 Analysis
	6.4.1 Scenarios
	6.4.2 Architecture
	6.4.3 Risks

	6.5 Summary

	7 Conclusions
	7.1 Research Questions
	7.1.1 Domain
	7.1.2 Requirements
	7.1.3 Architecture
	7.1.4 Verification and Validation

	7.2 Main Conclusion
	7.3 Future Work


