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Management Summary
1. Abstract
The number of people suffering from chronic diseases is growing rapidly and poses an ever 
increasing strain on the health care sector. To improve treatment for this group  of patients the 
availability of health information throughout a health care chain is vital. This availability requires a 
distribution model that uses the latest developments in the health care sector, both technical as legal. 
On of these developments is the use of software as a service (SaaS). This thesis describes the 
different services available, the tasks they perform, and how they can fit into a distribution model. 

2. Software Services
The key findings per service are given here. 

UZI-register
• Ready to use authentication service
• The UZI-SSL connection is more secure than the currently used SSL connection
• The use of smart cards with a PIN provides a more secure logon than username/password
• Is required for access to the LSP
• The new addition of UZI-tokens which are added to messages increases the flexibility of the UZI-

register. These tokens can guarantee the integrity of send health information. 
• Should therefore be incorporated in the VitalHealth applications
• Technical requirements and solutions available in this document

BSN-check
• SBV-z provides functionality for BSN-check (using HL7v3 messages)
• Required for this service is the UZI authentication service 

DigiD
• Interesting solution for patient logon to applications
• Not yet available for health applications, but expected soon after Wbsn-z approval.

LSP
• Traffic centre for medical records, still in development 
• Not yet available for VitalHealth application (expected at the end of 2008)
• Requires UZI-register and HL7 messages
• Health care providers who access the LSP most comply to the GBZ standard
• VitalHealth applications should use the HL7 standard for future connection

Billing
• By the time transactions costs are charged for use of services, billing services are required
• Billing transactions are processes by a billing service
• The billing service could by provided by TNO

3. Legislation & Standards
For legislation a distinction must be made between the US and Dutch situation. In the US the 
HIPAA legislation is the most important. This legislation provides an extensive collection of 
requirements which in themselves are very open. This leaves a lot of room for design solutions. 
VitalHealth as a company is only directly affected by the HIPAA when employees have direct 
access to the health information in which case a Business Associate contract must be signed by 
VitalHealth and the health care provider. A selection of HIPAA requirements is important to 
incorporate in the VitalHealth applications (e.g to meet customer requirements in the US). This 
selection and the proposed solution to meet these requirements are available in this document. 
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The situation in The Netherlands is defined by the Wbp and the new Wbsn-z. The former has many 
similarities with the HIPAA legislation (HIPAA Privacy  Act) and the selected requirements for the 
HIPAA fulfill some of the Wbp  requirements. The latter sets the requirements for the usage of the 
BSN in medical records. On top of that there are some important standards. The most important 
ones are the NEN 7510 and the GBZ qualification of Nictiz. The former is required for the Wbsn-z 
and the latter for all health care providers who wish to access the LSP. 

4. Distribution
I proposed three possible distribution scenarios. The first is the storage of health information at the 
source, the second the use of a single source database, and the third also uses a single source 
database but with distributed usage. The third option sends local copies to a health care provider 
that can be used during treatment. The copy is then returned to the database. For diabetes care the 
second solution proves to be the best choice, because it is the most secure option. The favor for the 
second option might change to the third option when the size of the health information seriously 
reduces performance (e.g. access times). Though I do not expect this to happen in the diabetes care. 

5. Overall Conclusions & Recommendations
The above sections bring us to the overall conclusion. The current trend in working with health 
information is the coupling of different medical records These records can be positioned 
everywhere, can belong to a single or group of health care providers, and all contain pieces of 
health information. With the new Wbsn-z the coupling of these medical records has become much 
easier. The LSP provides the infrastructure for a national coupling of medical records, providing a 
large distributed storage of health information. The health information itself is owned by  the health 
care providers and standards like the diabetes data set can be used to regulate authorization. On top 
of that there is the Wbp which sets restrictions on the use health information, and looming on the 
horizon is the aspect of transactions costs on many of the now free health care transactions. These 
extra costs are no certainty  at this point, and no specifics are yet available, but in my opinion this is 
only a matter of time. 

This is the landscape in which VitalHealth is operating in The Netherlands. To make sure that 
VitalHealth remains on top of these new developments it should therefore take the following steps:

• Incorporate the UZI functionality (UZI-SSL logon)
• Provide a single source storage for medical records
• Provide usage information to health care providers (in use, last update, etc.)
• Add an authorization list to the records according to NDF standard
• Prepare this storage for connection to the LSP
• Use HL7v3 for all messages between client and server
• Add UZI-tokens to HL7v3 messages during transport.
• Incorporate the selected HIPAA requirements
• Research the possibility of adding billing functionality to the VitalHealth application

By performing the above tasks VitalHealth strengthens its position in both The Netherlands as in the 
United States. This is because many of the requirements with regard to security are comparable to 
the ones required by the Wbsn-z, Wbp, and usage of services like the UZI-register and LSP.
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Preface
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research can be used by VitalHealth Software, the university of Groningen, I2Care and students that 
are working in a similar research field. 
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1. Introduction
§ 1.1 Research Motivation
In the entire western world the impact of chronic diseases (e.g. diabetes, obesity) is becoming more 
and more visible every  day. The impact on society and economy as a result of these diseases is 
already substantial and still growing. The need for health care and general support for patients 
suffering from these diseases is growing rapidly  and is slowly, but steadily, filling up the capacity  of 
general health care. The situation in The Netherlands is no exception to this, for more than 600,000 
people are diagnosed with diabetes, and it  is estimated that 200,000 people are not aware that they 
have the disease. On top of that up to 70,000 people can be added to this group every year 
according to recent estimations1. Therefore it is becoming increasingly clear that to be able to treat 
these large numbers of patients, a different course of action has to be taken. This ‘new’ course will 
lead to more care and support in the peoples own home, which will eventually relieve the hospitals 
and general practitioner, because they are now able to monitor patients from a distance and can 
respond and or advice people according to questions they ask or the data that is received. It is 
estimated that up  to 1500 strokes and/or cardiac arrests can be prevented with improved care for 
diabetes patients, and up to 1900 new cases of diabetes could be prevented every year if effective 
national weight control is in effect. Recent research2  by  the RIVM  (‘Rijksinstituut voor 
volksgezondheid en milieu’ Dutch institute for public health and environment) showed these 
figures, encouraging more improvements in the treatment of chronic diseases.

§ 1.2 Software as a Service in a medical context
To be able to monitor and support people (disease management) from a distance, the use of remote 
services (SaaS) over the internet is ideal. This provides the user with the advantages3 of increased 
flexibility (it becomes easier to switch between suppliers), up to date software (always using the 
latest version) and no additional maintenance costs for keeping the software running properly. This 
applies both to professional users and to patients and because most households already have an 
internet connection (or can easily obtain one), the usage of these services require virtually  no extra 
costs. Also, because the relevant software runs in a web browser, most users will not experience 
much difficulty  in learning how to use the relevant application. However, the usability is also 
greatly influenced by  the design of the application. Another important advantage of SaaS is the 
availability of dedicated services that  can perform all sorts of tasks. It is now possible for a software 
vendor to incorporate web services in their application that can perform tasks like setting up a 
secured connection, searching files, present usage information, and so on. These services go 
unnoticed to the user in most cases, but not always. A very  good example of a ‘visible’ SaaS 
solution is the one used by Google in their Microsoft Office counterpart Google Docs4 in which a 
user gets access to different web services that perform office tasks (e.g. spreadsheet and word 
processor). 

But SaaS can also be used to improve the accessibility of medical data, as is especially important 
for different health care disciplines (e.g. general practitioner, oculist) in the integrated care. Medical 
professionals desire a fast, easy and up  to date view of the patients medical history, regardless of the 
location they are working at. The internet can again provide the essential architecture. This is not 
only useful for the convenience of the professional but also for the safety of the patient and the 
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payment of treatments. Improper use of medical data (old, faulty and missing data) has led to 
50,000 people5 to be forced to enter the WAO (‘Wet op de Arbeidsongeschiktheidsverzekering’ or 
Disability Insurance Act) in The Netherlands.
 
§ 1.3 Security Privacy & Integrated Care
The security issues that are relevant in health care are not that different from other forms of 
electronic communication, with the distinction that personal identifiable health information is  
usually  subject to more privacy issues because of the ‘delicacy’ of the information. For example, if I 
would to send my Master Thesis to my supervisor, I want it to be delivered to the right person, 
without changes to the thesis, and without anyone else reading the thesis before completion. It goes 
without question that for medial records, these requirements are even more important. To illustrate 
the basic security  aspects that arise in electronic communication figure 1.1 is added. This figure 
illustrates the different basic aspects of security6. The factors that influence the amount of risk 
which an organization faces, are linked to a possible ‘attack’. It has to be noted, that an attack is 
referred to here to as either accidentally (e.g. a medical record sent to a person without 
authorization) or deliberate (e.g. someone breaking into the system or interfering into the transfer of 
files). 

RiskThreats

Vulnerabilities

Controls

Asset Values

Security 
Requirements

Assets

Reduce

Increase

Increase

Decrease

Indicates

Expose

Have

Impact on 
Organization

Fulfilled by

Exploit

Protect 
Against

Figure 1.1 ‘Overview of basic Security Risk issues’

Figure 1 indicates the different aspects involved with the risk an organization faces, however, it is 
not yet clear how security measures influence this risk. Therefore figure 1.2 is added.
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Figure 1.2 ‘Security Measures against Attack’

Figure 1.2 shows the effect different security measures have and how they are interrelated. The 
scope of this research is aimed at the ‘Preventive Control’ and ‘Deterrent Control’ from figure 1.2, 
which are part of the ‘Security Requirements’ and ‘Controls’ from figure 1.1. 

§ 1.4 VitalHealth Software
The above presented issues of security, risks and the use of software services in a medical context 
are applicable to the company  VitalHealth Software. VitalHealth Software was founded7  when 
several members of VitaValley  (a joint venture of home care and GGZ (‘Geestelijke Gezondheids 
Zorg’ or Psychotherapy) organizations) decided to choose Disease Management as one of the core 
themes. VitaValley8 initiates and coordinates the development of innovative products and systems 
for health care. In order to realize this VitaValley joined forces with different partners with specific 
expertise. VitalHealth is one of these partners together with Aveant, Curadomi, Imtech, Noaber 
Foundation, NIPED, Opella, Philadelphia, RuG, SHL TeleMedicine, TNO, and the Trimbos 
Instituut. 

The goal of VitalHealth software is to aim for a large population group that can be supported using 
software-based services. The most obvious group is that of patients suffering from chronic diseases 
and especially from Diabetes Mellitus as presented in section 1.1, but also COPD-Astma, CHF 
(Congestive Heart Failure), Depression, HIV-Aids and others. This resulted in the development of 
software that offers a generic solution for chronic disease management and support of patients, 
applicable on an international scale. The applications that are derived from this generic solution are 
part of what is referred to as Disease Management.

Figures 1.3 shows a screenshot from a VitalHealth application. This figure shows the current format 
of how health care providers see the VitalHealth service through a web browser. The screenshot 
shows the most recent patient information, recommended actions, and the access to historical data. 
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Figure 1.3 ‘Screenshot Vital for Diabetes’

VitalHealth is currently looking for the development of a model that describes the aspects 
(technical, usability, process) of authorization, authentication and exchange of medical records 
between different parties in a service chain in a SaaS environment. This model should be applicable 
to both the VitalHealth software solutions, as solutions from other software suppliers. It should also 
incorporate relevant privacy & security  standards  (HIPAA, NEN, ..). The emphasis of this research 
will be on the aspects of authentication and communication. By using identification solutions as the 
UZI-pas and DigiD (in combination with the BSN) and communication methods through the LSP. 
The aspects of authorization are already  incorporated in the VitalHealth software and will have to 
be combined (integrated) with these new services.

The goal of the proposed research is to provide a model that includes the required authentication 
and authorization procedures to ‘guarantee’ the privacy and security of the used medical records by 
the VitalHealth software. This model should be completed for the use in a future test-case at the 
RuG in the Mediplaza lab (see also the previous section). To reach this goal the details of 
authentication, authorization, accounting, and existing standard will have to be researched. 
Following from this research a list of requirement will have to be made. After this, a model much be 
constructed that complies to these requirements and eventually implemented in a test case at the 
Mediplaza lab. Besides the security and privacy, the final stage of the research will consist of a 
research into the possibilities of implementing (or connecting) billing services with the VitalHealth 
services.  The construction of this model will have tot take place in association with VitalHealth in 
Ede. After this has been completed, a test case will have to be set out in order to validate the model.
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2. Standards for Security of Medical Records
The exchange of health information is subject to many privacy issues. These data consist, in many 
cases, of medical conditions from patients, billing information, and medical advice. It  is essential 
that these data will only be accessible by authorized personnel, but at the same time it is essential 
that these data, especially  considering medical advice, are not corrupted by either accident or 
deliberate manipulation by other parties. The importance of data security has especially risen since 
the computer age. The manipulation, loss and unauthorized distribution has become much easier 
than in the years of ‘paper’ file cabinets9. To ensure overall data security, many standards have been 
specified in how to work with medical records. Ranging from ethical guidelines to technical 
specifications of electronic messages. For suppliers of health care software the relevance and 
obligation to comply to these standards depends on the situation. This chapter starts of with an 
overview of the standards discussed further on in the rapport. 

§ 2.1 Overview of Legislation & Standards
A great  deal of standards are used in the health care sector. This rapport will present the ones that 
are relevant for a health care software developer. Figure 2.1 presents an overview of the standards 
per region. 

International ISO 17090 ISO 17799 ISO 27799

United States

HIPAA

HCFA

Europe

EN 14484 

EN 14485

EN 12251

CEN 15299

Netherlands
NEN 7510 

GBZ

WGBO

Wbp

Wabb

Wbsn-z

Figure 2.1 ‘Overview of Standards’

The standards that are set out in figure 2.1 are all relevant for working with health information, 
however, not all of them are required for VitalHealth software products, but the systems that the 
VitalHealth software products have to communicate with are for a great deal standardized by  on of 
the above standards. It is therefore important to understand the meaning and scope of the standards.
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§ 2.2 International Legislation & Standards

§ 2.2.1 ISO
The ISO10  (International Organization for Standardization) is an international standard setting 
organization composed of representatives of different standards organizations around the world 
represented by  157 countries, with a central secretariat in Geneva, Switzerland, that coordinates the 
system. Within ISO, TC 215 is the workgroup  for Health Informatics. This group works on the 
creation of standards for the health care sector (e.g. ISO 17799). This workgroup consists of 8 
subdivisions working on the following subjects: Data Structure, Messaging and communications, 
Health Concept Representation, Security, Health Cards, Pharmacy  and Medication, Devices, and 
Business requirements for Electronic Health Records. The TC 215 workgroup is mimicked by the 
CEN in the TC 251.

ISO 17090
The ISO 1709011 defines the guidelines and procedures for a Public Key Infrastructure in 
health care. It describes the certificate policies and profiles required for digital health care 
communication.

ISO 17799
The ISO 17799 code for information security, is the standard upon which the NEN 7510 is 
based. This ISO standard will be renumbered to ISO 27002 in the beginning of 2008. If this 
has consequences for the NEN 7510 is unclear at this time. The code describes 134 best 
practices for information security.  

ISO 27799
The ISO 2779912 provides guidelines for implementing the ‘ISO 27000 range’ standards for 
use in the health care sector. 

§ 2.3 European Legislation & Standards

§ 2.3.1 CEN
The CEN13  (Comitė Europėen de Normalisation) is the European Committee for Standardization 
and was founded in 1961 by  national standards organizations in the EU (European Union). CEN is 
contributing to the EU and European Economic area with voluntary technical standards. CEN is a 
non-profit organization set up  under Belgian law. Within the CEN the TC 251 workgroup  is 
working in the field of Health Information and Communications Technology in the European 
Union. In contrast to the ISO TC 215 the TC 251 consists of four workgroups, namely: Information 
models, Terminology and knowledge representation, Security, Safety  and Quality, and Technology 
for Interoperability. For VitalHealth software the EN 12251 is important as it is required for the 
GBZ. 

EN 14484:2003
This health informatics standard provides guidelines for the communication of health 
information to countries outside the European Union and should be used by companies who 
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use and or provide health information from EU to non-EU countries. The EN 14484 is 
available as a NEN standard, namely the NEN 14484:2004. 

EN 14485:2003
This health informatics standard provides guidelines for the security  of personal identifiable 
health information in the case of international distribution of this information. The EN 14485 
is available as a NEN standard, namely the NEN 14485:2004. 

EN 12251:2004
This health informatics standards provides guidelines for authentication of individual users 
working with health care IT systems, by improving the software procedures linked to the 
management of user identifiers and passwords. It does this without using additional hardware 
facilities. This standard applies to electronic patient records, patient administrative systems 
and laboratory systems. It  does not apply to systems outside the health care environment. The 
EN 12251 is available as a NEN standard, namely the NEN 12251:2004. 

CEN 15299:2006
This standard discusses the procedures for identifying patients and related objects (e.g. 
medical records. This European standard is also available in The Netherlands14 (supplied by 
the NEN).

§ 2.4 Dutch Legislation & Standards

§ 2.4.1 NEN
The NEN15  (Nederlandse Normalisatie-instituut) is the Dutch standardization institute. The NEN 
has more than 60,000 documents containing standards for all sorts of applications. For medical 
applications three standards are important. These standards will be presented below. In the case of 
VitalHealth only the NEN 7510 is relevant with the addition of NEN 7512. 

NEN 7510
The NEN 7510 provides guidelines16 for the privacy, security, maintenance, guidance, and 
distribution of medical information systems. It is used to perform risk-analysis of system 
environments (e.g. a server containing UZI certificates). When implementing the NEN 7510 
into an organization the required changes will differ per case. Many organization will already 
comply to most parts of the standard. It is therefore required to perform an analysis in the 
organization to determine the most critical systems and processes. After this analysis choices 
can be made regarding the required changes. 

The NEN 7510 consists of 15 chapters, the first four are an introduction to the standard. 
Chapters 5 up to 15 describe the following subjects: Security Policy, Organization of 
Information Security, Managing tools for information distribution, Security  demand for 
employees, Physical Security, Managing Information and Communication, Access Security, 
Purchase Development and Maintenance of systems, Continuity Control, Compliance, 
Security Incidents. 
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At this time compliance to NEN 7510 is not required by law. It  is, however, expected that 
when the Wbsn-z is installed compliance to the NEN 7510 will become required by  law (this 
should happen in 2008) 

NEN 7511
The NEN 7511 is a derivative of the NEN 7510 and provides verifiable ‘tests’ for the NEN 
751017. The NEN 7511 divides the health care into three distinct groups. These groups are: 
Complex organizations (e.g. hospitals), Cooperating organizations (e.g. home care, 
bloodbank), and Solo practitioners (e.g. dentist). 

NEN 7512
The NEN 7512 is an addition to the NEN 7510 and provides schematic approached to classify 
electronic communication processes according to the risks they involve for health care 
providers. The application area of this standard is the electronic communication between care 
providers, patients, clients, and other health care institutions and is directly linked to the use 
of the Dutch health care base infrastructure AORTA. The NEN 7512 provides minimum 
requirements for the transport, and the sending or receiving entities. This standard is designed 
to link directly to methods and techniques that are also used outside the health care sector. 

§ 2.4.2 WGBO
The WGBO (‘Wet op  de geneeskundige behandelingsovereenkomst’ a dutch law describing the 
relationship  between patient and health care provider), became active in April 199518. The WGBO 
comes into effect whenever a patient consults a health care provider. It posed an important  change 
in the relationship between patient and health care provider, because from now on the patients 
became ‘responsible’ for their own treatment and health information. A patient was now able to 
choose their own health care provider and refuse treatment from a specific health care provider. 

The most important aspects of the law are as follows:

• A patient has the right to see their own medical records
• A health care provider is obliged to provide the patient with all relevant information 

about his or her treatment
• For all non-acute treatment a written or oral permission is required from the patient

§ 2.4.3 Wbp
The Wbp (Wet bescherming persoonsgegevens) was enacted in september 2001. The law describes 
what the rights are of those whose personal identifiable information is used by agencies or 
companies, and the duties of these agencies and companies in the processing and use of these data. 
The CBP checks wether or not the different parties indeed follow the procedures that  are described 
in the Wbp. These procedures or requirements are summarized in the following list19.

• An organization is only authorized to collect and process personal data if it has a good 
reason, or if the person involved authorized the organization to do so. 

• An organization may  only use the minimum amount of personal data required to 
complete the required task.
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• An organization may not store the information longer than is absolutely necessary. 
• An organization should take ‘appropriate’ measures (both technical as organizational) to 

protect the personal data.
• An organization must report the use of personal data (in most cases)
• The person involved should always be informed of the storage and use of personal data. 

To check if the Wbp is applicable to an organization a checklist is available at the following 
website: www.justitie.nl. For VitalHealth this law is relevant in the case of application using servers 
hosted by VitalHealth on which patient data is stored, but it  also applies to the use of internal 
records concerning employees. 

The medical records used internally by small health care providers (e.g. self employed) are 
exempted from the obligation to report usage20.

§ 2.4.4 Wabb & Wbsn-z
The use of the BSN is regulated by the Wabb (Wet algemene bepalingen burgerservicenummer). 
This law (enacted in November 26th 2007) specifies who can use, look into, and distribute the BSN. 
As an addition to this law there is currently  a law in review at the dutch senate that specifies the use 
of the BSN in the health care sector. This law, the Wbsn-z, specifies how the BSN can be used in 
combination with medical data. It is expected that this law will be approved by the senate 
somewhere in 2008. After this law has been initiated a trial period of 1 year will take place, 
providing health care institutions to learn working with the BSN. After this trial period of 1 year, 
the use of the BSN will become required for uniquely identifying documents, and for applications 
using DigiD in the medical sector.

§ 2.5 United States Legislation

§ 2.5.1 HIPAA
The HIPAA21  (Health Insurance Portability  and Accountability Act) was enacted by the US 
Congress in 1996. The primary goal of the HIPAA Act is to improve the portability and continuity 
of health insurance coverage for individuals and groups, to combat abuse and fraud in the health 
care industry, to promote the use of medical saving accounts (MSA)22, to improve access to long-
term care, and to enhance health care insurance and delivery systems by making them more 
efficient, simpler and less costly. It also encourages the widespread use of electronic data 
interchange in health care. The department of Health and Human Services had to establish national 
standards for the transactions incorporated in this Act, which can be seen as a way of applying the 
basic privacy  rules in an era of electronic communication. These basic privacy rules are set out in 
figure 2.2.
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Figure 2.2 ‘Basic Privacy Rules’

These rules simply state that  no one should have access to private health care information without 
the patient's authorization and that the patient should always have access to records containing his 
or her own information. The patient should also be able to obtain and copy the records, and have the 
opportunity to correct mistakes in them. 

The Act is a derivative of the Clinton Health Security Act that  contained a separate section for 
‘Privacy  of Information’. The HIPAA ensures that the protection of privacy is regulated by  federal 
law and provides a framework to do so. The implementation of HIPAA throughout the entire 
medical care, has been an expensive enterprise23, with costs ranging up to $3,7 million per hospital 
in the US. These costs were for the main part the direct result  of the extra ‘paperwork’ required to 
comply with the HIPAA. Using the HIPAA required the hospitals (and other medical service 
providers) to increase the awareness of the patients about their medical records by  implicitly  letting 
them sign a notice of privacy. Even for a small hospital this proved to be a heavy task. With the rise 
of IT (Information Technology), the means of controlling and organizing these data grew 
substantially, but not only these data that had to be controlled, but also the implications of privacy 
in the daily work of the hospital staff were significant. Rooms had to be rebuilt  to prevent 
eavesdropping and unauthorized people viewing patient records, and staff had to become even more 
careful where and when to discuss the medical conditions of patients. It has to be noted that the 
HIPAA only states a minimum amount of privacy security. In situations where other ‘more strict’ 
regulations apply these should be followed. The compliance to the HIPAA is controlled by the CMS 
(Centers for Medicare & Medicaid Services) and OCR (Office for Civil Rights).

The HIPAA requirements are only  applicable to applications of VitalHealth used in the US where 
the HIPAA compliance is required by law. The requirements set by  the HIPAA do, however, 
compare to certain regulation set by the GBZ, NEN 7512, and those required by the UZI-register. 
The requirements are related to the parties using the VitalHealth application. VitalHealth as a 
software vendor is specified as BA (Business Associate)24 in the HIPAA model. However, the mere 
selling or providing of software to a covered entity does not directly lead to a BA relationship. If the 
vendor does not have access to the protected health information of the covered entity no such 
relationship  exists. If the vendor does, however, need access to the protected health information of 
the covered entity in order to provide its service, the vendor would be seen as a BA of the covered 
entity. To illustrate, a software company that hosts software containing patient information on its 
own server, or accesses patient information when troubleshooting the software function, is a BA of 
a covered entity. In these examples, a covered entity would be required to enter into a BA 
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agreement before allowing the software company  access to any protected health information. 
However, when an employee of a contractor, like a software vendor, has his or her primary 
workplace located at a covered entity site, the covered entity may choose to treat the employee of 
the vendor as a member of the covered entity’s workforce, rather than as a BA. 

The BA contract comes in different forms, has no ‘strict’ layout, and can vary  per state in which it is 
used. To clarify the meaning of a BA contract and how it  may look like this report provides a basic 
BA contract in Appendix G. 

§ 2.5.2 HIPAA Specification
The HIPAA act consists of five different topics25  each with there own Title in the Act. These 
different titles are set out in Appendix D. Each title in turn has its own subtopics. Table A.1 shows 
that the most important part of the HIPAA for this research is title 2 and especially the AS 
(Administrative Simplification). This part establishes the need for national standards for electronic 
health care transactions and national identifiers26 for providers, health plans and employers. It also 
puts a restriction on software vendors who are developing products that must comply to the HIPAA. 
The AS (Administrative Simplification) can be further split up into four parts27. These parts are 
presented in table 2.1.  The AS identifies three types of entities that will be referred to as ‘covered 
entities’. These types are: health care providers, health care clearinghouse (public or private entity 
including billing, health management information system, etc.) and a health plan.

# Title Description

1 Standards for Electronic 
Transactions

Electronic Transactions are to be standardized, in one format adopted by all health 
plans, Medicare and Medicare providers to simplify and improve the efficiency of 
these transactions.

Health organizations must adopt standard code sets to be used in all health 
transactions. (e.g codes for diseases, injuries, health problems, causes, symptoms, 
etc.)

2 Unique Identifiers 
Standards

It is required for health care organizations to use standard identifiers in order to 
work efficiently. In the US the employer EIN (employer identification number) is 
used since 2002 as the standard for electronic transactions. 

3 Security Rule The Security Rule provides a uniform level of protection of all health information 
that is housed or transmitted electronically and that belongs to an individual. The 
Security Rule requires covered entities to ensure the confidentiality, integrity, and 
availability of all electronic protected health information (ePHI) the covered entity 
creates, receives, maintains or transmits. It also requires entities to protect against 
all reasonably anticipated threats or hazards to the security or integrity of ePHI. 
Required safeguards include application of appropriate policies and procedures, 
and ensuring that technical security measures are in place to protect networks, 
computers and other electronic devices.

The Security Standard is intended to be scalable, this means that it does not require 
specific technologies to be used. Covered entities may select measures that are 
appropriate to their operations as long as these measures are supported by a 
thorough security assessment and risk analysis. 
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# Title Description

4 Privacy Rule The Privacy Rule is intended to protect the privacy of all individually identifiable 
health information regardless of whether the information is in electronic form.
The Rule establishes the first set of national privacy standards and informations 
practices that provides a basic level of protection and peace of mind that is 
essential.

Table 2.1 ‘The four parts of AS’

These four parts are the most important for the development of software applications that have to be 
HIPAA compliant. The standards for electronic transactions and the use of unique identifiers are at 
the basis of implementing the Security Rule and the Privacy Rule28. 

To present an overview of the implications the HIPAA has for a software developer, the above 
presented parts of the HIPAA are set out in figure 2.3. 

HIPAA

Administrative 
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Tax Related Health 
Provisions

Access Portability 
& Renewability

Application and 
Enforcement of 

Group Health Plan 
Requirements

Revenue Offsets

Unique
Identifiers

Security Rule

Electronic 
Transactions

Privacy Rule

Relevant for Software 
Applications in the US

Figure 2.3 ‘HIPAA outline’

In the case of electronic transactions the HIPAA format and content requirements have to be 
followed. To do this, six standard code sets are used. See Appendix A. The Privacy Rule sets the 
standard for, among other things, who may  have access to PHI (Protected Health Information), 
whether electronic, paper, or oral, while the Security Rule sets the standards for ensuring that only 
those who should have access to these data. An important distinction between the Privacy Rule and 
the Security Rule is that the former applies to all forms of patients’ protected health information, 
while the latter covers only  protected health information that is in electronic form. As is presented 
in table 2.1, an important point of the Security Rule is that  it  is technology neutral. This means that 
appropriate technological solutions can be chosen by the entities themselves. As long as these 
choices are properly founded and documented. The requirements that follow from these four topics 
are presented in section 6.1.4. 
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On of the most important items in applying the HIPAA regulation is the authorization control and 
access to medical records. As figure 2.2 showed, the patient has the right to view and change the 
medical records of oneself and has the right to indicate who may or may not see (use) these data. 
There are however exceptions to this rule. This is the case with parent-child relations, the rights of 
children, psychotherapy, records containing information related to other patients or in the case the 
physician indicates that the patient might endanger him of herself when access is granted. 

§ 2.5.3 Coding & Security Standards
Under HIPAA, a code set  is any set of codes used for standardized encoding of data elements. These 
elements can consist  of tables of terms, medical concepts, medical diagnosis codes, or medical 
procedure codes. The code sets are used under HIPAA for administrative and financial health care 
transactions. The in Appendix D mentioned code-sets and security standards are used under the 
HIPAA and are mentioned in the requirements in chapter 6. The standards are directly related to the 
‘electronic transactions’ section of the HIPAA.

§ 2.5.4 HCFA
The HCFA (Health Care Financing Administration) was the former name of the CMS (since 2001). 
Before HIPAA the HCFA provided guidelines and regulations for working with medical records. 
Since the rise of the internet the HCFA had to act upon the steep rise in electronic transfer of 
medical records. For this the HCFA established the HCFA Internet Security Policy29 in 1998. The 
policy covers all systems and processes which use the internet, or are connected to the internet, to 
transmit HCFA Privacy Act-protected and/or other sensitive HCFA information, including VPN 
(Virtual Private Network) and tunneling implementations over the internet. It does not cover the 
storage of medical records. The HCFA's policy outlines specific requirements in three areas: 

• encryption
• authentication
• identification

This policy  is much more specific than HIPAA on these topics, and can be used to fill in certain 
areas of the HIPAA Security Rule. Because the HCFA Internet Security  Policy is replaced by the 
newer HIPAA regulation, the requirements will not be further discussed in this research. 

§ 2.6 Conclusions
Legislation is an important topic in dealing with medical records both in the United States as in The 
Netherlands. Although both countries have different systems, they do show comparable legislation. 
For The Netherlands the most important legislation in dealing with health information are the Wbp, 
Wbsn-z (and therefore NEN 7510), WGBO, and the GBZ. At the moment of writing the Wbsn-z 
has just been approved by the Dutch senate. This opens the road for usage of BSN as a unique 
identifier on all files. It  also enables the use of the DigiD authentication system. On a European 
scale we see that most standards set by the CEN have a NEN counterpart. Therefore only the NEN 
standards are of importance. It  has to be noted that the standards are not obligatory by  themselves, 
but are in many cases required for GBZ and Wbsn-z compliance. The HIPAA as is used in the US is 
a wide-spread law that covers most of the topics of working with personal identifiable health 
information. It  is, however, a very  ‘open’ legislation meaning that there are no pre specified 
methods and/or techniques.
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3. Authentication Services
This chapter presents the specifications of the existing authentication services which are researched 
for possible implementation in the VitalHealth software. To provide an overview of the discussed 
systems, figure 3.1 presents an outline of the interconnections. 

LSP

SBV-Z

DigiD

PKI

VitalHealth
application (GBZ)

UZI

ZSP

  When using LSP
  Without LSP

Figure 3.1 ‘Overview of systems’

The blue ellipses represent authentication systems with whom a VitalHealth application can 
communicate. These are the UZI-register (‘Unieke Zorgverlener Identificatie’ or Unique Health 
Care Identifier) and DigiD system. The blue rectangles are part of the infrastructure when using the 
LSP. These are the ZSP (‘Zorg Service Provider’ or Care Service Provider) and LSP (‘Landelijk 
Schakelpunt’ or National Switchboard). The other ellipses represents the PKI (Public Key 
Infrastructure) which is a CA (certificate authority). Finally  there is the SBV-z (‘Sectorale 
Berichtenvoorziening Zorg’ or Health Care Message Provider). Further on in this report these 
services will be further elaborated. 

§ 3.1 DigiD
DigiD is currently  used by the government to identify  (authenticate) citizens who use electronic 
services (e.g. filling out tax forms). In the near future organizations should also be able to use 
DigiD for authentication of citizens. The DigiD has been adopted by many government 
organizations (e.g. Tax and Customs Administration, donor register, provinces, local government, 
and police forces). The DigiD became part of the GBO (Gemeenschappelijke Beheersorganisatie) in 
2006.  When using DigiD a distinction is made by DigiD between three different groups as 
presented in figure 3.2. The ‘Government’ group  is in fact  the group that uses the DigiD for 
identifying citizens and the related administrative activities. The ‘Organization’ group is the part 
that uses kvk (‘kamer van koophandel’ or chamber of commerce) information for authentication 
with DigiD to the government. The largest group (in sheer numbers) is the ‘Citizen’ group. This 
group can use DigiD to authenticate oneself at government websites. 
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DigiD is purely an authentication service and does not contain any  authorization logic. The DigiD 
will be used to acquire the BSN (Burger Service Nummer) of the person who authenticates him- or 
herself to an application.

DigiD

Citizen Organization Government

Figure 3.2 ‘DigiD Overview’

When the Wbsn-z (‘Wet gebruik BSN in de zorg’ see also section 4.4.3) is accepted by the Dutch 
senate it becomes possible for patients to log on to medical application using DigiD. A test  using the 
DigiD runs in the Flevoziekenhuis in Almere30. It is therefore not possible at this moment to use 
DigiD for patient authentication with VitalHealth applications, but as soon as the Wbsn-z comes 
into effect than DigiD proposes a ready  to use authentication service for patients to log on to a 
VitalHealth application.

§ 3.1.1 Technical Specification
The DigiD uses different identification methods for citizens and organizations. Citizen must request 
a DigiD31 which is then linked to a username and a password which can be selected by the citizens 
themselves. The password must  consist of at least 8 characters (max. 32 characters) and must 
contain at least one numeric. Organization can use a HR-number (Handelsregister nummer) which 
they  can request  for at the kvk. The combination of username and password is encrypted (the exact 
type of encryption is not made public for security reasons) and stored in a database.  

When a citizen or organization wishes to log in to a government website, the correct  password and 
username must be submitted. The transfer of these data is protected by a SSL32  (Secure Socket 
Layer) connection. The data itself is encrypted using a 128 bit  key  generated by MD5 Hash33 
(Message Digest algorithm 5). There are three levels of security in the DigiD system, low, medium, 
and high. These levels are specified in table 3.1. 

# Security Level Description

1 Low This level consists only of the use of a username/password combination.

2 Medium This level is similar to the ‘low’ level with an additional SMS (Short Message 
Service) verification. When a user wishes to log in to the system he or she 
receives a SMS containing a verification number. The user then enters this 
number in a box on the website as an extra verification.

3 High This level is similar to level ‘medium’, however, with the addition of the use an 
electronic ID card. This card is currently still under development, making level 
‘medium’ the highest possible security level at the moment of writing.

Table 3.1 ‘DigiD security Levels’
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DigiD is based on a standard ‘open source’ product called A-Select34, which stands for A-Select 
Authentication System, and is developed by SURFnet35. A-Select is a Kerberos36  based 
authentication system in which the means of authentication (e.g. username and password) are not 
linked to the application a person wants to access (e.g. a medical application).  The DigiD-server is 
an A-Select type of server which is connected to a DigiD database that stores the authentication 
data. Another component in the DigiD system is an A-Select agent. This agent is an extra link 
between the service (e.g. a VitalHealth application) and the DigiD server, which is used to prepare 
the DigiD server for an upcoming authentication event. The interconnection37  between these 
components is set out in figure 3.3.

9
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4
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Figure 3.3 ‘DigiD network layout’

When a person has entered his username and password in the DigiD screen and is positively 
identified, that person can now use the services of the application. The application knows that the 
user has access to the application because of a ‘memory based cookie’ that was received from the 
DigiD server. This cookie is the equivalent of the ‘application ticket’ that is used in the A-Select 
system this ticket  has a time limit in which it  can be used. The process of acquiring this ‘ticket’ is 
described in DigiD scenario #1 (see Appendix D). The entire process is summarized below.

1. Client enters URL of desired web service
2. Client clicks on the log-on button and is directed to the DigiD login screen
3. A secured connection is set up using SSL
4. The DigiD server is notified of a upcoming log on event by the A-select agent
5. Client enters username and password
6. The DigiD server checks these credentials with the DigiD database
7. The DigiD server notifies the web service of a registered user
8. The client (if registered) receives a cookie containing authentication information
9. The client can use the web service
10. When finished the user logs of or is logged of automatically
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The authentication attempts, whether successful or unsuccessful are all logged into the database of 
the GBO, who is responsible for these data. These data represent BSN, IP-address, and the name of 
the requested service (e.g. a tax administration form). An authentication attempt can consist of two 
false attempts, after the third attempt the access is blocked for 10 minutes. If another three false 
attempts take place after the first block, the access is denied for a period for 24 hours. 

§ 3.2 UZI-register
The need for a simple and reliable access control has been recognized by the CIBG38  (agency 
Centraal Informatiepunt Beroepen Gezondheidszorg from the ministry  of public health). This 
agency dedicated a unit to this topic called: UZI-register39. The UZI-register supplies electronic 
passports called UZI-cards. These cards are used to identify health care providers through electronic 
communication and can be used to e.g request the BSN40 or gain access to applications and data. 
The UZI card is specifically designed for the medical sector and will only be used by a predefined 
user group consisting of health care practitioners and institutions. The card has the look of a ‘credit-
card’ and it  contains a photo of the owner and a smart-card protected by a PIN (Personal 
Identification Number). The card can be used for authentication (1), protection of communication 
(2), encrypting emails (3), and signing documents using an electronic signature (4). The details of 
these four protection steps are discussed below. First, however, an overview is presented in figure 
3.4.

UZI-register

Government PKI
Minister of Interior

UZI Care Policies
Minister of PH, W&S

CBPOPTA

Registration

Production Issue

Relying
Party

UZI card holder

Supervisors

To determine and monitor 
standards and guidelines.

Certification Service Provider.

Users of care information.

Figure 3.4 ‘Involved Parties UZI-register’41
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Figure 3.4 shows the UZI-register in relation to the involved parties. In the first (top) layer the 
supervisors are situated, namely the OPTA (Independent Post & Telecommunication Authority) and 
the CBP (Dutch Data Protection Authority). The former is the watchdog for the postal and telecoms 
market in The Netherlands. The UZI-register has been officially registered with the OPTA. This 
indicates that the UZI-register complies to all statutory requirements42. The CBP was instituted to 
supervise compliance with the Personal Data Protection Act relating to the protection of personal 
data. The UZI-register complies to this act. The second layer shows the two ministries who 
determine to which guidelines the UZI-register has to comply. These are the Ministry of Public 
Health, Welfare and Sports and the government PKI (Public Key  Infrastructure). The former 
determines which persons and organizations belong the covered domain and which procedures must 
be followed to check that the person or organization actually belongs to that domain. The latter is 
described more in depth in section 3.3. The third layer shows the UZI-register in the role of 
certification service provider who has the final responsibility  for the delivery of certification 
services. The UZI-register physically  collects identification data and checks, verifies and registers 
these data. These tasks are performed by  the RA (Registration Authority) which role is performed 
by the CIBG. After performing these checks the CA (Certification Authority) will be initiated by the 
RA to produce the UZI cards and publish the required certificates. The fourth layer consist  of the 
card holder and the relying party. The former is a natural person who is, according to the certificate, 
the holder of a private key which is linked to a public key in the certificate. The latter is a legal 
entity (or natural person) which is the recipient of a certificate (signed by  the use of a UZI-card) and 
which acts in reliance on that certificate. 

To further describe the workings of the UZI-register this section will first  present the technical 
characteristics of the UZI-register. Following with the use of mail encryption and finally an update 
of the latest  developments. The requirements for the use of the UZI-register are set out in chapter 
six with supportive scenarios in Appendix E. 

§ 3.2.1 Technical Specification
The UZI-register supplies four different card types for four different groups presented below in 
table 3.2. 

# Group (card Name) Description of card

1 Health Care Practitioner This card is for professional practitioners. The card is issued on the basis of a 
face-to-face check and verification of the legal identity. The Health Care 
Practitioners receive a personalized card which includes a photograph, and three 
certificates and key pairs (authentication, confidentiality and non-repudiation).

2 Named employee This card is intended for an employee of an organizational entity. The card must 
be requested by a subscriber. The card is issued on the basis of a face-to-face 
check and verification of the legal identity. This card also has a photograph and 
three certificates and key pairs (authentication, confidentiality and non-
repudiation).

3 Non-specific employee This card is issued to an auxiliary (designated by an individual practitioner), is 
non-personalized and comes with two certificates and key pairs (authentication 
and confidentiality). These cards are only issued to subscribers identified as 
health care institutions. 
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# Group (card Name) Description of card

4 Services This card is intended for subscribers who offer one or more services. The card 
contains a certificate that guarantees the relationship of the service to a 
subscriber. On the card the authenticity and confidentiality certificates are 
combined in one single certificate. 

Table 3.2 ‘different UZI user groups’

To provide an overview of the terms used in discussing the UZI-register Appendix B is added.

§ 3.2.2 UZI-SSL
When the UZI-register is used to set up a secured connection between a health care provider and a 
VitalHealth application, the following steps are taken to set up the connection (figure 3.5).

CP VHSCP Hello

VHS Hello

UZI Server Certificate

Demand Client Certificate

UZI Client Certificate

PMS encrypted with Public Key server

encrypted connection using MS

end SSL handshake

encrypted connection using MS

CP  - Care Provider
VHS  - VitalHealth Server
PMS  - Pre Master Key
MS  - Master Key

Figure 3.5 ‘ Setting up a secure connection’

Before a health care provider can safely access an application on a VitalHealth server, he or she has 
to have the following things in place:

• a PC or Laptop with a connected smartcard reader
• installed SafeSign middleware software
• downloaded certificates from the UZI-register and PKI-government
• a valid UZI-card + PIN

Setting up the connection and the test results are presented in chapter 9. 

§ 3.2.3 Mail Encryption using the UZI-card
It is possible to sign e-mails by using the certificates on the UZI-card. As presented in section 3.2.1 
a signature certificate is added on the UZI-card. This certificate can be used in the S/MIME 
(Secure / Multipurpose Internet Mail Extensions)43 standard for e-mail security. S/MIME provides 
the following cryptographic security services: 

• authentication 
• message integrity 
• determine origin (using digital signatures) 
• encryption
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When using the UZI signature certificate an e-mail signed with this certificate becomes a valid 
document, with the same status as a signed letter or other ‘paper’ document44. The use of UZI mail 
encryption and signing is tested and the results are placed in chapter 9. Preparing Outlook for using 
mail encryption is further explained in UZI scenario #7 (Appendix E).

§ 3.2.4 New additions to the UZI-register per May 2008
During the research conducted at VitalHealth and the development of the login system, new features 
were added to the UZI-register. Because of the limited time left, a summary of the new features 
released on the 31st of May 2008, is presented in this section which can be used for further 
research. The primary focus of the new features is aimed at a more flexible use of the UZI-card by 
health care providers. The two primary improvements consists of:

• Health care providers and employees who work for more than one organization can now 
use a single UZI-card

• A more flexible authentication (“Token Authentication”) method45

To explain the difference between the authentication method described in the previous sections and 
the new ‘flexible’ method it is important to understand that the original authentication is aimed at 
providing a secure channel. The UZI-SSL secured channel serves as the authentication of the health 
care provider while transmitting files. With the new ‘flexible’ option (it is an option, because the 
current version will remain active) it is possible to add a token containing authentication 
information to the files which are transmitted. This token can be used by the LSP to verify if the 
sender of the files is authorized, before the updated files are processed by the LSP to the data 
sources. The tokens are made on the workstation of the health care provider using the X.509 
standard46. The token will at least consist of the following attributes.

• A nonce (unique number or string)
• A validity period
• The addressed person/organization

By linking the unique number to the message-ID in the HL7v3 message, a token can be verified to 
check if it  actually belongs to the message. This prevents hackers from using stolen tokens. The 
validity  period prevents tokens from taking up unnecessary  memory in databases. The big 
advantage of the system according to Nictiz is that  it is now possible to use a communication server 
(e.g. in a hospital) that is connected to the LSP using a UZI server certificate in stead of loose 
connections per health care provider to the LSP. The communication server is now responsible for 
the secured connection and all the data can be linked to a health care provider according to the UZI 
token attached to the files.  

It is noteworthy that this setup is almost identical to the one I advise to use in chapter 5 for the 
situation at VitalHealth, apart from the use of the tokens. 

The test environment for this new UZI release is expected to become online in October 2008.
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§ 3.3 Government PKI
PKI stands for Public Key Infrastructure and is a system that provides users of electronic 
communication a security system based on public and private keys. These keys are associated with 
one or more certificates. The hierarchy of these certificates provides the level of trust in electronic 
transactions. The root  certificate is the first certificate in the hierarchy and is digitally signed by a 
CA (Certificate Authority). Government PKI (PKIoverheid47  in Dutch) is the name for the PKI 
designed for safe and secure communication within and with the Dutch government. Its objective 
can be summarized in four points: 

• Using valid digital signatures for signing documents
• Securing websites
• Valid authentication through a network
• Encryption of documents

To realize this, a national PKI certificate hierarchy has been realized. This hierarchy  consists of one 
root and two sub domains (subCAs) each having CSPs (Certificate Service Provider) below them. 
Each CSP can issue several types of certificates (e.g. authentication and encryption). The CSPs 
must live up to the ETSI TS 101 456 (European Telecommunications Standards Institute) to be 
allowed in the hierarchy.
An organization can buy  certificates at the Government PKI (e.g. server certificates, SSL 
certificate). To be able to purchase these certificates a list of requirements must be met. These 
requirements are specified in a document48 available at the Government PKI. To describe these 
requirements is beyond the scope of this research.

§ 3.4 BSN
The BSN has been initiated for standardizing the authentication of citizens in The Netherlands, and 
prevention of mistaken identity49. It replaced the old sofi-number per November 26th 2007, which 
was used thus far. Every citizen of The Netherlands will receive a BSN from this date on, the only 
restriction to this is that you will have to live in The Netherlands. For Dutch citizens who live in a 
foreign country  the RNI (Register Niet Ingezeten) is initiated to also provide these people whit a 
unique number. The BSN is used to greatly  simplify the process of linking records across different 
government databases (e.g. Tax Administration, Local Government, Police, Health Care, etc.), 
because the BSN will be added to all these files. The use of the BSN is regulated by  Law (see 
section 2.4.4). The BSN itself contains no information. The number is not coded in any way, 
making it meaningless without the data is it  linked to. The Wabb also specifies that no one can use 
the BSN without permission, providing an extra layer of security. The management and issue of 
BSNs is controlled by the BV-BSN (Beheersvoorziening BSN). The BV-BSN initiated a portal for 
working with the BSN, the SBV-z. This is the portal a care provider can use to request  and verify 
the BSN of a patient50.

§ 3.4.1 BSN-check automatic
It is possible to query the SBV-z manual or automatic, the former is described in Appendix C. The 
automatic option works by using XML (eXtensible Markup Language). The SBV-z supports two 
formats for questioning the database SBV-z XML or HL7v3 XML. To query the database there are 

Master Thesis “Triple A in Health Care”                           

28

47 website: www.pkioverheid.nl – information about the Government PKI
48 website: http://www.pkioverheid.nl/voor-certificaatverleners/programma-van-eisen/programma-van-eisen-2005/ 
49 ʻHandboek EMD/WDHʼ, Ministerie van Volksgezondheid, Welzijn en Sport, November 2007
50 ʻHet BSN in de Zorg - de zwakke plekkenʼ, V.C. Lucieer, Tijdschrift voor gezondheidsrecht, 2007

http://www.pkioverheid.nl
http://www.pkioverheid.nl
http://www.pkioverheid.nl/voor-certificaatverleners/programma-van-eisen/programma-van-eisen-2005/
http://www.pkioverheid.nl/voor-certificaatverleners/programma-van-eisen/programma-van-eisen-2005/


two search paths51 with the following required fields (there are also optional fields like Nationality, 
Street name, etc) :

1. Data of Birth, Gender, House Number, Zip code
2. Date of Birth, Gender, Family Name

An example question asking for the person with the family name “Pietersen”, gender female, and 
date of birth 3rd of June 1954, in the SBV-z XML format would look like this:

- <Vraag> 
- <Persoon> 
  <Geslachtsnaam>Pietersen</Geslachtsnaam>  
  <Geboortedatum>19540603</Geboortedatum>  
  <Geslachtsaanduiding>V</Geslachtsaanduiding>  
  </Persoon> 
  <Adres />  
  </Vraag> 

The answer will indicate if the fields match (true or false) and will only present  a result if the 
required fields yield a match. The SBV-z supplies a Excel test tool that can generate the SBV-z 
XML message according to inserted data in a spreadsheet. The outcome of this spreadsheet can be 
used to verify the workings of an application (see also the previous section). In Appendix H a 
HL7v3 message is presented that queries the SBV-z for a person with the BSN 100197245. Both the 
SBV-z XML as the HL7v3 XML files are being processed using a web service (SOAP through 
HTTPS).

The WSDL (Web Service Definition Language) interfaces are described in detail in the following 
document, it goes beyond the scope of this research to include them in this thesis. The examples 
supplied within this document are very specific about the required steps for implementing the BSN-
check within an application. 

Document: Interfacebeschrijving Initiele vulling SBV-Z XIS, SBV-Z, December 2007
Source:             SBV-Z url: http://www.sbv-z.nl/hulpmiddelen/technischespecificaties/ 

§ 3.5 Conclusions
For VitalHealth the most important conclusions to be derived from this chapter is the availability of 
a ready to use authentication service for health care providers, namely the UZI-register. On top  of 
that is the very  promising authentication service for patients called DigiD, which can be used for 
future application in which patients need access to their own health information. Another important 
conclusion is the implementation of the Wbsn-z, this new law specifies that all health information 
must be identifiable using a unique number, the BSN. This number can than be used by VitalHealth 
to retrieve health information, and to verify  the identity of a patient by using the web services 
provided by the SBV-z. 
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4. Communication Services
The key to success in using web-bases applications is ‘uniformity of interface’, so that users (and 
programs) can access services without the need for ‘custom’ code52. This is exactly what Nictiz tries 
to accomplish with its LSP. When transferring medical records it is important to set up  a secured, 
standardized connection and make sure that only  authorized people can access the files by 
performing an authentication step. By  standardizing and regulating this communication through a 
central switchboard and allowing only ‘qualified’ systems to communicate with each other, the 
Nictiz tries to improve the overall security and usability when working with medical records. To do 
this the communication between the different service providers (e.g. UZI-register, SBV-Z, Care 
Providers) is scheduled to take place through the LSP in the near future. Health care providers must 
comply to the GBZ requirements in order to use the LSP. This chapter presents a description of the 
LSP and GBZ to see what is required for VitalHealth in order to use the LSP. On top of that this 
chapter will describe a potential billing service. The use of many services described in this research 
are currently free of charge, but when this changes it is wise to prepare this situation. 

§ 4.1 LSP
The LSP is a ICT infrastructure designed to handle the transfer of medical records across the 
internet. The development of the LSP was initiated by the ministry of public health and sport 
(ministerie van VWS) who requested the Nictiz53 (‘Nationaal ICT Instituut in de zorg’ or national 
ICT institute for healthcare) to guide the development of the LSP. The completion of the LSP is an 
important step  to the implementation of the EPD (‘Elektronisch Patienten Dossier’ or Electronic 
Patient Record), because a functional LSP is necessary for the implementation of the EMD54 
(‘Elektronisch Medicatie Dossier’ or Electronic Medication Record) and WDH55  (‘Waarneem 
Dossier Huisartsen’ or General Practitioner Record), both are important chapters of the EPD. The 
LSP is currently  only  available in regional experiments. These experiments or ‘pilots’ are currently 
only aimed at the WDH and EMD. It  is interesting that one of he projects under development for 
the LSP is e-Diabetes. This project is aimed at the distribution of health information for diabetes 
care. At this point there is little information available of this new project.

§ 4.1.1 Organization
Nictiz closed a deal with CSC Computer Sciences B.V56  to build the LSP. The organization of 
Nictiz consists of a board of directors with supportive departments (e.g. communication, public 
affairs, etc.) attached to them. Below this group are the departments of: knowledge and advice, 
development and maintenance, and cluster operations. The first two are involved in the 
development and testing of new applications and releases. Cluster operations is responsible for 
managing the LSP, qualifying ZSPs and XIS (health care information system) applications for 
connection to the LSP, and general support. 
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§ 4.1.2 Working with the LSP
Nictiz describes the LSP as being the equivalent of an air traffic control tower that handles the 
distribution of medical records in The Netherlands. The LSP does not store any medical records, it 
merely transfers them. When working with the LSP users can search for medical records using a 
search engine comparable to that of Google. Health care providers can find medical records that are 
dispersed over different hospitals, pharmacies, etc. and use an electronic passport (UZI-card) to 
access these files. To illustrate this, the interconnection and explanation of finding files using the 
LSP is set  out in figure 4.1. The XIS is the software application that might be from VitalHealth. The 
patient box represents the ability of patients to influence the availability of their records on the LSP.

Care Provider

GBZ

XIS

ZSP

Care Provider

GBZ

XIS

ZSP

Care Provider

GBZ

XIS

ZSP

LSP

UZI-register SBV-z Patient

Figure 4.1 ‘Simplified Layout of LSP, UZI, and SBV-z’

When a health care provider wishes to access patient records or an application through the LSP, he 
or she has to be in the possession of a digital passport. The UZI card fulfills the role of this 
electronic identification method. Therefore there is a direct  link between the LSP and the BSN and 
UZI-register. The LSP uses these systems for both the validation of medical records, as 
authentication purposes. When a doctor wishes to view the records of a patient located in a database 
connected to the LSP, the LSP will verify the identity of the doctor (UZI-register) then look up the 
file of the patient using his or her unique identification number (BSN through the SBV-z), checks if 
the doctor is authorized to view the data using a ‘authorization list’, and eventually  check whether 
or not the patient has given permission to use the data

§ 4.1.3 Technical Specification
To use the LSP one must comply to a number of rules set  by  the Nictiz. These rules, or 
requirements, are specified for the different subsystems that are connected to the LSP. The base 
infrastructure of which the LSP and most sub systems are part of is called AORTA. The systems that 
connect to the LSP must comply with a set of security  requirements57. To obtain a qualification a 
system must first undergo a series of tests. These tests consist of both communication tests (using a 
simulated environment) and obtaining the GBZ-qualification (the owner of the system has to sign a 
document indicating that the system complies to these GBZ requirements, although this is not 
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checked). Once a qualification has been obtained, no further checks are required. The requirements 
for the GBZ-qualification are further set  out in section 6.1.3. The ZSP58 is a provider of services 
through a data network between a GBZ and the LSP. The primary purpose of the ZSP is to provide a 
connection between the GBZ and the LSP, while keeping the GBZ informed of maintenance, 
network failures and essentially  keeping the network in working order. For more information about 
the GBZ see section 4.6.

§ 4.1.4 Security & Authorization
Although the LSP does not store any medical records it does decide who is allowed to see these 
records (authorization) and it transports the medical records. For this reason security measures must 
be taken. For the LSP this results in four distinct security systems. The first security system set  by 
the LSP is the use of the UZI-card (see also section 3.2) to set up a secured connection. This secured 
UZI-SSL connection (working with both client and server certificates) is set up by using the UZI-
register. The second is to record all the transactions that take place at  the LSP, to review the use of 
the LSP and be able to detect fraud. The third systems is the implementation of authorization lists. 
These authorization lists are made available to the LSP by the health care providers. They decide 
what information is made available for connection to the LSP. When a patient does not want his or 
her information distributed by the LSP, he or she has to fill in a form that specifically sets out who 
is authorized to see the patient’s medical records. The health care provider needs to provide this 
form. This way an authorization profile is generated although at  this point it is unclear how this list 
is set up.59 This situation is the opposite of the situation in the United States under the HIPAA law 
(see section 2.2.4) in which the patient must first give permission to use the medical records. 
Finally, the fourth system is the qualification of systems connected to the LSP. These systems are 
the ZSP, XIS, and GBZ. The first two of these systems are qualified by the Nictiz by means of a 
simulated environment. The latter is based on the health care provider signing a document 
indicating that he or she is compliant with the GBZ requirements. The Nictiz does nog check wether 
the GBZ requirements are indeed met. In the near future it is expected that random checks will be 
performed among health care providers to check if they comply to the GBZ requirements. 

§ 4.1.5 Test environment
The LSP consists of a production environment and three test  environments60. The test environments 
are used for testing new entries for authentication (e.g. UZI-register), communication protocols (e.g. 
HL7), basic transactions (e.g. requesting and editing files from a ‘simulated’ HIS (Health 
Information System)). A distinction is made here between testing a XIS, ZSP, and LSP. These three 
different tests are briefly presented below.

• XIS
Testing the XIS with the LSP will consist  of three parts. First the UZI-SSL connection is 
tested. When this test is completed successfully  the HL7 messages are checked for 
consistency (there is also a separate test tool available for testing HL7 messages. This tool is 
accessible at www.testtool.nl). Finally  a number of test scripts are run to test the operation of 
the XIS. The entire time-span of the testing procedure is estimated at six weeks.

• ZSP
Before acquiring a ZSP qualification from the Nictiz, the ZSP has to be tested. This test  is 
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performed on one of the test  environments from the LSP. The test is primarily focused on the 
‘PvE ZSP61’ as supplied by the Nictiz. 

• LSP
Before a new version of the LSP is launched it is first tested by  the ZIM  and is primarily 
focused on the ‘PvE LSP’. This test takes place under the supervision of CSC.

The simulated environment used for testing is not yet online at the moment of writing. The launch 
of this environment is scheduled for the 2nd quarter of 2008. The simulators are named Ximulator 
and Zimulator for either XIS or ZSP tests. 

§ 4.2 GBZ
To communicate with the LSP a XIS (health care information system) has to comply to the GBZ 
requirements62. These requirements form the basis for obtaining a GBZ qualifications. This 
qualification is required before being allowed to connect to the LSP. The definition of a GBZ is 
according to the following criteria63 (this can be seen as the scope of the GBZ):

• a XIS application or a collection of XIS applications
• including used medical records & health care provider mail boxes
• who are at the disposal of one health care provider
• who can transfer medical records through the ZIM
• who communicate with the ZIM using a single IP address
• who authenticates using a UZI server certificate
• including all the security measures that are in place to prevent unauthorized access
• including the related management and user procedures

At the moment of writing the health care providers have to fill in a form and sign it, stating that they 
do comply to the GBZ requirements, however, there is no test-procedure to verify this available yet. 
The Nictiz expects to work with random checks of health care provider systems to verify whether or 
not they do comply to the GBZ requirements. To become a GBZ a health care provider has to 
comply to a set of requirements. These requirements are divided in three groups as listed below.

1. Application Requirements
2. Implementation Requirements
3. Exploitation Requirements

The first set is related to the functionality (or behavior) of an GBZ-application to user input and 
received messages from the ZIM. The second set describes the level of quality  a GBZ should be 
able to provide to all the connected systems (e.g. connectivity, security, response times etc.). The 
last set of requirements describe the behavior to external users (e.g. patients) with regard to overall 
performance, security and availability. 

The requirements for the GBZ are well documented by the Nictiz. Table 4.1 shows the location of 
the requirements in the Nictiz documentation (source: www.aortarelease.nl)
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Requirement Set Location Document

Application Chapter 4 Programma van Eisen voor een GBZ, Nictiz May 2003

Implementation Chapter 5 Programma van Eisen voor een GBZ, Nictiz May 2003

Exploitation Chapter 6 Programma van Eisen voor een GBZ, Nictiz May 2003

Table 4.1 ‘Location of GBZ Requirements’

§ 4.3 Billing Services
Billing is a complex issue in modern day software engineering. The days that billing was a simple 
back-office administrative function have long gone64. The telecom market is an example of complex 
and numerous transactions that have to be registered and billed to the correct parties. Billing of 
services is therefore an important subject that covers a wide scope of related business issues. Billing 
is linked to components such as customer handling, order handling, market analysis, service repair 
and the detection of fraud. A ‘good’ billing system should keep  track of transactions for a long 
period of time, it  must be able to cope with many different ‘products’, it should work with 
alternating tax systems, etc. Billing can also be an inhibitor when launching new services into the 
market, because of the time required to set up the billing logic. It is therefore very  desirable to have 
a standardized and flexible billing system available in a SaaS environment. In most cases this will 
result in the implementation of a third party  solution. An example of outsourcing billing 
transactions can be seen with iDEAL65 (a solution to handle payments over the internet). A billing 
transaction has a standard format of transactions. These transaction are set out in figure 4.2. 

Client Provider
Service

Bill

Request

Payment

Figure 4.2 ‘Billing Transactions’

§ 4.3.1 Billing in Health Care
In the current situation the billing for usage of the VitalHealth applications is done on a license 
basis. A single (or group  of) health care provider comes to an agreement with VitalHealth for the 
costs associated with the usage of the application. This agreed price depends on items like: number 
of users, features, support, and contract duration. The agreed price includes the usage of servers, 
network bandwidth, and other related services used by VitalHealth. The new services about to be 
used by VitalHealth (e.g. UZI-register, LSP & SBV-Z (BSN-check)) can be added to this list. 
At the moment of writing the services provided by Nictiz are financed by  the Dutch government66. 
It is unclear how this will change in the future, but it is very likely that transactions costs will 
eventually be charged for the usage of the Nictiz services as is the case with for example iDEAL. 
These transaction costs will then have to be charged to the health care providers and eventually to 
the patients and their health insurance companies. This requires the use of billing services in a SaaS 
environment. 
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To visualize how these transactions will most likely be distributed across the different services 
figure 4.4 is added. 
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Figure 4.3 ‘Overview Billing Transactions’

Figure 4.3 shows the different parties which are expected to calculate transaction costs for the usage 
of their services. The solid black lines indicate the sending/receiving of billing information. The 
dashed gray line represent the transactions between the XIS of the health care provider and the 
services (as explained in the previous sections). In figure 4.4 the health care provider and XIS are 
positioned in one box. This is done to simplify the overview of the billing transactions. Also left out 
in this figure, are the actual payments to the different parties and the connection to the health 
insurance company. To further explain the role of the billing service the following scenario is 
added. This scenario is set up in a use-case in Appendix L. 

Scenario: Billing to Patient ‘A’
Patient ‘A’ receives treatment from the following group of health care providers: oculist, 
dietitian, and general practitioner. These health care providers access patient records located 
on a local server or an external server through the LSP and view and/or edit them. After the 
treatment at the health care provider the costs of the treatment are registered. The transaction 
costs of the network usage and used web services are send to the billing service (see figure 
4.4) The billing service sends this information to the XIS. The XIS combines this information 
with the treatment costs and patient details and sends a billing request back to the billing 
service. The billing service sends the request to the patient (in many cases this request is send 
directly to the health insurance company. 
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Sending the billing request to the patient is only a part of what the service should do, the following 
list sums op the most important tasks of the billing service. 

• Collect Transactions Details
• Combine Transactions (e.g. all per transactions per BSN)
• Send Billing Requests
• Provide Billing Status
• Secure Confidentiality

The billing service as presented above could be supplied by TNO. TNO is a Dutch research 
institute, founded in 1932, that has as its primary goal the application of scientific knowledge 
(applied science). TNO tests and certifies new technologies and services and provides an 
independent evaluation of product quality. TNO provides the opportunity of using its billing lab. 
This lab is able to process many different types of billing transactions. The lab is currently  also 
looking for possibilities for applying billing services in a SaaS environment.

§ 4.3.2 Further Research
The implementation of a billing service in combination with health care services is one of the 
research topics that can be used as a follow up for this thesis. To provide a starting point the 
following research questions are presented to guide the development of a billing service for use in 
the health care sector. 

• Which services are going to charge transaction costs?
• What information is required per service?
• How are billing details linked to patients and/or services?
• What information is privacy sensitive?
• Which security measures are required?
• How should the different services be connected to the billing lab?
• How can billing functionality be built into a VitalHealth application?

The answers to these questions can act as the basis for developing a billing service that can be used 
in an integrated health care chain. 

§ 4.4 Conclusions
The LSP is intended to be used as a traffic centre for medical records by providing a standard portal 
for the distribution of medical records. It covers both the aspects of authentication and authorization 
in its joint structure with the UZI-register, and by providing a communication standard (SSL 
connection and HL7 messages) it can open the door to a successful introduction of the EPD. The 
GBZ provides useful guidelines for a health care provider to prepare for working with the LSP. 

Looming on the horizon is the aspect of transactions costs on many of the now free health care 
transactions. These extra costs are no certainty at this point, and no specifics are yet available, but 
in my opinion this is only  a matter of time, and therefore it is wise to perform research into this 
subject.
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5. Data Distribution & Integrated Care
This chapter will present the different aspects that are related to the distribution of medical records 
across a health care chain. These aspects are listed below. Its focus is on the situation in The 
Netherlands. This chapter deals with the following questions. 

• Who needs which medical records?
• Where are medical records stored?
• How are medical records made available?

The following sections will present the above mentioned topics after first presenting the distribution 
of medical records through the diabetes care chain. To point out the implications of choosing a 
specific distribution option, I have added three different scenarios, which will be used for 
comparison. The perspective of the scenario is based on the situation of health care providers using 
a XIS from VitalHealth. 

§ 5.1 Diabetes & Integrated Care
To answer the above questions and work up to an advice for handling medical records in a health 
care chain, this chapter uses information about the treatment  of diabetes patients. This integrated 
care process has several health care providers (e.g. dietitian or oculist see also table 5.1) with their 
own profession. To illustrate the amount of effort involved in treating diabetes patients the 
following checklist for ‘adequate’ diabetes care was created by  the Dutch Diabetes Federation or 
NDF (Nederlandse Diabetes Federatie)67.

• HbA1c (blood test) at least once a year
• Blood pressure test at least once a year
• BMI (Body Mass Index) measurement at least once a year
• Eye test by oculist every two years (prevention Diabetic retinopathy)
• Feet and lower leg check up at least once a year (prevention foot complications)
• Kidney function test at least once a year
• Establish Lipid profile at least once a year
• Visit to dietitian at least once a year

The above tasks are performed by the different health care providers in the integrated care for 
diabetes. Treating diabetes patients is multidisciplinary  task and the group of health care providers 
involved are referred to as care-groups. Within these care groups a distinction is made between first 
and second line (or supportive) care. The first  line consists of the core disciplines (general 
practitioner, nurse practitioner, dietitian, teaching assistant), while the second line consists of 
‘supporting’ disciplines’ (oculist, internist, internal medicine, cardiology, neurology, vascular 
surgery, clinical chemistry, pharmacy, podiatry, physiotherapy, psychology, social worker). Wether 
or not a discipline is first or second line is not relevant for the distribution solution. Whenever a 
health care provider has to treat  a patient he or she requires the medical records of that patient 
containing only the relevant information for performing the task. If we would look at the medical 
record of a patient as a file containing ‘blocks’ of information then the required (and allowed) 
blocks per profession will vary. Figure 5.1 presents an illustration of this situation.
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Figure 5.1 ‘Integrated Care & Required Data’68

§ 5.2 Access Rights
The Wbp states that a health care provider may only use the minimum amount of personal 
identifiable health information required to perform a specific task, and should only have access to 
these files for a minimum amount of time (see also chapter 4). This results in different portions of 
information available for the professions involved in the treatment of diabetes patients. To illustrate 
the data distribution through the integrated care chain figure 5.2 is added. The figure presents the 
distribution across the different health care providers according to access rights. The percentage 
indicates the number of fields in the patient record that should be accessible. Since the purpose of 
this report is to present the aspects of security and distribution of medical data, the different items, 
located in the data sets, are not  further elaborated in this thesis. For more in depth information about 
the data items see the document ‘Content e-Diabetes Dataset’69 and especially  appendix 1 for this 
was the source for figure 5.2. 
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Access Rights to Medical Records (Diabetes Care)
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Figure 5.2 ‘Access Rights to Medical Records (Diabetes Care)’
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Figure 5.2 shows that of the different health care providers the dietitian, pharmacist, and general 
practitioner can access the largest part of the medical record of a patient. The ‘other specialists’ can 
also access more than 50% as a group, but per profession this may vary. For the general practitioner 
the access is even 100%. Figure 5.2 also shows that  the patient has full access rights to his or her 
own medical record.  

The nature of the access differs per situation and health care provider. There are four possible 
actions upon these data: view, change, add, and delete. Of these actions the view and add actions 
will dominate, because a health care provider is only  able to change and delete their own data (NDF 
refers to this as source data), and is granted (view) access to other relevant data. Historical 
information is important for treatment, and therefore new diagnosis, measurements, and other 
comments are mostly additions to the medical record to build up a track record. 

To illustrate the implications for these access rights we have to look at the large number of diabetes 
patients (more than 600,000 see chapter 1) in The Netherlands. Most of these patient have to visit 
some or all of these health care providers at least once a year, and in most cases information will be 
added (and sometimes changed) to the medical records, after first  reviewing historical information 
about the patients condition. Whether the information added or changed in the record might only 
consists of a date for the next appointment, does not change the fact  that a record is updated. Every 
health care provider in this chain can access the patient’s record and must be able (when access is 
granted) to see the latest  addition of the records for proper treatment. This results in many changes 
and views on medical records every day, but not only for diabetes care. A general practitioner 
should also be able to access the record in case of other medical circumstances that might require 
the information.

§ 5.3 Storage
The medical information used for the treatment of diabetes patients must be stored in some way. 
There are several options for the storage of data in general, it can be stored at a single source, 
distributed using multiple (local) copies, and/or in any combination of these two options. The Wbp, 
or any other legislation, does not demand the use of any specific option as long as a ‘reasonable’ 
amount of security is in place. In this regard it does look somewhat like the HIPAA legislation. To 
come to a choice for a suitable storage option first the (dis-)advantages of both options are briefly 
given below in table 5.170 71.

# Data 
option

Advantage Drawback

1 Store data 
locally

• Fast access (e.g. large files)
• Always available (no network required)
• Ability to change data to own 

preferences. 

• High security risk (e.g. desktop is easy 
to access)

• Vulnerability (e.g. building on fire)
• Outdated data (not the most recent files)
• Difficult to keep files up to date
• Difficult to determine what files are 

relevant
• Responsibility for backups
• Time consuming (managing all above)
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# Data 
option

Advantage Drawback

2 Store data 
at a single 
source

• Security is easier to control
• Files are always up to date
• Accessible from anywhere 
• High storage capacity 
• Servers are more stable (e.g. strict 

maintenance, backups)
• Authorization and Authentication are 

easier to control

• Dependent of network connection
• More delays when working with large 

files
• Security risk due to electronic transfer of 

files using computer networks
• Single point of failure

Table  5.1 ‘Advantages and Drawback in data storage’

To choose between these different storage option a list of usage requirements and the characteristics 
of the data in the medical records for diabetes care are required. With this list  a motivation for a 
storage option can be given. The list, including motivation per point, is presented in table 5.2.

# Requirement Description

1 Reliable It goes without question that the medical records should be reliable, meaning that the 
data is not corrupted, doesn't get lost or becomes unusable, and can be accessed 
whenever this is required for the treatment of the patient. 

2 Up to Date For optimal treatment it is required that the medical records are up to date, meaning 
that the latest changes or additions of all health care providers must be incorporated 
in the medical record whenever he or she visits a health care provider. 

3 Easy to Access Accessing a medical record during, or right before, the patient visiting a health care 
provider shouldn’t take too much time and effort and without jeopardizing the 
security of the medical records. 

4 Location Independent Health care providers might need to access medical records from different locations 
(e.g. different rooms in a hospital). This requires a solution for accessing the medical 
records independent of the location.

Table 5.2 ‘Usage Requirements’

The data in the medical records mostly consist of text messages in many forms (e.g. summaries, 
blood sugar levels, etc), and few large files (e.g. pictures). 

§ 5.4 Distribution Scenarios
For comparison purposes I have added three scenarios which can be used to come to an advice for 
VitalHealth with regard to the storage and distribution strategy  to be pursued. The three distribution 
scenarios (DS) are presented below followed by  a section covering data management according to 
the different scenarios. 

§ 5.4.1 DS #1 - Data at Source
In this first scenario all the medical patient information is stored at the location of the owner (e.g. 
general practitioner, oculist). This location can consist of a server running a XIS. This server is 
owned by the health care provider (whether or not  this task is outsourced is not relevant) which is 
responsible for the security and access to this server. In this scenario a health care provider can 
easily access and manage his or her own files. Whenever the health care provider requires 
information from other providers, the LSP can be accessed to retrieve information from a patient. 
This requires a secured connection using the UZI-register to the LSP. The actual records remain at 
the owner, there are no copies. This situation is presented in figure 5.3. 
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• HL7 messages

Figure 5.3 ‘DS #1 - Data at Source’

Advantages:
• Health information remains at the owner’s location.
• Fast access to own files

Disadvantages: 
• Private connection to LSP required to request health information
• Own responsibility for data security (e.g. backups, access, etc.)

§ 5.4.2 DS #2 - Single Source
In this second scenario all the medical patient  information is stored in a central database (single 
source). This database is in turn connected to the LSP. In this setup all the information from health 
care providers for diabetes care (using a VitalHealth application) is stored in a single database. This 
database can be managed by either VitalHealth or a third party. The owner of the database is 
responsible for the security of the medical information. In this scenario health care providers remain 
owner of their own files. Whenever the health care provider requires information he or she accesses 
the VitalHealth application which then retrieves the information from the database and from other 
health care providers using the LSP. This requires a secured connection using the UZI-register 
between the health care provider and the database and between the database and the LSP. This 
situation is presented in figure 5.4. The health care provider has now one single portal to access the 
entire medical record regardless of where the information originates from. 

In this situation the medical information remains on the server, a view is generated on the record 
and changes/additions are processed at the server. This results in the existence of a single record 
(apart form necessary security backups), which greatly improves the possibility  to secure the 
records.

XIS
(VitalHealth)

LSP
(Nictiz)

Health Care 
Provider C

Health Care 
Provider B

Health Care 
Provider A

• UZI secured (SSL)
• HL7 messages

Figure 5.4 ‘DS #2 - Single Source’
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Advantages:
• Health information located at a single source (easy to find, secure and maintain)
• Records available form every location
• Single data source reduces security complexity
• LSP access goes unnoticed for health care providers

Disadvantages: 
• External data source reduces access times. 
• No local copies means intensified reliance on network connections 

§ 5.4.3 DS #3 - Single Source with Distributed Files
In this third scenario the setup is the same as in DS2, but this time the files are not all stored at the 
central database. Whenever a health care provider accesses a medical record of a patient, he or she 
retrieves an instance of the record on the local environment. This implicates that multiple copies 
can exist of the record at some point in time. This require additional ‘data management’ which will 
be further explained in the following section which compares the different scenarios. 

To illustrate this situation a scenario of an oculist  opening a medical record is presented here, this 
scenario is also worked out in a use-case in Appendix M:

Scenario: Oculist and Patient
Patient ‘A’ arrives at the oculist. The oculist logs on to the VitalHealth application and opens 
the patient record by inserting the BSN number. The oculist receives the record containing all 
the fields that are required for the treatment of the patient according to the NDF standard. 
The information which is received is a local copy of the original file. Because it is now a local 
copy, the file can be viewed fast and can be edited easily72. This is especially useful for larger 
files (e.g. high res pictures). The ‘original’ record will be updated whenever the treatment 
phase is completed. 

This scenario looks a lot like DS2 and has almost the same (dis-)advantages with a few differences 
that do require a different technical setup and pose a more increased security risk. 

Advantages:
• Health information located at one source (easy to find)
• Records available form every location
• Single data source reduces security complexity
• LSP access goes unnoticed for health care providers
• Local copies improve performance during usage

Disadvantages: 
• External data source reduces access times, but not during usage. 
• The existence of local copies increase security risk
• Database Management becomes more complex
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§ 5.4.4 Data Management
The DBMS (Database Management System)73  is responsible for the organization of data in a 
database, regulating updates, changes, and retrieval operations on the data set. One of its most 
important tasks is maintaining the integrity  of the data. This can be done for example by preventing 
simultaneous updates on files. This does not automatically  mean that health care providers can’t 
have concurrent access to files but they can be limited to a ‘view only’ situation. An example of a 
DBMS is PostgreSQL74  which is also used by VitalHealth. PostgreSQL is a so called ORDBMS 
(Object Relational Database Management System) and is a open source system. The complexity of 
the database management differs per scenario. The following section sets out the differences 
between the three scenarios. The viewpoint is still from VitalHealth as a XIS supplier. The DBMS 
works in conjunction with the XIS, this means that some of the proposals made can be achieved by 
either the DBMS or XIS. 

Data Management DS #1 
In DS1 the database the XIS is accessing is a local one. This means the health information stored on 
the server also belongs to the health care provider. This is a very standard database situation in 
which the user can perform updates and changes to the data on the server. The DBMS is in this case 
responsible for the performing the tasks the XIS instructs the DBMS with. In this scenario we see 
two parties who can access the health information: the health care provider and the LSP. The former 
has full access to his or her own files while the latter can only view the files. Since the LSP keeps 
track of the authorization lists no additional steps have to be taken to secure the data from access by 
the LSP.

Data Management DS #2
DS2 poses a more complex data management situation. In some sense the data management 
becomes comparable to that of the LSP. Since an entire group  of health care providers use the same 
XIS which now has one single database containing all the health information. In this situation an 
authorization list must be added to designate which health care provider is the owner of the health 
information, but also to indicate what information can be accessed by which health care provider. 
This authorization list can be set up  using the NDF standard. Another important aspect is that of 
usage, meaning how are records displayed that are currently in use by other health care providers. It 
is important for an optimal treatment that the records that are viewed are the most recent ones. In 
my opinion this requires the following additions to the data management. 

• Indication when records are in use (e.g. records are flagged red)
• Indication of update since last view (e.g. records are flagged yellow)
• Time stamp added on every update.

Data Management DS #3
DS3 is for the most part comparable to DS2 with one big difference, namely the existence of 
multiple copies of a file on local workstations. This requires an extension to the database 
management. It should now not only indicate that a copy is currently in use but must also perform 
updates on records when the copy is returned after usage. When the copy is returned it must 
perform all the updates made on the original copy, but it must also be able to cope with copies that 
don’ t  return immediately after usage or are never returned at all. It also important that local copies 
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have a limited lifespan to prevent stockpiling of records on workstations. This requires the 
following additions (plus the ones suggested for DS2).

• Maximum time after which a copy becomes invalid (e.g. 24 hours)
• Verification that a copy is not altered during transfer. (e.g. by adding a UZI token)

§ 5.5 Comparing Scenarios
To be able to choose a storage option table 5.3 is added to indicate the differences between the 
storage options. The grades awarded to the different categories are based on research75, my own 
judgement and consulting with VitalHealth employees about their experiences with customers. For  
a more detailed comparison between the different types of health care providers and there own 
preferences, with regards to the usage of health applications, a large survey should be made. The 
time and effort required for performing such a survey goes beyond the scope of this research. The 
scores that are added in table 5.3 are however a realistic overview of the differences between the 
scenarios and how they affect  the usage criteria for the group of health care providers contained in 
the diabetes care chain. 

# Criteria Weight DS #1 DS #2 DS #3

1 Reliable 5 3 5 5

2 Up to Date 5 2 5 4

3 Easy to 
Access

4 5 3 3

4 Location 
Independent

3 1 5 5

5 Use of UZI 4 3 4 4

6 Access to 
LSP

2 2 4 4

7 Security 5 2 4 3

8 Maintenance 5 3 5 3

9 Complexity 3 5 4 3

10 Speed 3 5 3 4

Grade 3,05 4,28 3,77

scale: 1 to 5 higher is better/more important

                            Table 5.3 ‘Selection Criteria’
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Figure 5.5 ‘Selection criteria’

The last  three criteria require some additional explaining. With maintainability  the easiness of 
performing system updates (both hardware and software) and keeping the system running are 
graded. Complexity  refers to the amount of effort required to keep files up to date, keep track of 
usage, and resolve simultaneous updates in a record. Speed refers to the time required for opening 
and updating records. The scores are based on the diabetes data set, which mostly consists of small 
data sizes with the exception of pictures used by  oculists. Processing these characteristics of the 
data usage for diabetes care in the weights appointed to the different criteria (see table 5.3), figure 
5.5 points out that the single source solutions in most cases outperform the ‘data at source’ option. 
Only on ‘easy to access’, ‘complexity’, and ‘speed’ does the former outclass the DS2 and DS3 
options. The single source solutions are almost identical with a slight negative shift in ‘security’ and 
‘complexity’ and a positive one in ‘speed’. The speed advantage is only desirable when working 
with larger files. The increased effort required for security and therefore increased complexity make 
this option more difficult to manage. This is mostly  the result of the creation of copies of medical 
records. This results in an increased security risk, and a more complex DBMS.  

§ 5.6 Choosing a Solution
Now to put this into perspective, the integrated health care chain using the VitalHealth XIS should 
preferably use a single source storage. This single source storage point can then be connected to the 
LSP which in turn is the basis of a distributed storage. So whenever a health care provider, that is 
not using a VitalHealth application (XIS), is looking for a medical record of a patient, he or she 
should be able to find the record through the LSP (by the time the LSP is operational). The choice 
between DS2 and DS3 is a difficult  one. However, the extra complexity  involved in designing the 
system to cope with multiple copies, plus the additional security  risks associated with maintaining 
local copies puts the favor on DS2. The proposed solution at this point is therefore a XIS with a 
single source storage that can be connected to the LSP.

Master Thesis “Triple A in Health Care”                           

45



Apart from the general layout that is chosen there are some other properties that need to be included 
in the chosen distribution option. These properties are necessary  to prepare for a future connection 
to the LSP. These properties are the following:

• Support of the UZI-register (both client as server side)
• Using HL7v3
• Medical Record layout according to ‘e-Diabetes Dataset’

This will result in the following situation as sketched in figure 5.6. This is a simplified figure of the 
real world system (see also chapter 4). 

XIS
(VitalHealth)

LSP
(Nictiz)

Health Care 
Provider C

Health Care 
Provider B

Health Care 
Provider A

• UZI secured (SSL)
• HL7 messages

• Medical Record 
according to NDF 
data set

Figure 5.6 ‘VitalHealth situation’

The choice between DS2 and DS3 might, however, change into the favor of DS3 according to 
developments in data characteristics and internet performance. It is to be expected that the size of 
medical records will increase, especially with the possible addition of photographs and/or videos. 
This development will then have to be compared to the still overall increasing internet 
performance76  to decide when the DS3 option becomes the better option. However, looking at the 
nature of the health information required for diabetes care, I do not expect the DS3 option to be 
required for this particular health care chain.  

§ 5.7 Conclusions
The LSP is aimed at the coupling of all the distributed files from the multitude of health care 
providers on a national (and future European) scale. Since the large number of databases that 
contain medical information this seams to be a logical choice. It does, however, not automatically 
indicate that it is also the best option for smaller scale situations as the ones VitalHealth is currently 
working with. In my opinion the advantages of working with a single source for all medical records 
that are used by a health care chain is the best option.
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6. Requirements
To incorporate systems like the UZI-register and standards like the HIPAA, into the VitalHealth 
application it is important to know the different requirements these systems place on the software. 
The requirements vary from pure technical and legal up  to organizational layouts of VitalHealth 
software as a company. Of all the requirements related to these subjects only the ones that should be 
incorporated in the VitalHealth products are presented here.  

§ 6.1 Requirements for VitalHealth Software

§ 6.1.1 UZI-register Requirements
The requirements for the UZI-register are divided in distinct categories which are presented per 
category in the following tables. The first set of requirements relate to the certificates used by the 
UZI-register, the presented requirements are partially derived from the scenarios in Appendix E. 
The yellow arced requirements are technical requirements.

Stakeholders:
Here there are three stakeholders involved in the implementation of the UZI-register. The first is the 
government who want to improve security  and usability  in health care (Nictiz, SBV-z, UZI-
register), secondly there are the health care providers who need to work with the new technologies 
(e.g. oculist and dietitian), and the third one is VitalHealth who needs to develop its application in 
such way that it can work with these technologies. The requirements set by  the UZI-register and 
Nictiz are very specific so that it does not leave much room to add own preferences to them. It is 
therefore not relevant what the requirements of the health care providers are in this research. That 
part has already been researched by Nictiz. Therefore the following section contains the 
requirements that must be met by VitalHealth to work with the UZI-register.

# UZI Certificate Requirements T Cat.

1 CommonName Server: The CommonName attribute for the server must consist of a FQDN (fully 
qualified domainname).

CNR

2 Written Confirmation: Written confirmation to the UZI-register is required when a UZI server 
certificate is received.

SCR

3 Storage of Keys: The subscriber is obliged to store the private key that is linked to a server 
certificate in a secure manner. This means that the private key must be encrypted (no specific 
algorithm required) on the server.

SCR

4 Alternative Storage of Keys: The subscriber can use alternative ways of protecting the keys, for 
example by using a HSM (Hardware Security Module).

SCR

5 Physical Access control: To gain physical access to the server, at least two access controls must be 
passed (e.g. a locked room housing a locked server rack). 

SCR

6 Server Location: A subscriber must make sure that keys are only generated in a secure location. 
This requires a risk analysis based on NEN7510. 

SCR

7 Reporting Alternative Storage & Server Location: The procedures and technologies used for the 
alternative storage of keys has to be reported (in writing) to the UZI-register who has the right to 
inspect these measures. This also applies for the Generating Keys Location.

SCR

8 Access to Private Key: Only the application should be able to access the private key. KR
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# UZI Certificate Requirements T Cat.

9 Access to Key: To decrypt the key a passphrase of at least 6 characters is required containing at 
least a 1 number and 1 capital. 

KR

10 Separation of activation data: The data required for accessing the keys must be stored in a 
separate location from the keys. 

SCR

11 Checking Certificate Hierarchy: The authenticity and validity of the hierarchy in which the 
certificate has been released must be checked. 

SCR

12 Verify validity of certificate: The validity of the certificate must be checked by consulting the 
CRL and OCSP (On line Certificate Status Protocol). 

SCR

T:     
Cat.:   CNR = Certificate Name Requirements, SCR = Server Certificate Requirements, KR = Key Requirements

Table 6.1 ‘UZI Certificate Requirements’

Choosing between Requirements 3 & 4
To be able to make a choice between the two storage options a few comparisons between the two options are 
made here to come to ‘the best’ solution. 

• When storing the keys on a server the physical access security is already specified (REQ#5), when using 
a HSM this requires more procedures.

• A HSM is physically isolated,  meaning that no network access is possible to the HSM, resulting in no 
extra effort required for network security.

• A HSM has dedicated hardware for generating security functions, making them in many cases faster that 
a software counterpart.

• The UZI-register requires that when a server must be restarted that the access to the server-certificate 
must be reestablished by entering an activation key. In case of a HSM this requires the physical presence 
of the HSM.

Taking the above comparisons in consideration, it becomes clear that the HSM has many advantages with regard 
to security because of the physical separation from any network. However, many of the required security 
measures for storing the keys on a server are already present on these servers,  in combination with the required 
physical security for these servers the favor goes to using storage on a server instead of the HSM. The choice 
must be REQ#4.

The second set of requirements for the UZI-register consider the server requirements. These 
requirements indicate what has to be present on the server to work with the UZI-register.

# UZI Server Requirements T Cat.

13 OpenSSL: The server must have a working OpenSSL configuration. SR

14 PKCS#10 file: The server must create a PKCS#10 file, generated using the default attributes. SR

15 RSA keys: The server must be able to generate a 1024 bit RSA public key and a 3DES (Triple 
Data Encryption Standard) private key.

SR

16 X.509 certificate: A DER (Distinguished Encoding Rules) encoded certificate on the server is 
required for connection to the UZI-register.

SR

17 DER vs. PEM: In case a Apache server is used the DER encoded certificate must be converted to 
a PEM (Privacy Enhanced Mail) encoded certificate. 

SR

18 FQDN: The server name must be a Fully Qualified Domain Name consisting of a hostname and 
domain name. (e.g. mymail.somecollege.edu) 

SNR

19 Name Registration: The System Name must be registered at the SIDN (Stichting Internet Domein 
Registratie Nederland)

SNR
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# UZI Server Requirements T Cat.

20 SSL: The SSL port (443) must be accessible for communication with the UZI-register. NR

T:     
Cat.:   SR = System Requirements, SNR = System Name Requirements, NR = Network Requirements

Table 6.2 ‘UZI Server Requirements’

# UZI Authentication Requirements T Cat.

21 Receiving CRL: The VitalHealth server must be able to download the newest CRL from the UZI-
register. 

22 Maintain CRL up to date: The VitalHealth server must update the CRL every 3 hours.

23 Check registration: Check the UZI-card certificate against the CRL list.

24 Authenticate user: Verify if the user is registered in the VitalHealth Software.

25 Verify the role of the user: Define the role of the user to determine access rights.

Table 6.3 ‘UZI Authentication Requirements’

§ 6.1.2 HIPAA Requirements
The requirements for the HIPAA can be divided into distinct categories as presented in chapter 4. 
The requirements that follow from these categories are listed below. Because these requirements are 
not directly the concern of VitalHealth as a BA, a selection is made here of requirements that should 
be taken into account when designing the software product in order to make the product suitable for 
the US market. The requirements presented in this section originate from the following documents:

• Summary of the HIPAA Privacy Rule77

• HIPAA Security Series 1 through 578

The entire list  of requirements is presented in Appendix K, the number used in that list correspond 
to the selection made in this section. Only the selected requirements are further explained. The 
selection criteria is based on the acquired knowledge of medical software in general and the 
knowledge acquired while researching the UZI, LSP and DigiD systems. The selection is made 
visible by the color green in the ‘#’ column. The yellow arced requirements are pure technical 
requirements. The selection criteria are as follows:

• Is there a technical solution for the requirement?
• Is the requirement applicable to the product sold by VitalHealth?
• Does the requirement match another requirement (e.g. from the UZI-register)?

Stakeholders:
Here there are again three stakeholders involved in the implementation of the HIPAA requirements. 
The first is the government who want to improve security  and usability in health care (HIPAA 
legislation CMS), second there are the health care providers who need to work with the new 
legislation, and the third one is VitalHealth who should develop its application in such way that it 
can easily be used in a HIPAA environment. Now since the requirements for HIPAA are so open a 
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lot of requirements can be met by introducing the UZI-register and GBZ requirements in the 
application. This fulfills the specific needs for VitalHealth (no additional development required) and 
it provides an application that automatically fulfills many HIPAA requirements. 

# Unique Identifiers Requirements T Cat.

1 National Provider Identifier: This code is used to identify health care providers and must consist 
of an 8-character alphanumeric or 10-digit numeric with check edit.

2 National Employer Identifier: This code is used to identify employers. This Federal Employer 
Identification Number must consist of 9 digits separated by a hyphen. (e.g. 00-0000000)

3 National Health Plan Identifier: This code is used to identify health plans and has no predefined 
format. 

Table 6.4 ‘Unique Identifier Requirements’

# Privacy Rule Requirements T Cat.

5 Business Associate Agreement: This agreement has to be signed between a covered entity and a 
contractor whenever medical information is shared. In this document a covered entity must 
impose specified written safeguards on the individually identifiable health information.

BA

9 Required Disclosures: A covered entity must disclose PHI in only two situations: 1) to individuals 
(or the individual’s personal representative) specifically when they request access to, or an 
accounting of disclosures of, their PHI; 2) and to HHS (Department of Health and Human 
Services). 

GPUD

10 To the Individual: PHI may be disclosed to the individual who is subject of the information PUD

18 Minimum Necessary: A covered entity must make reasonable efforts to use, disclose, and request 
only the minimum amount of protected health information needed to accomplish the intended 
purpose. Policies and procedures must be developed to control this. 
This requirement is not imposed in the following circumstances:

• Disclosure to or a request by a health care provider for treatment
• Disclosure to an individual who is the subject of the information
• Use or disclosure made accordingly to an authorization
• Disclosure to HHS for complaint investigation, compliance review or enforcement.
• Use or disclosure that is required by law
• Use or disclosure required for compliance with HIPAA rules. 

LUDM

19 Access and Uses: A covered entity must develop and implement policies and procedures that 
restrict internal access and uses of PHI based on the specific roles of the members of their 
workforce. The policies and procedures must identify the persons (or classes of persons) who need 
access to PHI, to which category of PHI and under which circumstances. 

LUDM

24 Access: Individuals have the right to review and obtain a copy of their PHI. Exceptions are: 
psychotherapy notes, information compiled for legal proceedings, laboratory results to which the 
CLIA (Clinical Laboratory Improvement Act) prohibits access, but also in the case when a health 
care professional believes access could cause harm to the individual or another.

NOIR

25 Restrictions Request: An individual has the right to request for restriction in the use of PHI, 
however, the covered entity is not obliged to agree to these request. In the case a covered entity 
does agree, the entity has to follow these restrictions. 

NOIR

T:     
Cat.:   BA = Business Associates, GPUD = General Principle for Uses and Disclosures, PUD = Permitted Uses and Disclosures, 
           AUD = Authorized Uses and Disclosures, LUDM = Limiting Uses and Disclosures to the Minimum Necessary, 
           NOIR = Notice and Other Individual Rights

Table 6.5 ‘HIPAA Privacy Rule Requirements’
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# Administrative Safeguards Requirements T Cat.

30 Information System Activity Review: Procedures must be implemented to review records of 
information system activity, such as audit logs, access reports, and security incident racking 
reports. This should be adapted to the Risk Management.

R SMP

34 Termination Procedures: Procedures must be available in the case a workforce member must be 
denied access to ePHI. 

A WS

40 Log-in Monitoring: The workforce must be taught how they are supposed to manage their 
passwords, and how to log onto the systems. The log-in process must be monitored to detect log-
in attempts and report discrepancies.

A SAT

41 Password Management: Procedures must be in place for creating, changing, and safeguarding 
passwords.

A SAT

43 Data Backup Plan: Data Backup Plans must be installed to create and maintain retrievable copies 
of ePHI.

R CP

45 Emergency Mode Operation Plan: Procedures must be established that guarantee the security of 
ePHI in the case of an emergency (e.g. technical failure to a server). 

R CP

T:       R = Required, A = Addressable
Cat.:   SMP = Security Management Process, ASR = Assigned Security Responsibility, WS = Workforce Security, IAM = Information Access
           Management, SAT = Security Awareness and Training, SIP = Security Incident, CP = Contingency Plan, E = Evaluation, BAC = Business 
           Associate Contracts and Other Arrangements. 

Table 6.6 ‘Administrative Safeguards Requirements’

# Technical Safeguards Requirements T Cat.

60 Unique User Identification: A unique name and/or number has to be assigned to each user for 
identification and tracking purposes. 

R AC

62 Automatic Logoff: Implement electronic procedures that terminate an session (on a workstation or 
server) after a predetermined time of inactivity).

A AC

63 Encryption and Decryption: Implement a mechanism to encrypt and decrypt electronic ePHI, 
where this is appropriate and reasonable. 

A AC

64 Audit Controls: Implement hardware, software, and/or procedural mechanisms that record and 
examine activity in information systems that contain or use ePHI.

R AuC

65 Integrity: Implement policies and procedures to protect electronic protected health information 
from improper alteration or destruction.

A I

66 Person or Entity Authentication: Implement procedures to verify that a person or entity seeking 
access to electronic protected health information is the in fact the one claimed.

R PEA

67 Integrity Controls: Implement security measures to ensure that electronically transmitted ePHI is 
not improperly modified without detection.

A TS

68 Encryption: Implement a mechanism to encrypt electronic protected health information whenever 
deemed appropriate.

A TS

T:       R = Required, A = Addressable
Cat.:   AC = Access Control, AuC = Audit Control, I = Integrity, PEA = Person or Entity Authentication, TS = Transmission Security

Table 6.7 ‘Technical Safeguards Requirements’
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7. Current Compliance
To define what modifications and or additions have to be made in the VitalHealth products, first the 
current compliance is defined in section 7.1. After this step the required changes to reach 
compliance to the stated technical requirements in chapter 6 will be presented in section 7.1. 

§ 7.1 Current Compliance
In this sections the requirements that are not met by the ‘current’ VitalHealth software, are listed 
with remarks concerning the nature of the problem/lack. Requirements that are met are not further 
discussed. Specific information about the requirements is available in the previous section. The 
numbering of the requirements is identical to that used in the previous section. When a requirement 
is met, the color of the ‘Comp.?’ column is green. When the requirement is not met the color red is 
used. Orange indicates partial compliance. The Remarks Column will indicate what is missing for 
compliance for the ‘red’ and ‘orange’ rows. 

§ 7.1.1 UZI-register Requirements Compliance

UZI Certificate Requirements

# Remarks Comp. ? # Remarks Comp. ?

1 Servers have a FQDN Y 9 Not realized N

3 No encryption in place yet N 10 Not realized N

4 This will not be used N 11 Standard function in IIS Y

5 Secured by BIT Y 12 Standard function in IIS Y

8 Not realized N

Table 7.1 ‘UZI Certificate Requirements’
UZI Server Requirements Compliance

# Remarks Comp. ? # Remarks Comp. ?

13 Standard function in IIS Y 17 Standard function in IIS Y

14 Standard function in IIS Y 18 Standard function in IIS Y

15 Standard function in IIS Y 19 Standard function in IIS Y

16 Standard function in IIS Y 20 Standard function in IIS Y

Table 7.2 ‘UZI Server Requirements Compliance’
UZI authentication Requirements Compliance

# Remarks Comp. ? # Remarks Comp. ?

21 Not yet configured N 24 Not realized N

22 Not realized N 25 Not realized N

23 Standard function in IIS Y

Table 7.3 ‘UZI authentication Requirements Compliance’
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§ 7.1.2 HIPAA Requirements Compliance

Selected HIPAA Requirements

# Remarks Comp. ? # Remarks Comp. ?

1 Requires a link to unique identifier P 40 Activity is already logged Y

2 Requires a link to unique identifier P 41 Requires documentation P

3 Requires a link to unique identifier P 43 Requires backup plan P

5 Contract must be specified N 45 Requires backup plan P

9 Requires a standard output function P 60 Are already used Y

10 Requires a standard output function P 62 Already incorporated into the software Y

18 Personal view can be managed Y 63 Not available yet N

19 Personal view can be managed Y 64 Activity is already logged Y

24 Requires a standard output function P 65 Requires policies N

25 Requires a restriction on data. N 66 User log-on is in place Y

30 Activity is already logged Y 67 Integrity is checked Y

34 Access rights are changeable by 
administrator

Y 68 Encryption is in place Y

Table 7.4 ‘Selected HIPAA Requirements’

§ 7.2 Required Changes/Implementations for VitalHealth Software
In this section recommendations for changes and/or additions to a VitalHealth application are 
presented to reach compliance to the requirements that are not met (see previous section). The 
recommendations are giver per requirement. The numbers correspond to those used in chapter 6. 

§ 7.2.1 Required Changes/Implementations for UZI compliance

✴ UZI Requirement #3 
To meet this requirement there are two options: 

1. Use a Certificate Store
2. Export the certificate & public key

When using option 1, one only  has to install the certificates in the certificate store79  of the 
local computer. This must  only be accessible by  an administrator of the system. When 
exporting the certificate and key (option 2) to another location, the file containing the key 
must be encrypted using a password (strong encryption) and stored in the pfx (Personal 
Information Exchange) file format. This can all be done using the MMC (Microsoft 
Management Console). Whenever an application wishes to access the file, a password has to 
be entered to use the key80.
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Considering the disadvantages of option 2 it becomes apparent that  using the Certificate Store 
is the most practical solution to meet the requirement. 

✴ UZI Requirement #4, #8, #9, &  #10
Because the Certificate Store (see UZI Requirement #3) is chosen these requirements are not 
relevant any more.

✴ UZI Requirement #21 
IIS automatically  downloads the latest CRL from the CA when using a secured HTTPS 
connection with client certificates. By using IIS this requirement is met. 

✴ UZI Requirement #22
CRL checking is enabled by default  in IIS 6.081, however, in the default setting the server 
checks the latest  CRL (downloading the CRL) every time a connection is set-up. This can 
reduce performance. To verify  CRL check is activated and change the refresh time into a 
situation in which the downloading takes place every 3 hours, the following steps must be 
taken to alter the MetaBase properties of IIS 6.0. (location typical path: /LM/W3SVC )

• Check if CertCheckMode is set to 0 (this is the default setting for IIS 5.0 and higher)82 
(CertCheckMode=0), which means that IIS searches for an updated CRL every time. 
This should be changed into 
MD_CERT_CHECK_REVOCATION_FRESHNESS_TIME (value = 0x00000004)

• Set the MD_CERT_CHECK_REVOCATION_FRESHNESS_TIME to 3 hours. (value 
= 10800)

✴ UZI Requirement #24 & #25
The information for the authentication and authorization (role) can be distilled from the client 
certificate which is sent to the server while establishing the secured connection. The 
information can be retrieved using the code presented in Appendix I & J. Because the UZI-
SSL connection already ‘proofs’ the identity  of the health care provider, there is no need for 
additional login information (e.g. password or username). 

§ 7.2.2 Required Changes/Implementations for HIPAA compliance

✴ HIPAA Requirement #1, #2, #3
These three requirements are already partially  met because unique identifiers are used for all 
actors in the VitalHealth software. To fully meet these requirements it is required that the 
identifiers used in the software are linked to the unique identifiers used by the US government 
for care providers, employees and health plans. This is comparable to the upcoming 
‘obligatorily’ use of the BSN in The Netherlands on medical records. For the VitalHealth 
software this requires extra ‘fields’ in the database records to store these numbers. The 
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difference between the US and the Dutch version of the software is only in the naming of 
these fields.  

✴ HIPAA Requirement #5
Whenever a product is soled to a health care provider in the US and the health care provider 
uses a databases hosted by VitalHealth, a BA contract must be set  up and signed by both 
parties. An example form of such a contract is added in Appendix G. When the product is 
merely soled to the care provider and VitalHealth employees have no possible access to 
servers containing ePHI, then this contract is not necessary  and this requirement becomes 
obsolete. 

✴ HIPAA Requirement #9, #10, #24
Because the HIPAA does not specifically describe the way in which a patient record should be 
made visible if requested by the patient or by  the HHS, it is wise to incorporate a standard 
output function. This function should generate a file containing all the relevant information 
available on the patient  (with the exception of psychiatric information). This file should be in 
a common format like a spreadsheet  or PDF (Portable Document Format) to be readable by 
the patient. The current VitalHealth application provide the means to generate a spreadsheet 
containing selected data. This function should be extended with the option for patient to 
download there own file in the case of application with direct patient interaction. In the other 
situations a health care provider can download the file and send this file by email or by 
regular mail. The security  steps taken in sending this file to the patient are not relevant for 
VitalHealth but must be addressed by  the covered entity. Whenever a care provider is under 
the impression that knowledge of certain data (e.g. using a placebo) can harm the treatment of 
the patient or pose a risk (e.g. risk of suicide), the care provider must have to possibility  to 
leave information out of the generated report. The VitalHealth application should therefore be 
equipped with a selection tool to prevent information from getting into the standard generated 
document. 

✴ HIPAA Requirement #25
When a patient wants certain information removed from his or her record then the ability to 
add comments to the patient’s personal file can be very  useful. To realize this the generated 
document (see HIPAA Requirement #9) can be equipped with comment fields. This provides 
the patient with an easy  to use template to indicate which data might be wrong or should be 
removed from the file for a specific reason. For the care provider the use of such a standard 
template is very  useful for the clarity  it provides. It  should be noted here that  the care provider 
is not obliged to remove the information according to the HIPAA legislation. The patient 
must, however, be able to inform the care provider of objections he or she might have against 
the information.

✴ HIPAA Requirement #41
Because health care providers must document a password management system, VitalHealth 
should supply documentation stating the technical layout of the password system used in its 
applications. This provides the health care provider with a basis for documenting their 
password strategies.
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✴ HIPAA Requirement #43
When the VitalHealth applications are equipped with a backup functionality then this HIPAA 
requirement is easily  fulfilled. It is advisable to insert an automatic backup  function that 
backups the files to an external server during periods of ‘low’ server activity (most likely 
during the nights). The health care provider can be responsible for this server or VitalHealth 
according tot the situation.   In the current situation in The Netherlands, this backup of files is 
done by the network supplier which operates the servers. 

✴ HIPAA Requirement #45
Procedures should be available to the users of the VitalHealth application that describe the 
steps that should be taken to return to a backup file in the case of an emergency. This 
requirement is linked to HIPAA requirement #43. The procedure should describe the steps and 
location of the backup files according to two scenarios that include most eventualities. 

• Main server is offline
• Data is corrupted

The first scenario can happen due to maintenance, hardware failure, no electricity, software 
malfunction, and any other circumstance which causes a inaccessible server. The second 
scenario relates to all causes that might corrupt the data, either from improper use by 
authorized clients or by deliberate attacks to the system. 

✴ HIPAA Requirement #63
To fulfill this requirement the words ‘appropriate’ and ‘reasonable’ are the most important, 
because no strict encryption method is required here. In order to choose a suitable solution it 
is wise to work with a model that  also provides enough security  for the situation in The 
Netherlands as regulated by the Wbp. The options available here are either to choose for a 
total encryption of medical records or to partially encrypt these records. This last option raises 
the question which part of the medical records should be encrypted. To fulfill the 
requirements of HIPAA and the Wbp this should be the part of the records containing 
‘identity’ information (e.g. name, hometown, etc.). These data can then be separated from the 
medical records. This provides two security  measures (separation of data & encryption) 
fulfilling the requirement83. 

✴ HIPAA Requirement #67 & #68
Integrity and Encryption are already partially in place thanks to the use of SSL secured 
connections. By adding the UZI functionality  to this, a sufficient amount of security is in 
place to conform to the HIPAA legislation.
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8. Implementation
For implementation of the UZI-register in a VitalHealth application a number of tests were 
performed. The next chapter describes the results of these tests, this chapter describes the set-up of 
the tests, both environment as procedure. 

§ 8.1 Test Environment
The test environment consists of a local server from VitalHealth (Windows 2003 Server), a 
Macbook (Apple OSX Leopard), and a Laptop (Windows XP Professional). The OSx and Windows 
based laptops were used to test the use of the UZI cards on both systems and to perform the tests of 
the mail encryption.

Figure 8.1 ‘Used Hardware’

For downloading the root certificates, CRLs, and accessing the services a standard internet 
connection proofed to be sufficient. On the laptops the SafeSign middleware had to be installed. 
This is set out in UZI scenario #2. For using the mail encryption techniques I had to change the 
registry of the Outlook version on the Windows laptop. This is set out in UZI scenario #7.

§ 8.2 Server Specification
For the test  application, a Windows 2003 server with IIS 6.0 is chosen. This is because of the good 
experiences of VitalHealth employees with this combination. An alternative solution would be to 
use Apache on a Linux bases system. This does not pose any restrictions on the use of the UZI-
register, it merely changes the installation of the server. Because the installation procedure for an 
Apache server is well documented I will not add this to my thesis. The installation of the server 
using IIS is presented in UZI-scenario #3. The specific details of the server are listed below:

• OS:             Microsoft Windows Server 2003 R2 x64 Edition
• Webserver: Internet Information Services (IIS) 
• Processor:   Intel Xeon E5335 2 GHz. 
• Memory:     4GB RAM
• Name:         vitalhealthexperience
• URL:           uzi.vitalhealthexperience.com

The access to the server was established using remote desktop, the uzi.vitalhealthexperience domain 
could only be accessed internally for security reasons. 
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§ 8.3 Test Setup
The test procedure is based on the methodology as selected in the thesis preparation document84. 
For all four test  I planned to perform, the following steps were taken: define test-case, run test-case, 
register results, analyze results, modify model. 

The four test-cases were defined as follows:

• First Test: Accessing UZI Test Environment
This test acts as the first usage test of using the UZI-card. The goal of the test is to access the 
UZI test environment as is made available by the UZI-register. The expected procedure is as 
follows: Enter URL > Popup appears > Enter PIN > Select certificate > Access is granted.

 
• Second Test: Accessing Test Server

This test acts as the second usage test of using the UZI-card. The goal of the test is to access a 
VitalHealth server using the UZI-SSL connection. To perform this test the VitalHealth server 
needs to be prepared for SSL with client certificates. UZI Scenario #3 is used to perform this 
task The expected procedure is as follows: Enter URL > Popup  appears > Enter PIN > Select 
certificate > Access is granted > Hello screen appears.

• Third Test: Accessing VitalHealth Application
This test acts as the third usage test of using the UZI-card. The goal of the test  is twofold: 
First the second test is repeated with an addition. This addition is the use of ASP which 
displays the credentials of the UZI-card holder in the web browser when access is granted.  
Second a actual login is made to an VitalHealth application. The expected procedure for the 
first part is as follows: Enter URL > Popup  appears > Enter PIN > Select certificate > Access 
is granted > Web browser displays certificate information. The second part looks like this: 
Enter URL > Popup appears > Enter PIN > Select certificate > Access is granted > The user is 
logged on to an application according to his or her role. 

• Fourth Test: Sending and Receiving Encrypted/Signed E-mail.
This fourth test is used to determine the usability  of the UZI-register for encrypting e-mails.  
To perform this test the mail software (e.g. outlook) first  has to be configured for UZI 
encryption. UZI Scenario #7 is used to set up the system. The expected procedure is as 
follows: Open new message > Select encryption and/or signing > send mail. The receiving 
procedure is as follows: Open received message > Pop up appears > Enter PIN > Select 
Certificate > E-mail message is opened. 
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9. Testing
This chapter describes the findings during the test phase of implementing the UZI-register, details 
about the setup were presented in the previous chapter. This chapter describes the testing in 
chronological order starting with accessing the test environment and ending with modules required 
for accessing a VitalHealth application. 

§ 9.1 First Test - Accessing UZI Test Environment 
The test environment of the UZI-register is accessible at  the following URL: https://www2.uzi-
register-test.nl/ldapsearch/ZoekScherm_UziPas.jsp . When accessing the URL using Firefox the 
user is prompted with a password screen, one has to enter the PIN of the UZI-card here (see figure 
9.1). The unique card number is also presented in the box. 

enter PIN

Card Number

Figure 9.1 ‘Pop-up UZI-card ‘enter PIN’ ‘

When the wrong PIN is entered the user won’t get any  further, when entering the right PIN the user 
is presented with a second box in which the certificate information is presented (see figure 9.2). 
Here the user can verify if the right certificate is selected (in this case the authentication certificate).

Figure 9.2 ‘Selecting Certificate’

After this step the user is directed to the test environment (if the certificates are valid), and the log 
on was successful. 

The following observations were made during testing:

• When the user is logged on to the system and the card is removed, the user is prompted 
with an error message and is logged out immediately on the next action (e.g. open link).
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• When the card is inserted and the PIN is entered (when accessing a secured site) the 
card remains ‘active’ as long as the browser is opened. Firefox remembers the 
certificates as long as the browser is active and the card remains inserted. 

§ 9.2 Second Test - Accessing Test Server
For the second test I configured a local server at VitalHealth and tried to access the server using the 
UZI-card. On entering the local URL of the test server (VitalHealthExperience) the pop-up (figure 
10.1) emerged. After entering the correct PIN the server granted access to the test-site (figure 9.3).

Figure 9.3 ‘First login attempt at vitalhealthexperience’

Whenever the URL was entered without the presence of the UZI-card the browser showed a pop-up 
screen indicating that a client certificate is required.

The following observations were made during testing:
• With relative ease the UZI-SSL connection was set-up. 
• When the card was removed, firefox had to be rebooted before accessing the server 

again. 
• The PIN is only required on first access, after that the logon remains in ‘memory’

§ 9.3 Third Test - Accessing VitalHealth Application
For the third test, I first wrote a C# class, named UziValidator, which enabled me to distill 
information from a client certificate located on the smart card. This class is the basis to link to a 
VitalHealth application. The goal is to access the VitalHealth application by only using the UZI 
system. This requires the extraction of user information from the client certificate which is then 
used to perform the actual login. To test the UziValidator I opened the authentication certificate on 
the UZI smartcard using the following code.

  public static void Main()
  {

   string Certificate = "cert.cer";  // Path to UZI certificate
   
   UziValidator UV1 = new UziValidator(Certificate);
   
   Console.WriteLine(UV1.UserName);
   Console.WriteLine(UV1.Role);
   Console.WriteLine(UV1.UziNumber);
  }

This small program successfully  retrieved the name, role, and number from the client certificate 
(see figure 9.4). 
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Figure 9.4 ‘Output from UziValidator Class Test#1’

Now that I was able to retrieve the information contained in the X.509 certificate, the next step  was 
to read the certificate web-based. To do this used ASP.NET, which enabled me to use inline C# 
coding. Based on this I build a simple .aspx file that would run on a server. The file request my 
UziValidator class, that was slightly altered to work in conjunction with ASP, on the push of a 
button. (Source code is included in Appendix J)

The first test  run produced the following output in the browser (figure 9.5), completely  according to 
expectations. 

Figure 9.5 ‘Output from .aspx file’

§ 9.4 Fourth Test - Sending and Receiving Encrypted/Signed E-mail
To send signed e-mail messages one only has to have access to the UZI-card, reader, and the 
associated PIN. In UZI-scenario #7 the exact procedure is presented. This section shows the results 
of the test run. 

The moment an e-mail message is signed, send, and received the integrity of the message can be 
checked. When a signed e-mail is received this is immediately  visible when opening the file in 
outlook (see figure 9.6).   

Signed

Figure 9.6 ‘Signed e-mail’
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Double clicking the ‘signed’ mark opens the hierarchy  of the certificates and this can be used to 
verify  the identity of the sender. When a message is received that is both signed and encrypted the 
following information becomes visible (see figure 9.7). 

Signed

Encrypted

Figure 9.7 ‘Signed and Encrypted e-mail’

When an encrypted e-mail is received one needs the corresponding key to view the contents of the 
message. When one tries to open the mail without this key  (in this situation the key is present on the 
smartcard) the following pop-up appears (see figure 9.8). 

Figure 9.8 ‘Pop-up when opening e-mail without correct key’

Now to open the e-mail we enter the UZI-card and double click the e-mail message. A pop-up 
appears (see figure 9.9) requesting the PIN and with a correct response the e-mail contents can be 
read as long as the UZI-card is present. 

Figure 9.9 ‘Pop-up for entering PIN for the UZI-card’

Results:
Sending signed and/or encrypted messages works without too much problems. It does, however, 
require some changes in the Windows ‘registry’ which makes the usability for most users somewhat 
‘tricky’. Making changes in the Windows registry always poses a risk to the overall system when 
one is not ‘confident’ in working with it.

§ 9.5 Conclusions
The UZI-register is a usable service for authentication, which can incorporated in the VitalHealth 
software without too much changes required in the architecture. The alternated login procedure 
(compared to username/password) is simple and safe. The use of the UZI-register for mail 
encryption is questionable, since the required changes to the Windows registry are undesirable. 
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10. Conclusions & Recommendations 
The conclusions and recommendations that can be derived from this report are divided in sections. 
Starting with the UZI-register, then the LSP, Legislation, Data Distribution, Software as as Service, 
and finally the overall conclusions. This last  part also consists of a prediction and overview of the 
course that should be followed the coming years. 

§ 10.1 Legislation
Legislation is an important topic in dealing with medical records both in the United States as in The 
Netherlands. Although both countries have different systems (see section 2.1), they  do show 
comparable legislation. For The Netherlands the most  important legislation in dealing with health 
information are the Wbp, Wbsn-z (and therefore NEN 7510), WGBO, and the GBZ. At the moment 
of writing the Wbsn-z has just been approved by the Dutch senate. This opens the road for usage of 
BSN as a unique identifier on all files. It also enables the use of the DigiD authentication system. 
On a European scale we see that most standards set by the CEN have a NEN counterpart. Therefore 
only the NEN standards are of importance. It  has to be noted that the standards are not obligatory  by 
themselves, but are in many cases required for GBZ and Wbsn-z compliance. The HIPAA as is used 
in the US is a wide-spread law that covers most of the topics of working with personal identifiable 
health information. It is, however, a very  ‘open’ legislation meaning that there are no pre specified 
methods and/or techniques. The HIPAA only specifies that ‘something’ has to be done. For 
VitalHealth the only relevance of the HIPAA is the Business Associate contract (see section 2.5.1), 
and even then only when medical records are accessible by VitalHealth employees. However, to sell 
the application to users in the US, it is wise to incorporate some of the requirements of HIPAA in 
the software model. I made a selection of these ‘technical’ requirements for use in the VitalHealth 
software. The selection covers topics like the use of unique identifiers, access rights, encryption and 
so on.

§ 10.2 UZI-register
The UZI-register is an authentication service that can be used to verify if a server or health care 
provider is indeed the one he or she claims to be. The use of a secured UZI-SSL connection, with 
the use of client certificates located on smart-cards, provides a well protected communication 
‘tunnel’ over the internet. Combine this feature with the recently announced new functionality to 
add UZI-tokens to messages (link messages to health care provider) and the UZI-register can be 
seen as a very  flexible authentication service (see chapter 3). By the time the LSP becomes a usable 
medium for the transfer of medical records from and to VitalHealth software, the use of the UZI-
register even becomes an unavoidable requirement (see section 4.1.2), and therefore it  is wise to 
already incorporate the functionality of accessing VitalHealth applications using the UZI-register. 
Next to authentication the UZI-card can also be used to send singed e-mails (which are legally 
binding) and/or encrypt the contents of e-mails. In my opinion the use of the mail encryption is, 
however, not a very user friendly system, because of the required changes to the registry (see UZI-
scenario #7). On top of that there are a few other drawbacks to the system: First the use of the 
SafeSign middleware software poses a restriction on usage, because a desktop  must first  be 
prepared for using the UZI-register. Secondly the use of UZI-cards that are for non-specific 
employees poses a restriction on accessibility and registration of use, because the card cannot be 
linked to an individual. Third is the use of the smart-cards, this requires card-readers for every 
desktop used for communication with the VitalHealth application. This once again reduces 
flexibility. The UZI-register does, however, provides an easy and ready  to use authentication system 
that opens the road to the use of the LSP in the near future, and is more secure than the username/
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password login used in the current VitalHealth applications. Combined with the added functionality 
of UZI-tokens, and encrypting and/or signing e-mails it is an important internet service.

§ 10.3 LSP
The LSP is intended to be used as a traffic centre for medical records by providing a standard portal 
for the distribution of medical records (see section 4.2). It  covers both the aspects of authentication 
and authorization in its joint structure with the UZI-register, and by  providing a communication 
standard (SSL connection and HL7 messages) it can open the door to a successful introduction of 
the EPD. The possible success of the LSP is also for a great deal linked to the introduction of the 
Wbsn-z, without this law the LSP becomes a lot more difficult to use at a national scale. For 
VitalHealth the LSP will undoubtedly become an important service. Especially because of the 
initiative called e-Diabetes, which is a program aimed at the integrated care involved in diabetes 
care. This program is at the moment of writing still in development, but the first  steps have been 
made with the introduction of the data-set diabetes by the NDF (see section 4.1). 
VitalHealth should prepare itself for the LSP by introducing the UZI-register for authentication in 
its products, and by using the HL7 standard in the communication between applications and 
databases. Both are required for the LSP and both can be introduced individually. Summing up, the 
LSP is a promising initiative that still is a long way  from becoming the national ‘switchboard’ for 
medical records as envisioned by Nictiz. 

§ 10.4 Data Distribution
The design philosophy  behind the LSP is aimed at the coupling of all the distributed files from the 
multitude of health care providers on a national (and future European) scale. Since the large number 
of databases that contain medical information this seams to be a logical choice. It does, however, 
not automatically  indicate that it is also the best option for smaller scale situations as the ones 
VitalHealth is currently working with. In my  opinion the advantages of working with a single 
source for all medical records that are used by a health care chain is the best option (see section 
5.6). For VitalHealth this could be all the members of a diabetes care chain which use a VitalHealth 
XIS. A single source options is the easiest to manage, best to secure, and can be easily connected to 
the LSP (see sections 5.3 & 5.6). This way users of the VitalHealth XIS can search for a patient, and 
the XIS presents the record containing all the required information, both from its on database as 
from the LSP. Since the LSP is not yet operational for diabetes care (see section 4.1), it is wise to 
build the application according to the single data source, use of the UZI-register, and full support of 
the HL7v3 message standard. 

§ 10.5 Software as a Service
Software services are becoming an integral part of modern day  web based software development. 
Web applications for health care are required to be user specific, location independent, platform 
independent, and certifiable. The last requirement is especially  an advantage of SaaS, because now 
independent services can be tested and certified (see chapter 1). This and the increasing complexity 
of working with distributed medical records (LSP) makes using in house software solutions for 
authentication, authorization, and accounting practically infeasible. This is the reason why services 
like the UZI-register, BSN-check, and LSP were developed. By using standardized services the 
future integration of health care applications to one single infrastructure (AORTA) is becoming 
much easier, but it also provides a degree of certainty  about the quality and security of health care 
applications in general. But using these services also has a shadow side, it limits the flexibility  of 
design (e.g. required use of smart card logon), dependency of services (e.g. technical changes must 
be followed), and it might weaken the market position of VitalHealth. This last part is due to the 
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reduction of switching costs for health care providers when changing to a competitor’s application. 
However the advantages do outweigh the disadvantages and the use of web services for all sorts of 
tasks that are not directly the core-business of VitalHealth is becoming inevitable. 

§ 10.6 Authentication, Authorization & Accounting
The above sections bring us to the overall conclusion. The current trend in working with health 
information is the coupling of different medical records (see section 4.1) These records can be 
positioned everywhere, can belong to a single or group of health care providers, and all contain 
pieces of health information. With the new Wbsn-z the coupling of these medical records has 
become much easier (see section 2.4.4). The LSP provides the infrastructure for a national coupling 
of medical records, providing a large distributed storage of health information. The health 
information itself is owned by the health care providers and standards like the diabetes data set can 
be used to regulate authorization (see section 5.1). On top of that there is the Wbp which sets 
restrictions on the use health information, and looming on the horizon is the aspect of transactions 
costs on many of the now free health care transactions (see section 4.3). These extra costs are no 
certainty at this point, and no specifics are yet available, but in my opinion this is only  a matter of 
time. 

This is the landscape in which VitalHealth is operating in The Netherlands. To make sure that 
VitalHealth remains on top of these new developments it should therefore take the following steps:

• Incorporate the UZI functionality (UZI-SSL logon)
• Provide a single source storage for medical records
• Provide usage information to health care providers (in use, last update, etc.)
• Add an authorization list to the records according to NDF standard
• Prepare this storage for connection to the LSP
• Use HL7v3 for all messages between client and server
• Add UZI-tokens to HL7v3 messages during transport.
• Incorporate the selected HIPAA requirements
• Research the possibility of adding billing functionality to the VitalHealth application

By performing the above tasks VitalHealth strengthens its position in both The Netherlands as in the 
United States. This is because many of the requirements with regard to security are comparable to 
the ones required by the Wbsn-z, Wbp, and usage of services like the UZI-register and LSP.

§ 10.7 Mediplaza
To support  further developments in the field of web service based health care, and the development 
of SaaS architectures in conjunction with TNO, I recommend the positioning of a VitalHealth 
application at the Mediplaza in Groningen. This application should be completely accessible to 
stimulate development of additional services (e.g. billing services). Next to this it should be able to 
act as an example of using ICT services in health care to support the I2Care goal.  

By positioning a VitalHealth system at the Mediplaza a connection to the billing lab of TNO can be 
researched more easily than from the location in Ede. It  also provides insights in the structure of the 
VitalHealth Platform. This latter aspect should of course be guided with regard to copyright and 
ownership. But it can trigger the development of new ideas both for the benefit of VitalHealth as the 
university of Groningen. On top op this, the upcoming connection to the LSP (possibly  in 
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conjunction with the launch of e-Diabetes) and the upgraded UZI-card options (e.g. Token 
Authentication) can be researched by students in Groningen. 

I have added a list of items, hardware, software, and organizational which are required for a 
successful collaboration between the university  of Groningen and VitalHealth in the following 
table. 

# Item Description

Hardware

1 Server Server running Windows Server 2003 with IIS 6.0 or higher. 

2 Card Reader + UZI-card This requires the university of groningen to request a test set of the UZI-register for 
usage in test/development applications.

3 Network The server must be connected to the Internet and should be allowed to use the SSL 
port. It must also be connected to the billing lab for future development. The 
specifications for this connection must be defined by consulting TNO. 

Software

4 VitalHealth Platform The platform used by VitalHealth to develop the different applications

5 VitalHealth Applications Test applications of Vital for Diabetes, etc.

6 Wiki The available and relevant wiki files from VitalHealth, to aid the research to new 
applications

7 Visual Studio 2008 The standard development environment used by VitalHealth.

Organisation

8 Contact Person VH A contact person must be chosen for all request to VitalHealth by students working 
on the project. This should be the only point of communication for students.

9 Contact Person RuG A contact person must be chosen for VitalHealth employees to interact with the 
development of the applications in the Mediplaza.

10 Supervisor Mediplaza Responsible for the placement of the VitalHealth software at the Mediplaza. Most 
probable candidate: drs. J.H. van Uitert (University of Groningen)

11 Supervisor VitalHealth Responsible for all decisions with regard to access rights and design choices. Most 
probable candidate: M. Verhoeve (VitalHealth)

Table 10.1 ‘Requirements for Mediplaza Placement’

§ 10.8 The Future of Health Care
Looking back at  the research I conducted for this thesis I can draw the following conclusion for 
which direction the new health care is going to. As I explained in the introduction the need for 
better health care is growing rapidly, especially thanks to the ever increasing amount of patients 
suffering from chronic diseases. To improve health care, one of the most important things is the 
availability of health information throughout a care chain. A patient  is usually  treated by a large 
number of different health care providers, and it is vital for these health care providers to have 
access to all relevant information. The build of an infrastructure to support the distribution of health 
information will be one of the most important developments in the coming years (I do not regard 
the LSP as a solution yet, for it is still far from complete). 
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Another important trend is the use of web services in health care. The use of VitalHealth 
applications by health care providers is one of these options. But also the software giants Google 
and Microsoft  are starting to develop health care applications. These applications are all partially 
based on a SaaS environment. The market for health services will most likely be a very turbulent  
and uncertain one in the following years, but with great opportunities.

Which brings us to one of the biggest inhibitors in the development of health care applications, the 
government. New ICT solutions in the health care sector must meet strict legislation with regard to 
working with health information. The government tries to streamline this development by 
introducing new laws like the Wbsn-z, but before this law was through the Dutch senate, years 
passed by. Initiatives like the UZI-register help to standardize the techniques used in the health care 
sector, but they also prevent the use of other technologies. The government want to improve health 
care as fast as possible but at the same time it prevents rapid improvements.
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12. List of used Abbreviations

* Meaning Translation
(Dutch to English if required)

AORTA Dutch infrastructure for the electronic distribution of 
patient records. 

BSN Burger Service Nummer Citizen Identification Number

BV-BSN Beheersvoorziening BSN Management of BSN

CBP College Bescherming Persoonsgegevens College for the protection of personal information.

CEN European Committee for Standardization

CIBG agentschap CIBG agency CIBG is part of the ministry of Public Health

CHF Congestive Heart Failure

DS Distribution Scenario

EMD Elektronisch Medicatie Dossier Electronic Medication File

EN European Standard

eNIK Nederlandse identiteitskaart Dutch ID card

EPD Elektronisch Patiënten Dossier Electronic Patient File

GBZ Goed Beheerd Zorgsysteem Standard for a Well Managed Health care system.

HIPAA Health Insurance Portability and Accountability Act

IIS Internet Information Server

ISO International Standards Organization

JCOP Java Card Open Platform

kvk kamer van koophandel chamber of commerce

LSP Landelijk Schakel Punt National Switch Board

MD5

NEN Nederlandse Norm Dutch standard

NictiZ Nationaal Instituut ICT in de zorg National Institute for ICT in health care

OPTA Onafhankelijke Post en Telecommunicatie Autoriteit Dutch Independent Postal and Telecommunication 
Authority

PKI Public Key Infrastructure

RA Registration Authority

RSA Cryptography Algrorithm

SHA Hash Function

SSL Secure Socket Layer

UZI Universele Zorgverlener Identificatie Unique Health Care Provider Identification
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* Meaning Translation
(Dutch to English if required)

VWS Volksgezondheid Welzijn en Sport Public Health, well-being and health.

Wabb Wet algemene bepalingen burgerservicenummer Law general provisions BSN

Wbsn-z Wet gebruik bsn in de zorg Law usage of BSN in health care

WSDL Web Service Definition Language

WAO Wet op de Arbeidsongeschiktheidsverklaring Dutch Disability funds

ZIM Zorg Informatie Makelaar Care Information Broker

ZSP Zorg Service Provider Care Service Provider

XIS zorginformatiesysteem Health care information system

XML eXtensible Markup Language
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Appendix A - HIPAA standards

# Title Description

1 Health Care Access, 
Portability, and 
Renewability

This part includes provisions for certificates of coverage and portability of health 
insurance. Title 1 also prohibits discrimination in enrollments and in premiums 
charged to employees (and dependents) based on health status related factors. This 
title mostly affects employers and health insurers. 

2 Preventing Fraud and 
Abuse; Administrative 
Simplification

Fraud and Abuse: Several health care and abuse programs are established and 
sanctions for preexisting fraud and abuse laws are revisited. 

Administrative Simplification: This requires that specified entities (e.g. heath 
insurer) use designated standard transaction formats and code sets for electronic 
data transmission of health information. In addition to this title 2 establishes 
standards for the protection and security of medical records, and provides penalties 
for its wrongful disclosure.

3 Tax-Related Health 
Provisions

This part provides for certain deductions for medical insurance, and makes changes 
to health insurance law.

4 Application and 
Enforcement of Group 
Health Plan 
Requirements

This part specifies conditions for group health plans regarding coverage of persons 
with preexisting conditions, and modifies continuation of coverage requirements. 

5 Revenue Offsets This part includes provisions related to company-owned life insurance, treatment of 
individuals and cancels the financial institution rule to make interest allocation 
rules.  

Table A.1 ‘Five titles of HIPAA’

# Group Code set

1 Physician services / other health services HCPCS and CPT-4

2 Medical supplies, orthotics and DME (Durable Medical Equipment) HCPCS

3 Diagnosis codes ICD-9-CM, Volumes 1 & 2

4 Impatient hospital procedures ICD-9-CM, Volume 3

5 Dental services Code on dental procedures and 
nomenclature

6 Drugs / biologics NDC for retail pharmacy

Table A.2 ‘Code sets for HIPAA’

• HCPCS
The HCPCS (Health Care Common Procedure Coding System) was established in 1978 to provide a 
standardized coding system for describing the specific items and services provided by health care85. The HCPCS 
can be divided in two subsystems, namely Level I and Level II. Level I is composed of the CPT-4 (a numeric 
coding system) which is maintained by the AMA (American Medical Association). The Level II HCPCS is a 
standardized coding system that is used primarily to identify products, supplies, and services that are not 
included in the CPT-4 (e.g. Prosthetic devices,  durable medical equipment). The Level II codes are an 
alphanumerical system (e.g. K0615 is a speech generating device). 
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• CPT-4
CPT (Current Procedural Terminology) was established in 1966 and is updated every year by an annual 
publication that makes changes corresponding with significant updates in medical technology and practice. The 
most recent version is CPT-4 (fourth edition). CPT-4 also, just like HCPCS Level II, uses alphanumerical codes86 
(e.g. 3216F is Documented Immunity to Hepatitis B). 

• ICD-9-CM
ICD-9-CM (International Classification of Diseases, 9th Edition, Clinical Modification) is the official system of 
assigning codes to diagnosis and procedures associated with hospital utilization in the US. ICD was published by 
the WHO (World Health Organization) in 1977. The ICD-9-CM uses alphanumerical codes87  (e.g.  Diabetes 
mellitus is codes as 250.0). 

• Code on dental Procedures and Nomenclature 
The code on dental procedures and nomenclature was named as a HIPAA standard in 2000. The standard is both 
used for electronic codings as for claims submitted on paper. The code is periodically reviewed for changes in 
procedures that are recognized by organized dentistry and the dental community as a whole. The ‘code’  uses 
alphanumerical codes88 (e.g. D0120 is a Periodic oral evaluation). 

• NDC
The NDC89 (National Drug Codes) is the result of the implementation of the Drug Listing Act in 1972. The NDC 
uses a unique 10-digit, 3-segmented number. The segments describe the labeler, product, and trade package. The 
segments can have different sizes (e.g. 5-4-1 or 4-4-2). The size of ten, however, conflicts with the HIPAA 
regulation of eleven digits. To overcome this, an asterisk is used to fill in the 11th digit (e.g. a bottle containing 
100 tablets of 5mg-Pfizer (GLUCOTROL used for diabetes patients) would be coded as: (NDC 59012-411-66)). 

• EAL4+
The EAL4+ (Evaluation Assurance Level 4)90  is used to assure the security of the location in which privacy 
sensitive information is processed (e.g. keys for security). The EAL level can be seen as a grade assigned after a 
CC (Common Criteria) security evaluation. In The Netherlands the company Brightsight91  undertakes such 
evaluations.  EAL comes in seven different varieties.  Every level increases the level of security. (e.g. EAL1 only 
requires a test that verifies functionality is according to the specification) EAL4+ is the highest level at which it 
is likely to be economically feasible to use in an existing framework.  In practice EAL4+ requires that the 
software process is well documented and can be explained according to these documents. It does, however, not 
require any rigorous mathematic tests of the software model. EAL4+ can be used to proof that patient data is 
stored in a secure location as is required by the HIPAA92.
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Appendix B - UZI details
• UZI number

The UZI number is a unique 9 digit number to identify a card holder or service. This number does not identify a 
single UZI card because it can be linked to multiple cards in the case a ‘named employee’ or ‘health care 
practitioner’ orders more cards at the UZI-register. 

• Subscriber number
The subscriber number is a unique number (maximum of 8 digits) that is used to identify a subscriber and to link 
cards to this subscriber. 

• UZI-card number
This unique 8 digit number is used to identify a single card and is required for revoking a UZI-card. 

• UZI-card
The UZI-card is a smartcard equipped with a Philips P8WE503393 processor and the IBM JCOP 21 id operating 
system94.  The PWE5033 is an 8-bit microcontroller composed of a processing unit,  security components, I/O 
ports, cryptographic co-processors and volatile and non-volatile memories produced by Philips. The 
cryptographic functionality is realized by an on-board Triple-DES (officially called 3TDEA)95  co-processor used 
for generating the required keys for the UZI-register. The UZI-card uses the PKCS #15 (Public-Key 
Cryptography Standard)96 to generate authentication keys. 

• Card-reader
The required card-reader must comply to the PC/SC v1.0 standard. The UZI-register has tested the 
interoperability of the following card-readers: CardMan 3121, CardMan 3621, CardMan 4040, GemPC TWIN 
and the GemPC 400. 

• Certificates
The UZI-register uses four types97 of certificates98 which are presented in table 3.3. The certificates used by the 
UZI-register all comply to the X.509 v399 standard. The UZI-register maintains a list of revoked certificates in a 
CRL (Certificate Revocation List). This CRL must be checked by the server to validate that a login attempt takes 
place using valid certificates. 

# Certificate Description

1 Authentication This certificate is used to authenticate the certificate holder or subscriber

2 Confidentiality This certificate is used to encrypt the communication between the certificate 
holder and the health care provider.

3 Signature This certificate is used to verify an electronic signature that is used by a 
certificate holder.

4 Server This certificate is used to secure a connection between a client and a server that 
is part of the organizational entity as described in the concerning certificate.

Table B.1 ‘UZI certificates’

Each certificate used by the UZI-register contains a subject field.  This field (DistinguishedName) consists of a 
list of X.500 attributes100  containing information about the holder of the certificate. These attributes are the 
following: Country, Organization,  OrganizationalUnit, Title, CommonName, SerialNumber. The Names used in 
these field all must comply to the NEN 1888:2002. 
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The certificates have the following attributes of a X.509 certificate as presented in table 3.3101.

# Field Value

1 Version 2 (X.509v3)

2 Certificate.SerialNumber Contains the unique serial number of the certificate.

3 Signature algorithm 
identifier

The used algorithm and any parameters, used to sign the certificate. 

4 Issuer Contains the name of the UZI-register CA belonging to the UZI-card. This field 
contains the attributes OrganizationName, CommonName, and CountryName.

5 Validity De period in which the certificate is valid is set to three years.

6 Subject The name of the subject is presented as a DistinguishedName, see also above. 

7 subjectPublicKeyInfo Contains the PublicKey of the subject.

8 Issuer’s unique identifier This field can be used to fill in a specific role. (e.g. medical profession) 

9 Subject’s unique identifier Similar to field 8, but for the subject.

10 Extensions see table 2.4

11 Signature This field identifies the algorithm and parameters used to sign the certificate, 
followed by the signature (an enciphered hash of fields 1 to 10) itself.

Table B.2 ‘UZI-certificate layout’

Next to these attributes the certificates of the UZI-register contain additional attributes. These attributes are 
presented in table 3.4. Especially the field (field 8, table 3.3) that can contain information about the profession of 
a person is interesting for this research, for this is a key factor for determining authorization to medical records. 

# Field Value

1 AuthorityKeyIdentifier The KeyIdentifier is set for 160 bit SHA-1 hash of the public key of the CA who 
published the certificate.
Required? : NO

2 SubjectKeyIdentifier The KeyIdentifier is set for 160 bit SHA-1 hash of the public key of the subject.
Required? : NO

3 KeyUsage Differs per signature: 
Authentication: DigitalSignature bit only
Confidentiality: keyEncipherment, dataEncipherment, and keyAgreement bits 
only.
Required? : YES

4 BasicConstraints The CA bit is set to zero and the PathLenConstraint on ‘none’
Required? : YES

5 CertificatePolicies Contains an Object Identifier, a link to the CPS (Certificate Practice Statement) 
of the UZI-register, and a User Notice.
Required? : NO

6 AuthorityInfoAccess Contains the URL to the OCSP
Required?  : NO
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# Field Value

7 ExtendedKeyUsage This is required to use smartcard logon. 
PKI Government: anyExtendKeyUsage
SSL client authentication: clientAuth
Microsoft Smartcard Logon: smart card logon
Required?  : NO

8 SubjectAltName In this attribute the subjectAltName.otherName can contain different numbers 
that have meaning for the care industry. (e.g. profession codes)
Required?  : NO

9 CrlDistributionPoint Contains the URL of the realted CRL.
Required?  : NO

Table B.3 ‘UZI Certificate Standard Extensions’

• Keys
The keys used for the certificates of UZI-cards,  server certificates,  and CA certificates have the following 
characteristics:

• UZI-card certificate: 1024 bit RSA
• Server certificate:  1024 bit RSA
• CA certificate:  2048 bit RSA

RSA102  is a public-key cryptography algorithm used in combination with SHA-1103, by the UZI-register to 
generate the required keys. Generating these keys takes place in a secure certified (FIPS 140-2 level 3104) 
environment by the UZI-register.

• Desktop
The user who wishes to log on to applications of VitalHealth using an UZI-card must be in the possession of a 
card-reader plus the required middleware. This middleware is called SafeSign105  and is developed by A.E.T. 
Europe B.V. 

• Middleware Software
The middleware software (free to download at the UZI-register website) that has to be installed on the desktop 
provides a plug-in for the browser that enables the use of client certificates installed on a smartcard. 

• Server
The server running the application that can be accessed by using a UZI-card, must be equipped with either a 
Apache HTTP server106  or Microsoft IIS107 (Internet Information Server), for these are the two supported web 
servers.
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Appendix C - Manual BSN check
To verify if a BSN is correct, a BSN can be verified using a web service from the SBV-z. This service can be accessed 
by using the UZI-card at the following URL: http://www.sbv-z.nl/diensten/bsnverifiren/. When the SBV-z has verified 
that the one logging on possesses a valid UZI-card, access is granted to the BSN-check. When logged on three actions 
can be taken which are described below.

1. Search BSN according to patient information (e.g. name, date of birth, gender)
2. Search patient data according to the BSN 
3. Verify the combination between patient data and BSN (BSN-check)

These first action can lead to the following results:
1. BSN is found (unique match)
2. BSN is found but certain fields differ (differing fields are arced in red)

The second action can lead to the following results:
1. BSN found patient data is displayed
2. Inserted number is no BSN

The third action can lead to the following results:
1. Verification succeeded 
2. Verification succeeded but certain fields differ (differing fields are arced in red)
3. Inserted number is no BSN

Besides the above presented results one of the following answers is also possible:
1. No results
2. Query led to more than one result
3. Technical malfunction

To illustrate the lay-out and possible outcomes of the BSN check I have added two screenshots below108 (figure 3.6):

Figure C.1 ‘Screenshots BSN-check’ 

Master Thesis “Triple A in Health Care”                           

77
108 ʻGebruikershandleiding Websiteʼ, SBV-z, December 2007

http://www.sbv-z.nl/diensten/bsnverifiren/
http://www.sbv-z.nl/diensten/bsnverifiren/


Appendix D - DigiD scenarios

DigiD scenario #1 Accessing a VitalHealth application using DigiD

Initial Assumption

The VitalHealth server has access to the DigiD server (this is not yet possible).

Normal

A client wishes to log on to an VitalHealth application using DigiD. The client is therefore redirected to the secure 
https URL of the DigiD A-select server. 

The client is prompted to fill in his or her username. The client enters this and presses the ‘Verder’ button.
The client is prompted with a dropbox in which the client can select the authentication method. 

For Level 1 this is: DigiD password
For Level 2 this is: Using a SMS

For both options the client must fist enter the password, in case of level 2 a SMS will be received containing a code 
that must be entered in the next screen.

If the username and password combination is correct the client is now redirected back to the application. The client 
can now be identified by the application because of a memory based cookie. 

What can go wrong

A client might nog have a valid DigiD account -> The DigiD server will redirect the client to a page in which a client 
can obtain a new DigiD. 

The cookie is not accepted from the DigiD server by the browser of the client. 

Other activities

-

System state on completion

Client is logged on to the application
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Appendix E - UZI scenarios 

UZI scenario #1 Accessing a VitalHealth application using a UZI-card. (General)

Initial Assumption

The user is in the possession of a UZI-card, card-reader and connection to the internet. The user wishes to connect to 
a VitalHealth server to use the VitalHealth application. This server is equipped with the required UZI server 
certificates. 

The browser of the user is equipped with the PKIoverheid root certificates. If not these can be downloaded from 
http://www.pkioverheid.nl/fileadmin/PKI/PKI_certifcaten/pkioverheid.p7b . 

The user’s desktop is equipped with the SafeSign middleware (can be downloaded at http://www.uziregister.nl/
technischesupport/installeren/kaartlezeruzi-pas/default.asp  which is then correctly integrated into the Mozilla 
Firefox browser (this is an extra step in the installation procedure). In case of Internet Explorer, no additional steps 
after the initial installation is required. 

The user has the possession of UZI-card plus card-reader and the required PIN. 

Normal

The UZI-card is inserted in the card reader. The user enters the URL of the VitalHealth application and a pop-up 
screen appears. The user enters the PIN in the pop-up screen. 

The identity of the user is checked by means of client certificate embedded on the smart-card in combination with 
the root certificates and CRL lists located on the UZI-register servers. The user, in case of a positive match, gains 
access to the application. 

The server has to identify itself to the UZI-register to be able to download the latest CRLlists. The application 
extracts the unique UZI number from the card including the name and role of the owner. 

The user has now access to the VitalHealth application running on the designated server.

What can go wrong

The data sent to the server might be lost or distorted in transit, in which case the user most be prompted to resend the 
data.

The identity of the user cannot be verified through the UZI certificates, the user will be denied access and prompted 
to verify if the used UZI-card is still valid. 

The server was not able to download the latest CRL (updated every 3 hours) and cannot verify the user at this time, 
the user will be prompted to try again later. 

Other activities

Simultaneous access by multiple users..

System state on completion

User is logged on to the VitalHealth server according to his or her access rights.
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UZI scenario #2 Using SafeSign Middleware

Initial Assumption

The desktop is using Firefox with SafeSign middleware installed into the browser. (module naam: SafeSignPKCS 
#11 Library - aetpkss1.dll) (see also scenario 1)

The VitalHealth server is configured for Client Certificate Authentication

The VitalHealth server has acquired the UZI certificates.

Normal

The client wishes to access the VitalHealth application. The client enters the https URL in the firefox browser. The 
client is now prompted with a Client Authentication dialog box. 

The client can select the UZI certificate in the dialog box and press the ‘OK’ button. The SafeSign Middleware will 
ask the client to enter his or her PIN. After inserting the PIN the user presses the ‘OK’ button and the request is send 
to the VitalHealth server.

The server receives the client certificate and validates this against the CRL list. 

The client is granted access to the application, according to authorization schemes. 

What can go wrong

The client entered the wrong PIN-code. The SafeSign software will prompt the user to reenter the PIN.

The identity of the client cannot be verified through the UZI certificates, the user will be denied access and prompted 
to verify if the used UZI-card is still valid. 

Other activities

Simultaneous access by multiple clients

System state on completion

Client is logged on to the VitalHealth server
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UZI scenario #3 Preparing the Server for working with the UZI-register

Initial Assumption

The server is equipped with Windows Server 2003, running ISS6 or higher. 

Normal

A Certificate Signing Request is created for acquiring the UZI server certificate (see scenario #4). 

The certificate (*.cer) is downloaded and installed by following the wizard in ISS for the secured website.

The SSL port 443 must be selected for use with the application.

To make sure SSL is used, this must configured in ISS for the secured website. (Require SSL -> Require 128 bit 
encryption). This option can be selected in the “Secure Communications” in ISS. 

Install the CA certificates. These can ben downloaded from:
Root CA: http://www.pkioverheid.nl/fileadmin/PKI/PKI_certifcaten/pkioverheid.p7b 
UZI-Register CA: see URLs in UZI scenario #5

Requiring client certificates:
The IIS must be configured to ask for a client certificate, this option can be selected in “Secure Communications” in 
IIS. 

What can go wrong

Comparable to UZI scenaario #4

Other activities

-

System state on completion

The server is online and able to regulate log on procedures using a UZI-card. 
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UZI scenario #4 Acquiring the UZI server certificate for the VitalHealth application

Initial Assumption

The VitalHealth server is connected to the internet and is equipped with a working OpenSSL installation. 

Normal

A RSA key pair is generated with a 1024 bit public key. The private key is encrypted using Triple Des. 

A PKCS#10 file (Certificate Signing Request) is generated containing no additional information (default). Only the 
key is used in the UZI-register. The PKCS#10 is sent to the UZI-register in combination with the registration details 
of the subscriber (Name of subscriber, subscriber’s number, birth name of the requester), information about the 
system (System Name (URL) according to FQDN (Fully Qualified Domain Name)), Organizational Unit, E-mail 
address of the system and finally the address of a post office (required for formal identification in case the applicant 
has no UZI-card). 

The UZI-register checks the received information for correct file formats and if the System Name is registered at the 
SIDN.

The UZI-register has to verify the identity of the person responsible for the certificate. This can take place in two 
manners. The first is that the applicant receives a request from the UZI-register to identify oneself at the designated 
post office. The second is to use a e-mail signed wit a advanced digital signature (e.g by using a UZI card). 

If the identity of the applicant has been identified, the UZI-register sends the certificate by e-mail. The applicant 
replies this email to confirm that the certificate has been received.

The certificates are installed on the server in a folder containing the Private Key file and the received X.509 
certificate. Another folder must contain the entire CA (Certification Authority) chain. 

The location of the CA certificates on the server is : /var/www/ca

What can go wrong

The VitalHealth server might not be able to connect to the UZI-register because the firewall does not allow traffic 
through port 443 (standard SSL port). 

The data send might be invalid, resulting in a required resend.

The System Name might not be registered at the SIDN or the subscriber might not be registered at the UZI-register 
both resulting in a failed transaction.

The received certificate from the UZI-register is DER-encoded, it might be required (in the case of using Apache 
servers) to covert this to PEM-encoding. (OpenSSL supports this function)

Other activities

-

System state on completion

The VitalHealth server is equipped with the UZI-certificates.
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UZI scenario #5 Acquiring the CRL list from the UZI-register

Initial Assumption

The VitalHealth server has successfully installed the UZI server certificates.

Normal

The server must download the latest CRL every 3 hours. The ‘refresh’ times of the of the UZI-register CRLs are: 
0:00, 3:00, 6:00, 9:00, 12:00, 15:00, 18:00, 21:00 hour GMT (Greenwich Meant Time).

The download location differs per type of UZI-card. The following list presents the URLs of the CRL locations.
These links are divided by first and second generation cards. 

First Generation cards:
Health Care Practitioner:    http://www.uzi-register.nl/cdp/uzi-register_zorgverlener_ca.crl 
Named Employee:              http://www.uzi-register.nl/cdp/uzi-register_medewerker_op_naam_ca.crl
Non-specific employee:     http://www.uzi-register.nl/cdp/uzi-register_medewerker_niet_op_naam_ca.crl
Services:                             http://www.uzi-register.nl/cdp/uzi-register_csp_ca.crl
Server:                                http://www.uzi-register.nl/cdp/uzi-register_services_ca.crl

Second Generation cards:
Health Care Practitioner:    http://www.csp.uzi-register.nl/cdp/uzi-register_zorgverlener_ca_g2.crl 
Named Employee:              http://www.csp.uzi-register.nl/cdp/uzi-register_medewerker_op_naam_ca_g2.crl
Non-specific employee:     http://www.csp.uzi-register.nl/cdp/uzi-register_medewerker_niet_op_naam_ca_g2.crl
Services:                             http://www.csp.uzi-register.nl/cdp/zorg_csp_ca.crl
Server:                                http://www.csp.uzi-register.nl/cdp/uzi-register_services_ca_g2.crl

The above CRLs must be downloaded every 3 hours.

When using IIS (Microsoft Internet Information Server) the files must be downloaded and installed using the 
function ‘install CRL’. 

On an Apache server the files must be installed into the directory: /var/www/crl/

What can go wrong

The UZI server might not be accessible. This only poses a problem after 48 hours from the time the CRL was 
created, for this is the time a CRL is valid. 
The CRL might be downloaded at the same time the lists are updated. This can result in using an outdated list. To 
prevent this a sufficient margin (e.g. 15 minutes) from the refresh times should be taken. 

Other activities

-

System state on completion

The VitalHealth server has successfully installed the latest CRL lists. 
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UZI scenario #6 Defining access rights according to client UZI certificate 

Initial Assumption

A UZI-card user has accessed the VitalHealth application as describes in scenario #1.

Normal

The role of the user is identified bye the certificate of the UZI-card. In the role field there are 6 characters that define 
the role of the user in the following format <XX.XXX>. The first two characters define the title of the profession, the 
last three character define the specialism (e.g. <02.053> is a dentist with the specialism orthodontist).

The role of the user will provide this user with the according access right for the VitalHealth application. 

The access rights per role are also checked for individual rights (e.g admin rights) linked to the unique UZI-number 
located in the subject field (DistinguisedName) of the certificate. 

The card-owner can use the application within the boundaries of the access rights.

Retrieving this information from the certificate is explained in chapter 9.

What can go wrong

The role of the card-owner might not have any access rights to the VitalHealth application, the individual rights must 
now be checked to see if the user is on a separate list. 

The card-owner might not have any access rights, the card-owner is now prompted with the message that he or she 
has no access rights. 

Other activities

-

System state on completion

The UZI-card user has gained access to the application according to his or her access rights. 
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UZI scenario #7 Preparing Microsoft Outlook for using Mail encryption 

Initial Assumption

A UZI-card and card reader are connected to the PC

Normal

Because Outlook checks for e-mail matching between certificates and the sending/receiving party this functionality 
has to be switched off. This has to be done in the Windows registry. According to the following steps:

• Click Start, click Run, type regedit in the Open box, and then click OK.
• Locate the following registry key:
• HKEY_CURRENT_USER\SOFTWARE\Microsoft\Office\12.0\Outlook\Security

If a Security registry key does not exist, create a new key. To do this, follow these steps:
- Click the following registry key:
- HKEY_CURRENT_USER\SOFTWARE\Microsoft\Office\12.0\Outlook
- On the Edit menu, point to New, and then click Key.
- Type Security, and then press ENTER.

• Right-click the Security key, click New, and then click DWORD Value.
• Type SupressNameChecks, and then press ENTER.
• On the Edit menu, click Modify.
• Type 1, and then click OK.
• On the Registry menu, click Exit

Now to send a encrypted and signed message ons has to take the following steps.

• Select ‘New Message’
• Select ‘Message Options’
• Select ‘Security Settings’
• check ‘Encrypt message contents and attachments’ & ‘Add digital signature to this message’
• Select ‘Change Setting’
• Choose ‘signing’ and ‘encryption’ certificates. (these appear when the UZI-card is connected) 

The recipient must be added a certificate, take the following steps
• Open Outlook contact
• Select ‘Certificates’
• Select import certificate and select the required certificate

What can go wrong

When there is no certificate for the recipient, one can ask the recipient to send a signed message, after receiving the 
signed message, the certificate of that message can be added to the contact.

The receiving party might not have the correct certificates, and can thus not open the message

Other activities

-

System state on completion

Now you are ready to send a signed and encrypted message
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Appendix F - List of NEN, EN, and ISO standards
The items listed below are selected on the following criteria:
The items in the list are found at the website: http://zoek.nen.nl/ search criteria: ‘medische informatica)

• Describe health informatics standards
• Are (probable) related to the VitalHealth product range
• The standard must be accepted

The standards are not further worked out for application in VitalHealth products for this is outside the scope of this 
master thesis research. The NEN standards that are without doubt relevant for application working with the LSP, GBZ, 
HIPAA, and UZI are set out in chapter four. 

# Standard Short Description

1 CEN/TR 
15299:2006

Safety procedures for identification of patients and related objects

2 ISO 13606-1:2008 specifies the communication of part or all of the electronic health record (EHR) of a single 
identified subject of care between EHR systems, or between EHR systems and a 
centralized EHR data repository.

3 ISO 17090 certificate management issues involved in deploying digital certificates in healthcare

4 ISO 18232:2006 specifies the encoding and length for globally unique identifiers for data objects used in 
healthcare exchanged as alphanumeric strings

5 NEN 13609 specifies messages for electronic information exchange between computer systems using 
coding schemes in healthcare

6 NEN 7502:2004 regels voor het ontwikkelen, beheren en toepassen van normen met betrekking tot 
zorginhoudelijke elektronische berichten

7 NEN 7504:2004 Deze norm geeft eisen en toelichting voor de toepassing in Nederland van de standaard 
HL7 versie 2.4

8 NEN 7510:2004 Informatiebeveiliging in de zorg - Algemeen

9 NEN 7511-1:2005 Toetsbaar voorschrift bij NEN 7510 voor complexe organisaties

10 NEN 7511-2:2005 Toetsbaar voorschrift bij NEN 7510 voor samenwerkingsverbanden

11 NEN 7512:2005 geeft een schematische benadering voor het classificeren van communicatieprocessen naar 
het risico dat zij voor de gezondheidszorg met zich mee brengen

12 NEN-EN 
12251:2004

improve the authentication of individual users of health care IT systems

13 NEN-EN 
12381:2005

beschrijft een set van primitieven en semantische relaties die nodig zijn voor een 
eenduidige representatie van expliciete tijdgerelateerde expressies in de gezondheidszorg

14 NEN-EN 
12435:2006

provides a list of units of measurement to be used in representing values of measurable 
quantities in health sciences

15 NEN-EN 
12610:2003

define the semantic categories related to the identification of medicinal products

16 NEN-EN 12967 provides guidance for the description, planning and development of new systems as well 
as for the integration of existing information systems, both within one enterprise and 
across different healthcare organisations

17 NEN-EN 13606 describes the communication issues of working with the electronic health record (EHR).
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# Standard Short Description

18 NEN-EN 
14485:2004

Leidraad voor de verwerking van persoonsgegevens betreffende de gezondheid in 
internationale toepassingen onder de Europese richtlijn voor gegevensbescherming

19 NEN-EN 
15521:2007

defines the characteristics required to synthetically describe the organisation and content 
of human anatomy within a terminological system

20 NEN-EN-ISO 
18104:2004

Referentie terminologie model voor verpleging

21 NEN-ENV 13608 Communication security in healthcare

22 NEN-ISO 
21731:2006

Health Level Seven (HL7) Reference Information Model (RIM)

23 NEN-ISO 
22857:2004

geeft een richtlijn voor beveiligingseisen om de uitwisseling van zorggegevens over de 
grens van het eigen land heen te ondersteunen

24 NPR 7509:2005 inleiding in het onderwerp recept- en verstrekkingsberichten

25 NPR-CEN/TR 
15253:2005

concerned with QoS as it applies to interactions between components of distributed 
healthcare IT systems.

26 NPR-CEN/TR 
15640:2007

considers the control measures required to ensure patient safety in respect to health 
software product

27 NPR-CEN/TS 
15211:2006

defines an XML ITS - Implementable Technology Specification for use in communicating 
healthcare information and for other health informatics purposes

28 NPR-ISO/TR 
16056

Interoperabiliteit van telezorgsystemen en -netwerken

29 NPR-ISO/TR 
17119:2005

provides a common description framework for health informatics standards artefacts

30 NPR-ISO/TR 
18307:2002

describes a set of key characteristics to achieve interoperability and compatibility in 
trusted health information interchange between communicant application systems

31 NPR-ISO/TR 
22221:2006

The goal is to define principles and practices in the creation, use, maintenance and 
protection of a CDW (clinical data warehouse)

32 NPR-ISO/TR 
27809:2007

considers the control measures required to ensure patient safety in respect to health 
software products

33 NPR-ISO/TS 
18308:2004

verzameling van klinische en technische eisen voor een Elektronisch Zorgdossier 
Architectuur

34 NPR-ISO/TS 
21091:2006

defines minimal specifications for directory services for health care using the X.500 
framework

35 NPR-ISO/TS 
25238:2007

gives guidance on the analysis and categorization of hazards and risks to patients from 
health software products

Master Thesis “Triple A in Health Care”                           

87



Appendix G - HIPAA Business Associate Contract
SAMPLE BUSINESS ASSOCIATE CONTRACT PROVISIONS1 

(Published in FR 67 No.157 pg.53182, 53264 (August 14, 2002))

Obligations and Activities of Business Associate

 a. Business Associate agrees to not use or disclose Protected Health Information other than as permitted or required by the 
Agreement or as Required By Law. 

 b. Business Associate agrees to use appropriate safeguards to prevent use or disclosure of the Protected Health Information 
other than as provided for by this Agreement. 

 c. Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a 
use or disclosure of Protected Health Information by Business Associate in violation of the requirements of this Agreement. 
[This provision may be included if it is appropriate for the Covered Entity to pass on its duty to mitigate damages to a 
Business Associate.] 

 d. Business Associate agrees to report to Covered Entity any use or disclosure of the Protected Health Information not 
provided for by this Agreement of which it becomes aware. 

 e. Business Associate agrees to ensure that any agent, including a subcontractor, to whom it provides Protected Health 
Information received from, or created or received by Business Associate on behalf of Covered Entity agrees to the same 
restrictions and conditions that apply through this Agreement to Business Associate with respect to such information. 

 f. Business Associate agrees to provide access, at the request of Covered Entity, and in the time and manner [Insert negotiated 
terms], to Protected Health Information in a Designated Record Set, to Covered Entity or, as directed by Covered Entity, to 
an Individual in order to meet the requirements under 45 CFR  164.524. [Not necessary if business associate does not have 
protected health information in a designated record set.] 

 g. Business Associate agrees to make any amendment(s) to Protected Health Information in a Designated Record Set that the 
Covered Entity directs or agrees to pursuant to 45 CFR  164.526 at the request of Covered Entity or an Individual, and in 
the time and manner [Insert negotiated terms]. [Not necessary if business associate does not have protected health 
information in a designated record set.] 

 h. Business Associate agrees to make internal practices, books, and records, including policies and procedures and Protected 
Health Information, relating to the use and disclosure of Protected Health Information received from, or created or received 
by Business Associate on behalf of, Covered Entity available [to the Covered Entity, or] to the Secretary, in a time and 
manner [Insert negotiated terms] or designated by the Secretary, for purposes of the Secretary determining Covered Entity's 
compliance with the Privacy Rule. 

 i. Business Associate agrees to document such disclosures of Protected Health Information and information related to such 
disclosures as would be required for Covered Entity to respond to a request by an Individual for an accounting of 
disclosures of Protected Health Information in accordance with 45 CFR  164.528. 

 j. Business Associate agrees to provide to Covered Entity or an Individual, in time and manner [Insert negotiated terms], 
information collected in accordance with Section [Insert Section Number in Contract Where Provision (i) Appears] of this 
Agreement, to permit Covered Entity to respond to a request by an Individual for an accounting of disclosures of Protected 
Health Information in accordance with 45 CFR  164.528.

General Use and Disclosure Provisions [(a) and (b) are alternative approaches]

 a. Specify purposes: Except as otherwise limited in this Agreement, Business Associate may use or disclose Protected Health 
Information on behalf of, or to provide services to, Covered Entity for the following purposes, if such use or disclosure of 
Protected Health Information would not violate the Privacy Rule if done by Covered Entity or the minimum necessary 
policies and procedures of the Covered Entity:
[List Purposes].

 b. Refer to underlying services agreement: Except as otherwise limited in this Agreement, Business Associate may use or 
disclose Protected Health Information to perform functions, activities, or services for, or on behalf of, Covered Entity as 
specified in [Insert Name of Services Agreement], provided that such use or disclosure would not violate the Privacy Rule 
if done by Covered Entity or the minimum necessary policies and procedures of the Covered Entity. 

Specific Use and Disclosure Provisions [only necessary if parties wish to allow Business Associate to engage in such activities]

 a. Except as otherwise limited in this Agreement, Business Associate may use Protected Health Information for the proper 
management and administration of the Business Associate or to carry out the legal responsibilities of the Business 
Associate. 

 b. Except as otherwise limited in this Agreement, Business Associate may disclose Protected Health Information for the 
proper management and administration of the Business Associate, provided that disclosures are Required By Law, or 
Business Associate obtains reasonable assurances from the person to whom the information is disclosed that it will remain 
confidential and used or further disclosed only as Required By Law or for the purpose for which it was disclosed to the 
person, and the person notifies the Business Associate of any instances of which it is aware in which the confidentiality of 
the information has been breached. 

 c. Except as otherwise limited in this Agreement, Business Associate may use Protected Health Information to provide Data 
Aggregation services to Covered Entity as permitted by 45 CFR  164.504(e)(2)(i)(B). 

 d. Business Associate may use Protected Health Information to report violations of law to appropriate Federal and State 
authorities, consistent with  164.502(j)(1).

Obligations of Covered Entity

Master Thesis “Triple A in Health Care”                           

88

http://www.hhs.gov/ocr/hipaa/contractprov.html#1
http://www.hhs.gov/ocr/hipaa/contractprov.html#1


Provisions for Covered Entity to Inform Business Associate of Privacy Practices and Restrictions [provisions dependent on business 
arrangement]

 a. Covered Entity shall notify Business Associate of any limitation(s) in its notice of privacy practices of Covered Entity in 
accordance with 45 CFR  164.520, to the extent that such limitation may affect Business Associate's use or disclosure of 
Protected Health Information. 

 b. Covered Entity shall notify Business Associate of any changes in, or revocation of, permission by Individual to use or 
disclose Protected Health Information, to the extent that such changes may affect Business Associate's use or disclosure of 
Protected Health Information. 

 c. Covered Entity shall notify Business Associate of any restriction to the use or disclosure of Protected Health Information 
that Covered Entity has agreed to in accordance with 45 CFR  164.522, to the extent that such restriction may affect 
Business Associate's use or disclosure of Protected Health Information.

Permissible Requests by Covered Entity
Covered Entity shall not request Business Associate to use or disclose Protected Health Information in any manner that would not be 
permissible under the Privacy Rule if done by Covered Entity. [Include an exception if the Business Associate will use or disclose 
protected health information for, and the contract includes provisions for, data aggregation or management and administrative 
activities of Business Associate].

Term and Termination

 a. Term. The Term of this Agreement shall be effective as of [Insert Effective Date], and shall terminate when all of the 
Protected Health Information provided by Covered Entity to Business Associate, or created or received by Business 
Associate on behalf of Covered Entity, is destroyed or returned to Covered Entity, or, if it is infeasible to return or destroy 
Protected Health Information, protections are extended to such information, in accordance with the termination provisions 
in this Section. [Term may differ.] 

 b. Termination for Cause. Upon Covered Entity's knowledge of a material breach by Business Associate, Covered Entity shall 
either: 

 1. Provide an opportunity for Business Associate to cure the breach or end the violation and terminate this 
Agreement [and the _________ Agreement/ sections ____ of the ______________ Agreement] if Business 
Associate does not cure the breach or end the violation within the time specified by Covered Entity; 

 2. Immediately terminate this Agreement [and the _________ Agreement/ sections ____ of the ______________ 
Agreement] if Business Associate has breached a material term of this Agreement and cure is not possible; or 

 3. If neither termination nor cure are feasible, Covered Entity shall report the violation to the Secretary. 
[Bracketed language in this provision may be necessary if there is an underlying services agreement. Also, 
opportunity to cure is permitted, but not required by the Privacy Rule.]

 c. Effect of Termination. 
 1. Except as provided in paragraph (2) of this section, upon termination of this Agreement, for any reason, Business 

Associate shall return or destroy all Protected Health Information received from Covered Entity, or created or 
received by Business Associate on behalf of Covered Entity. This provision shall apply to Protected Health 
Information that is in the possession of subcontractors or agents of Business Associate. Business Associate shall 
retain no copies of the Protected Health Information. 

 2. In the event that Business Associate determines that returning or destroying the Protected Health Information is 
infeasible, Business Associate shall provide to Covered Entity notification of the conditions that make return or 
destruction infeasible. Upon [Insert negotiated terms] that return or destruction of Protected Health Information 
is infeasible, Business Associate shall extend the protections of this Agreement to such Protected Health 
Information and limit further uses and disclosures of such Protected Health Information to those purposes that 
make the return or destruction infeasible, for so long as Business Associate maintains such Protected Health 
Information.

Miscellaneous

 a. Regulatory References. A reference in this Agreement to a section in the Privacy Rule means the section as in effect or as 
amended. 

 b. Amendment. The Parties agree to take such action as is necessary to amend this Agreement from time to time as is 
necessary for Covered Entity to comply with the requirements of the Privacy Rule and the Health Insurance Portability and 
Accountability Act of 1996, Pub. L. No. 104-191. 

 c. Survival. The respective rights and obligations of Business Associate under Section [Insert Section Number Related to 
"Effect of Termination"] of this Agreement shall survive the termination of this Agreement. 

 d. Interpretation. Any ambiguity in this Agreement shall be resolved to permit Covered Entity to comply with the Privacy 
Rule.

1 This website version of Sample Business Associate Contract Provisions was revised June 12, 2006 to amend the regulatory cites to 
the following terms: "individual"; "protected health information"; and "required by law."
2 Words or phrases contained in brackets are intended as either optional language or as instructions to the users of these sample 
provisions and are not intended to be included in the contractual provisions.
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Appendix H - HL7v3 Message For BSN Check
<QUPA_IN101101 xmlns="urn:hl7-org:v3" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
  <id extension="700804" root="2.16.528.1.1007.3.3.304845.2"/> 
  <creationTime value="20061127140000"/> 
  <versionCode code="NICTIZEd2005-Okt"/> 
  <interactionId extension="QUPA_IN101101" root="2.16.840.1.113883.1.6"/> 
  <profileId root="2.16.840.1.113883.2.4.3.11.1" extension="608"/> 
  <!-- Productie berichten, geen acknowledgement berichten --> 
  <processingCode code="P"/> 
  <processingModeCode code="T"/> 
  <acceptAckCode code="NE"/> 
  <receiver> 
     <id extension="1" root="2.16.528.1.1007.4"/> 
     <name use="L"/>    
     <given>SBV-Z</given> 
     </name> 
  </receiver> 
  <sender> 
   <device> 
     <id extension="903" root="2.16.840.1.113883.2.6.6"/> 
   </device> 
  </sender> 
  <ControlActProcess moodCode="EVN"> 
    <effectiveTime value="20061127140000"/> 
    <!-- de auteur van de vraag, een persoon (en/of zijn organisatie) --> 
    <authorOrPerformer typeCode="AUT"> 
      <participant> 
       <!-- BSN query vereist o.a. het UZI nummer, plus persoonsnaam, plus organisatienaam --> 
       <AssignedPerson> 
         <id extension="000120450" root="2.16.528.1.1007.3.1"/> 
         <assignedPrincipalChoiceList> 
           <assignedPerson> 
             <name use="L"> 
               <given qualifier="IN">P.</given> 
               <prefix qualifier="VV">de </prefix> 
               <family qualifier="BR">Vries</family> 
             </name> 
             <LocatedEntity> 
               <Place/> 
             </LocatedEntity> 
           </assignedPerson> 
         </assignedPrincipalChoiceList> 
         <Organization> 
           <id extension="00304845" root="2.16.528.1.1007.3.3"/> 
           <name>Huisartspraktijk de Vries</name> 
         </Organization> 
       </AssignedPerson> 
      </participant> 
    </authorOrPerformer> 
    <!-- De query parameter informatie --> 
    <queryByParameter> 
      <queryId extension="6604" root="2.16.528.1.1007.3.3.304845.5"/> 
      <responseModalityCode code="R"/> 
      <statusCode code="executing"/> 
      <person.id> 
       < value extension="100197245" root="2.16.840.1.113883.2.4.6.3"/> 
      </person.id> 
    </queryByParameter> 
  </ControlActProcess> 
</QUPA_IN101101> 
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Appendix I - C# Class for Retrieving Certificate Details
using System;
using System.IO;
using System.Text.RegularExpressions;
using System.Web;

namespace Test1
{
 public class UziValidator
 {  
  public string UserName, Role, UziNumber;
  public UziValidator(HttpClientCertificate Certificate)
  {
   string str = Certificate.Subject;
    
   //This section selects the username and role from the UZI certificate
   try { //Find Username
    int first_n = str.IndexOf("CN=");
    int last_n = str.LastIndexOf("O=");
    UserName = str.Substring((first_n + 3), ((last_n - first_n) - 5));
   }
   catch (ArgumentOutOfRangeException)                //Not all cards have a UserName specified
   {
    UserName = null; 
   } 
   try {   //FInd Role
    int first_r = str.IndexOf("T=");
    int last_r = str.LastIndexOf("SERIALNUMBER");
    Role = str.Substring((first_r + 2), ((last_r - first_r) - 4));
   }
   catch (ArgumentOutOfRangeException)                //Not all cards have a role specified
   {
    Role = null; 
   } 
   try {  //Find Cardnumber   
    int first_c = str.IndexOf("SERIALNUMBER");
    int last_c = str.LastIndexOf("CN");
    string str2 = str.Substring(first_c,(last_c - first_c));
    int mid_c = str2.IndexOf("=") + first_c;
    UziNumber = str.Substring((mid_c + 1), ((last_c - mid_c) - 3)); 
   }
   catch (ArgumentOutOfRangeException)                //No SerialNumber indicates error
   {
    UziNumber = null;
   } 
  }
  public bool IsValid(HttpClientCertificate Certificate)
  {
       bool V;
   try {  // Check if the certificate is from the UZI-register
    if (System.Text.RegularExpressions.Regex.IsMatch(Certificate.Issuer, "UZI-register", 
System.Text.RegularExpressions.RegexOptions.IgnoreCase))
    { 
     V = true;
    } 
    else
    {
     V = false;
     throw new ArgumentException("Certificate is not Valid");
    }
   } 
       catch (ArgumentOutOfRangeException)  //Catch exception if certificate can't be read
           {
    V = false;
    throw new ArgumentException("Certificate is not Valid");
           }  
      return V;
  } 
 } }
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Appendix J - ASPX source
<%@ Page Language="C#" %>
<script runat="server">
    protected void Search_Click(object sender, EventArgs e)
    {
                   
        HttpClientCertificate cx = Request.ClientCertificate;
                
        UziValidator UV1 = new UziValidator(cx);
        
        Result1.Text = "Gebruiker: " + UV1.UserName;
        Result2.Text = "Rol: " + UV1.Role;
        Result3.Text = "UZI-nummer: " + UV1.UziNumber;
        
    }
</script>

<html>
<head>
    <title>UZI Validation Test 1</title>
</head>
<body>

<%@ import Namespace="Test1"%>
<%@ import Namespace="System.Web"%>

    <form id="form1" defaultbutton="Search" runat="server">
    <div>
    
    <asp:Button
        id="Search"
        Text="Search"
        OnClick="Search_Click"
        Runat="server" />
    
    <hr />
    
    <asp:Label
        id="Result1"
        Runat="server" />
        
    <hr />    
        
    <asp:Label
        id="Result2"
        Runat="server" />  
        
     <hr />    
        
    <asp:Label
        id="Result3"
        Runat="server" />  
    
    </div>
    </form>
</body>
</html>
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Appendix K - List of HIPAA Requirements

# Unique Identifiers Requirements T Cat.

1 National Provider Identifier: 

2 National Employer Identifier: 

3 National Health Plan Identifier: 

4 National Individual Identifier: 

# Privacy Rule Requirements T Cat.

5 Business Associate Agreement: BA

6 Disclosure of PHI: BA

7 De-identified Health Information: 

8 Basic Principle: GPUD

9 Required Disclosures: GPUD

10 To the Individual: PUD

11 Treatment, Payment, Health Care Operations: PUD

12 Informal Permission: PUD

13 Incidental Use and Disclosure: PUD

14 Public Interest and Benefit: PUD

15 Authorization: AUD

16 Psychotherapy Notes: AUD

17 Marketing: AUD

18 Minimum Necessary: LUD
M

19 Access and Uses: LUD
M

20 Disclosures and Request for Disclosures: LUD
M

21 Reasonable Reliance: LUD
M

22 Notice Distribution: NOIR

23 Acknowledgement of Notice Receipt: NOIR

24 Access: NOIR

25 Restrictions Request: NOIR

26 Confidential Communications Requirements: NOIR
T:     
Cat.:   BA = Business Associates, GPUD = General Principle for Uses and Disclosures, PUD = Permitted Uses and Disclosures, 
           AUD = Authorized Uses and Disclosures, LUDM = Limiting Uses and Disclosures to the Minimum Necessary, 
           NOIR = Notice and Other Individual Rights

# Administrative Safeguards Requirements T Cat.

27 Risk Analysis: R SMP

28 Risk Management: R SMP

29 Sanction Policy: R SMP
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# Administrative Safeguards Requirements T Cat.

30 Information System Activity Review: R SMP

31 Assigned Security Responsibility: R ASR

32 Authorization and/or Supervision: A WS

33 Workforce Clearance Procedure: A WS

34 Termination Procedures: A WS

35 Isolating Health care Clearinghouse Functions: R IAM

36 Access Authorization: A IAM

37 Access Establishment and Modification: A IAM

38 Security Reminders: A SAT

39 Protection from Malicious Software: A SAT

40 Log-in Monitoring: A SAT

41 Password Management: A SAT

42 Response and Reporting: R SIP

43 Data Backup Plan: R CP

44 Disaster Recovery Plan: R CP

45 Emergency Mode Operation Plan: R CP

46 Testing and Revisions Procedures: A CP

47 Application and Data Criticality Analysis: A CP

48 Evaluation: R E

49 Written Contract or other Arrangement: R BAC
T:       R = Required, A = Addressable
Cat.:   SMP = Security Management Process, ASR = Assigned Security Responsibility, WS = Workforce Security, IAM = Information Access
           Management, SAT = Security Awareness and Training, SIP = Security Incident, CP = Contingency Plan, E = Evaluation, BAC = Business 
           Associate Contracts and Other Arrangements. 

# Administrative Safeguards Requirements T Cat.

27 Risk Analysis: R SMP

28 Risk Management: R SMP

29 Sanction Policy: R SMP

30 Information System Activity Review: R SMP

31 Assigned Security Responsibility: R ASR

32 Authorization and/or Supervision: A WS

33 Workforce Clearance Procedure: A WS

34 Termination Procedures: A WS

35 Isolating Health care Clearinghouse Functions: R IAM

36 Access Authorization: A IAM

37 Access Establishment and Modification: A IAM

38 Security Reminders: A SAT

39 Protection from Malicious Software: A SAT

40 Log-in Monitoring: A SAT

41 Password Management: A SAT
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# Administrative Safeguards Requirements T Cat.

42 Response and Reporting: R SIP

43 Data Backup Plan: R CP

44 Disaster Recovery Plan: R CP

45 Emergency Mode Operation Plan: R CP

46 Testing and Revisions Procedures: A CP

47 Application and Data Criticality Analysis: A CP

48 Evaluation: R E

49 Written Contract or other Arrangement: R BAC
T:       R = Required, A = Addressable
Cat.:   SMP = Security Management Process, ASR = Assigned Security Responsibility, WS = Workforce Security, IAM = Information Access
           Management, SAT = Security Awareness and Training, SIP = Security Incident, CP = Contingency Plan, E = Evaluation, BAC = Business 
           Associate Contracts and Other Arrangements. 

# Physical Safeguards Requirements T Cat.

50 Contingency Operations: A FAC

51 Facility Security Plan: A FAC

52 Access Control and Validation Procedures: A FAC

53 Maintenance Records: A FAC

54 Workstation Use: R WU

55 Workstation Security: R WS

56 Disposal: R DMC

57 Media Re-Use: R DMC

58 Accountability: A DMC

59 Data Backup and Storage: A DMC
T:       R = Required, A = Addressable
Cat.:   FAC = Facility Access Controls, WU = Workstation Use, WS = Workstation Security, DMC = Device and Media Controls

# Technical Safeguards Requirements T Cat.

60 Unique User Identification: R AC

61 Emergency Access Procedure: R AC

62 Automatic Logoff: A AC

63 Encryption and Decryption: A AC

64 Audit Controls: R AuC

65 Integrity: A I

66 Person or Entity Authentication: R PEA

67 Integrity Controls: A TS

68 Encryption: A TS
T:       R = Required, A = Addressable
Cat.:   AC = Access Control, AuC = Audit Control, I = Integrity, PEA = Person or Entity Authentication, TS = Transmission Security
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Appendix L - Use-Case Billing

Use Case ID (UC-1) Use Case Name Billing to Patient ʻAʼ

Created By: T.R. de Haan Last updated by: T.R. de Haan

Date Created: 3 jul 2008 Data Last Updated: 3 jul 2008

Actor: Oculist

Description: When treating a patient the oculist accesses the patient’s medical record. This record 
is located on a external source and must be accessed by using security and transport 
services. The patient is billed at the end of a period.

Preconditions: The oculist is connected to the internet and has access rights to the security and 
transport services.

Priority: high

Frequency of Use high

Normal Course: UC-1: Case

Actor Actions
1.Access LSP (using UZI-register)
3.Find Patient (using BSN)
5.Request Record (download)
7.Update Record
9.Close session

System Responses
2.Collect UZI transaction details
4.Collect SBV-z transaction details
6.Collect LSP transaction details
8.Collect LSP transaction details
10.Collect network & ZSP 
transactions
11.Specify bill per patient
12.Send bill to XIS
13.Session closed

Alternative Course: Billing directly after treatment (not waiting for end of period)

Actor Actions
1.Access LSP (using UZI-register)
3.Find Patient (using BSN)
5.Request view on Record
7.Update Record
9.Close session

System Responses
2.Collect UZI transaction details
4.Collect SBV-z transaction details
6.Collect LSP transaction details
8.Collect LSP transaction details
10.Collect network & ZSP 
transactions
11.Specify bill per patient
12.Request additional transactions 
costs form XIS usage
13.Send bill to patient
14.Session closed

Exceptions: Network failure at any time in the process

System Responses
1.Store billing info and process at 
end of period.

Includes UZI-requirements

Special Requirements Wbp, Wbsn-z, NEN 7510

Assumptions Access to a patient medical record takes place through the LSP.
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Appendix M - Use-Case Distributed Medical Record

Use Case ID (UC-2) Use Case Name Distributed Medical Record

Created By: T.R. de Haan Last updated by: T.R. de Haan

Date Created: 3 jul 2008 Data Last Updated: 7 jul 2008

Actor: Oculist

Description: When treating a patient the oculist accesses the patient’s medical record. This record 
is located on an external source from which a local copy is derived (downloaded). 
This copy contains all the NDF information required for treatment.

Preconditions: The oculist is connected to the internet, has access rights to the security and 
transport services, and has a GBZ compliant work environment.

Priority: high

Frequency of Use high

Normal Course: UC-2: Case

Actor Actions
1.Access XIS (using UZI-register)
5.Find Patient (using BSN)
8.Request Record (download)
10.Update Record (after treatment)
11.Send Updated Record
14.Close session

System Responses
2.Verify UZI log on
3.Determine access rights
4.Grant access
6.Collect Patient Record (internal)
7.Collect Records from LSP
9.Send Combined Record
12.Receive Updated Record
13.Process Record (internal & LSP)
14.Close Session

Alternative Course: Time-out occurs (record not returned in time)

Actor Actions
1.Access XIS (using UZI-register)
5.Find Patient (using BSN)
8.Request Record (download)

System Responses
2.Verify UZI log on
3.Determine access rights
4.Grant access
6.Collect Patient Record (internal)
7.Collect Records from LSP
9.Send Combined Record
12.Time-out 
13.Release Record (internal & LSP)
14.Close Session

Exceptions: Updated Record Received after Time-out

System Responses
1.Notify Actor of Time-out
2.Ask if update is still required
3.Perform update operations 
(internal & LSP) 

Includes UZI-requirements

Special Requirements Wbp, Wbsn-z, NEN 7510

Assumptions Data Management is in place for Record Updates after a Time-out
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