
Dynamic Logic for Security (DYLOS)

Abstract

The research proposed in this document focuses on the application of dynamic logic
in the analysis and design of security protocols. We adopt the intentional approach of
multi-agent systems, and aim at protocol specifications in terms of the informational
attitudes of the agents involved. To this end, we shall develop and employ dynamic
and temporal versions of modal (epistemic, doxastic) logics. We envisage the use of
automated verification tools (model checking and automated theorem proving) for analysis
and prototyping of protocols.

1 Description of proposed research

The ever increasing role of computers and computer networks in our daily life makes the
issue of computer security more and more important. This is reflected in the large amount
of security research worldwide. An important part of this research is devoted to the design
and analysis of trustworthy security protocols. The complexity of the context in which these
protocols are to be used (large and diverse networks with malicious and powerful intrud-
ers) requires powerful methods to guarantee their correctness and reliability, indispensable
properties for trustworthiness (we give an example below). Only formal methods based on
mathematics and logic, supported by mechanized reasoning tools like model checkers and the-
orem provers, have the potential to become powerful enough for this challenging task. The
research proposed here aims to contribute to the realization of this potential.

Our overall reseach goal is

the application of dynamic logic to the analysis and design of security protocols.

This contrasts with most other approaches to the analysis and design of security protocols,
which either focus on static logical aspects of the intermediate states in the execution of a
protocol, or on the dynamic interaction of subprocesses that are part of the protocol. The
research proposed here will explore the integration of these two aspects, by exploiting the
potential of dynamic logic to provide a unifying framework for describing and analyzing
both static and dynamic aspects of systems involving information and information exchange.
In doing so, we expect to significantly improve the design of security protocols via logical
methods, and to inspire theoretical logic research with research questions emanating from
our more applied research.

We consider the security protocols in question from the perspective of multi-agent systems
with both humans and computer processes in the role of agents [27]. Multi-agent systems
are also referred to as intentional systems, where agents are characterized by ‘mental states’
described in terms of beliefs and knowledge (their informational attitudes), as well as goals
and intentions (their motivational attitudes). Here, goals represent options available to the
agent, i.e. states of affairs that the agent may choose to commit to, and intentions represent
the chosen options. The multi-agent perspective is a high-level view of complex systems,
abstracting away from implementation details. This makes it a suitable abstraction of security
protocols.

We are aware of the pitfalls on the road to logical analysis of security protocols: the
problems of semantics, derivability and adequacy. We expect to deal with the first two
problems (finding proper semantics and proof systems for the logics at hand) by making
use of well-established logics and combining them carefully. The problem of adequacy, i.e.
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finding proper abstractions and idealization when translating protocols in logical terms, is of
a different nature: solving it requires continuous attention for applications and applicability,
and interaction with the security community.

Below, we give a selective overview of the state of the art in logic and security, followed
by a description of our approach.

Logic

Modal logic is the logic of modalities, also called intensional attitudes. There is great variety
of modalities: ‘it is necessary that’, ‘it will be the case that’, ‘it has been the case that’, ‘it
should be the case that’, ‘it is provable that’, ‘I know that’, ‘agent a believes that’, ‘agent
b desires it to be the case that’, ‘when program π is executed, it is the case that’, etc.
Modalities are denoted by modal operators 2, so if logical formula ϕ denotes ‘it is sunny
weather in Groningen’ and 2 denotes the epistemic modality ‘I know that’, then 2ϕ denotes
‘I know that it is sunny weather in Groningen’. Modal logic was first studied as the logic of
necessity and possibility. About fifty years ago, Von Wright introduced in [53] epistemic logic
(the logic of knowledge) and doxastic logic (the logic of belief) as instances of modal logic.
The subject started to flourish a decade later after Kripke’s development of possible-worlds
semantics for modal logic. In the context of epistemic logic, one can view worlds that are
possible for a certain agent in a world as epistemic alternatives that are compatible with
the agent’s information in that world. The eighties and early nineties have seen a flurry of
activity in the field of epistemic, doxastic and other modal logics, such as temporal logic.
To mention a few examples: theoretical computer scientists have applied it to distributed
systems, and economists to negotiation (see [15, 30, 49] for overviews of epistemic logic and
more applications). More recently, epistemic and doxastic logics were extended with goal
operators for application in multi-agent systems [13, 41].

Dynamic logic is an instance of modal logic, first proposed by Pratt in 1976 (see [19, 20,
40]). The modal operator [π] is related to action (or program, or protocol) π. The formula [π]ϕ
expresses: after π has been executed, ϕ holds. So, in dynamic logic, we can speak and reason
about actions and their effects: consider, e.g., the statement x = 1 → [x := x + 1]x = 2. A
related dynamic logic was proposed by Renardel in [42]. Plaza’s logic of public communication
[39] is the first application of epistemic action (public communication) in a modal context.
Independently, Gerbrandy and Groeneveld developed dynamic epistemic logic (see [16, 17]),
the first modal logic with modalized actions. Baltag presents (mostly with Moss and Solecki)
in [2, 4, 5, 3] several related logics for epistemic actions and belief updates; see also [43]
by Renardel for related work from a general modal perspective. Applications of dynamic
epistemic logic on so-called knowledge actions (such as showing a card in a game like bridge)
can be found in [2, 17, 48, 50].

Security

We give an example of a security protocol: the Needham-Schroeder authentication protocol
(see [31]), which two agents can execute to mutually verify their identities.

A → B : {A,N1}KB

B → A : {N1, N2}KA

A → B : {N2}KB
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In the first step of the protocol, agent A sends to an agent B his name A and a nonce N1 (i.e. a
large pseudo-random number that serves as a challenge) encrypted with B’s public key KB. If
we assume that cryptography is perfect and that each agent is the sole possessor of his inverse
private key, then B is the only agent who can decrypt the message {A,N1}KB

. In the second
step of the protocol, agent B responds to A’s challenge by returning the nonce N1, and posing
his own challenge N2. A now decrypts the message, sees that his challenge has been responded
to, and thus authenticates B, i.e. A “believes” that he is indeed communicating with B. In
the third message, A responds to B’s challenge, and B can thus similarly authenticate A.

The Needham-Schroeder protocol has been analyzed with logical and other methods (see
[8, 18, 47]), and it was generally thought to be correct. So it was quite a surprise when,
eighteen years after its publication, Lowe [28] discovered in 1996 an error in the protocol
and showed that it could be broken (and he proposed an improved version, now known as
the Needham-Schroeder-Lowe protocol). He pointed out that the final step of the Needham-
Schroeder protocol fails to authenticate the initiator agent to the responder agent: it is
possible for a responder to finish a protocol execution with an initiator who is other than
he claimed to be in the first step. The next diagram shows a so-called ‘man-in-the-middle’
attack:

A → spy : {A,N1}Kspy

spy → B : {A,N1}KB

B → spy : {N1, N2}KA

spy → A : {N1, N2}KA

A → spy : {N2}Kspy

spy → B : {N2}KB

A executes one protocol run with spy , who fakes A’s identity with respect to B. At the end
of the two interleaved protocol executions, A believes, correctly, that he is talking to spy , but
B has been tricked by spy into believing that he is talking to A!

The reason that Lowe found an error while others seemingly proved Needham-Schroeder
correct is that he studied the protocol in the context of open networks, which did not exist in
1978 when NSPK was proposed. Lowe also used the (by now standard) Dolev-Yao attacker
model [12]. This model postulates that spy is a powerful opponent who is in control of the
network and can intercept, read and alter messages at will. In this context, a full analysis of
the protocol is a quite complex task, and Lowe used a model checker.

Examples of this kind show that protocols may (and too often do) contain subtle errors,
which can only be found via formal analysis supported by automated verification. This
observation, already made in [31] by Needham and Schroeder in 1978, justifies the kind of
research proposed here.

Process formalisms and theories have been developed and used successfully in the analysis
and verification of communication protocols in general. To deal with security protocols,
existing theories have been applied (e.g. trace theory in [9]) and several new process theories
have been proposed, such as the Spi calculus [1] and strand spaces [14].

The application of logic and logical theories in security started with the so-called BAN
logic of authentication defined by Burrows, Abadi and Needham in 1989 [8]. It provides a
language, axioms and inference rules to express different notions of correctness for security
protocols (e.g. secrecy of data and validity of cryptographic keys), and to describe how the
beliefs (or knowledge) of agents evolve as messages are exchanged. BAN is not perfect (see e.g.
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[32]), and several improvements and extensions have been proposed (see e.g. [18, 47, 51, 54]).
For the proper definition of the semantics of BAN, strand spaces are used (see [46], [26]).
Recently, Reynolds’ separation logic [44] has gained interest as a more solid logical base for
reasoning about security issues.

The applicability of the security logics mentioned above in the analysis of security protocols
is limited by the fact that the protocols are not part of the language, but part of the structure
over which the logic is interpreted. As a result, it is unclear how to express the interplay
between protocol steps and knowledge in a non ad-hoc way. In contrast, in dynamic logic
programs are an explicit part of the language, admitting the description of the properties
of the interaction between programs and propositions that are dependent of the domain of
computation. So dynamic logics close the gap between programs and propositions, and this
leads to our research goals.

Research goals and objectives

As we stated above, our overall goal is to apply dynamic logic to the analysis and design
of security protocols. We divide this goal into two subgoals, one for functional aspects of
the protocols involved, another for the operational aspects. Functional specifications focus
on what the protocol guarantees (e.g. that agent b will receive information ϕ from agent a
while no other agent will learn ϕ), while operational specifications focus on how a property
is ensured to hold (e.g. by using a public/private key encryption system and a trusted third
party). The distinction between functional and operational specification and behaviour, quite
common in software engineering, was made by Roscoe in [45] for security protocols, but he
used the terms extensional (for functional) and intensional (for operational).

The functional behaviour of security protocols for information exchange can be described
in a natural way in terms of modalities of agents with respect to information: what do they
know, what do they want to know, what are they allowed to know, what are they allowed
to do, and what do they want to do (with certain information). This corresponds to the
intentional perspective on multiagent systems. As we indicated above, many instances of
modal logic have already been developed to describe and reason about security protocols.
However, these logics are static in the sense that they do not have the expressive power to
speak about actions and their effects. But dynamic logics have been devised precisely for this
purpose. This leads to our first subgoal, viz. to develop and apply dynamic modal logics
for functional specification and analysis of security protocols. This use of dynamic modal
logic for security protocols is fairly new: we are only aware of the initial attempts of Bleeker
and Van Eijck in this direction [6, 7], and of the application of dynamic epistemic logic on
the SRA Three Pass protocol and the Wide-Mouthed Frog protocol in [23]. They all use
action structures in the spirit of Baltag, Moss and Solecki. These action structures will be
a starting point for our research, although we shall also consider the alternative notion of
modal structures as proposed by Renardel in [43].

For the description and analysis of the operational behaviour of security protocols it is
common practice to use formalisms based on process theories, where the behaviour of processes
composed from subprocesses (also called threads, strands, cords or bundles in the extensive
literature about this subject) can be studied. The input-output style of characterizing actions
in dynamic logic is too coarse for this purpose, as it does not deal with the intermediate
results of processes. Here temporal logic will fill the gap, another instance of modal logic
with temporal operators F ‘once in the future, it will be the case that. . . ’ and G ‘from now
on, it will always be the case that . . . ’. Moreover, temporal logics are the linguistic vehicle
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for the transfer of process properties to model checkers. So, our second subgoal reads:
combine dynamic modal logic with temporal logic, so as to facilitate the specification of both
functional and operational behaviour of security protocols in one linguistic framework, and
their analysis via model checking. The combination of dynamic logic with temporal logic has
been scarcely explored, but we are aware of the work of Datta and others (see [10, 11]) where
a Hoare-style formalism with temporal logic formulae is proposed and used as a derivation
system for security protocols. This will be a starting point for our research.

We shall not only design and study new logical formalisms, but we shall also apply them
in the specification, analysis and design of security protocols. We shall consider well-known
protocols (Needham-Schroeder-Lowe, Diffie-Hellman, Kerberos, Otway-Rees, Yahalom, Wide-
mouthed Frog, Neumann-Stubblebine).

Experience learns that the inherent complexity of the analysis of protocols makes the use
of verification tools indispensable, and we shall use both model checking and theorem proving
tools in the research proposed here. Model checking has become very popular as a verification
tool of the behaviour of processes using temporal logic (SPIN [21, 22], FORSPEC [29, 52]).
Popular theorem provers are Isabelle [35], well known by Paulson’s seminal work on security
protocol verification (see [36, 37, 38]), and PVS [33, 34], based on higher-order logic and used
e.g. by Jacobs in the context of security protocols (see [24, 25, 26]).

Scientific interest

The scientific mission of the research project is twofold. We shall apply theoretical concepts
and results, e.g. dynamic modal logic and temporal logic, to contribute to the further de-
velopment and improvement of formal methods for design and analysis of security protocols.
But we shall also inspire ourselves and others to gain more theoretical insight in the logical
concepts and systems that we encounter on our way.
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