A Self-Sovereign Identity Framework for

Patient-Centric Access Management

Efficient and secure access and sharing of electronic patient data between
patients and medical professionals amplify the quality of healthcare. DECENTRALIZED IDENTIFIERS (DID)
Currently, there are various cited 1ssues with the current models of data access
management and sharing of Electronic Health Records (EHR). The following
are some of the highlighted 1ssues:

A self-controlled digital fingerprint assigned to users, entities, or things. DIDs
are globally unique, resolvable with high availability, and cryptographically
verifiable. The DID document contains public keys and other cryptographic
items including the specific DID scheme to allow secure verification.
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We explored the use of self-sovereign 1dentity to address these challenges and
build a prototype with the aim to achieve a secure, privacy-preserving, and VERIFIABLE CREDENTIALS (VC s)
patient-centric access management and sharing of medical data. A set of cryptographic claims and metadata that provide a digital equivalent to

the physical credentials we use on daily basis to verify who we say we are such
as a driving license. VCs define a number of verifiable and tamper-proof

SELF-SOVEREIGN IDENTITY (SSI) 1s a concept that offers a digital claims 1ssued by a trusted entity to the holder of the 1dentity. These claims can
1dentity that 1s owned by an individual or organization without the need for in- be cryptographically verified by any other entities.
termediaries. Instead of using traditional centralized intermediaries and
third-parties, the 1dentity 1s authorized via an autonomous distributed system. (Blockehaine & Lodgery
The advantage over traditional identities being full user control and autonomy. S 0 ity D & Sehes
The 1dentity 1s created, controlled, and used by the 1dentity's owner. > éf_\é <
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DID CommMunicaTioN (DIDComm)

An encrypted and asynchronous communication protocol that uses information
within the DID Document, particularly the parties’ public key and their
endpoint to send information with verifiable authenticity.

IDENTITIES AND CREDENTIALS EstABLISHING TRUSTED ACCESS AND SHARING

We leverage DIDs and VCs to create R 1 In our work, DIDs and VCs are created
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